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1 FEANZ INTRODUCTION TO THE SOLUTION

BEAETLYNER AEETTE iﬁiJrEﬁ’E%%%J? BAIERMTANEREREGE
RIBRTT, TN THE Iﬁ(Safety)E’]EMﬁFﬂl WE. MM REZFERNE 1SO 26262
ML E B RN EFRTRE %C%ﬂlV\]’%ﬂ%miﬂ’]/\Ti__LﬁizH‘éAVHM#aé%

FXHRE 1SO 26262 ek L BRI EF B —F2F BAERIE LHE, MBI IR
THNOBEGTZE.

BT MBI AP NEFEARURE, AUTOSAR 12H 7T E2E A&, BidX @Ry
Bl DatalD. CRC. Counter F#=HIFE, FHHM4ET AT AN SIE RS9,
E2E fR3F O] ASRIR

1) BEMMAERSHEERRPERD RTE REMNZEHEXNEETE (data

element)
2) B I H RS R IGIUE M RTE FW B ML £ HR<EIE TR,

3)  HEKRINZEMXNVEBETERERRN, TURHBMIFHMER SWC 4HE.

In order to detect various failure states in information exchange, AUTOSAR puts forward the
E2E mechanism, which adds DatalD, CRC, Counter and other control fields to the communication
data, so that the software can detect and deal with communication link failures at runtime. E2E

protection enables:

1) Security related data elements to be sent via RTE are protected by additional control data.

2) Verify security related data elements received from RTE through control data.

3) When an error occurs in the received security-related data element, a notification can be

iIssued and processed by the relevant SWC.
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With the development of the automotive industry, the complexity of the design of

automotive electronic products, especially the complexity of software development, has also

been greatly improved, and the industry has paid more and more attention to Safety. ZC

Technology has many years of experience in controller development in line with ISO 26262

functional safety requirements, and has established strategic partnerships with well-known

domestic automotive companies.

To meet the ISO 26262 functional safety requirements in the process of pain point - E2E

specific project implementation, ZC technology provides the corresponding solution.

E2E RIPEFXBAGEBERENER, ERAINNEREHMBIELEFHNZFRE,
B ER2E R ATRAT:

E2E protection is the cornerstone of communication security for critical systems and can

effectively address multiple risks during data transmission and processing, the common E2E

protection schemes are as follows:

> CRC &4 +i1T%188 CRC check + counter:

{$5 F CRC(Cyclic Redundancy Check)&%: #1E5¢ # M Cyclic Redundancy Check (CRC) is
used to verify data integrity
RO BB 48 I £HE 5 8% (5 1 I T5) Add counters to detect data freshness

(prevent replay attacks)
BESEIM, FEHTZEASILB-D N Simple to implement and suitable for most
ASIL B-D applications

> L& (I AUTOSAR E2E) Security protocols (such as AUTOSAR E2E):

AUTOSAR #RAEE X HY E2E R$F EE E2E protected library defined by AUTOSAR standard
IR Z Fh Profile(#n Profile1-5 F)iEN ARG ASIL ZF4R Various profiles (such as Profilel-
5, etc.) are available for different ASIL levels

BEEHIEID. T8, CRC E#1H Includes data ID, counter, CRC and other
mechanisms

IR % 0 Profile ZL{A(40 ProfilelA 1B 1C %) Multiple Profile variants available (e.g.,
ProfilelA 1B 1C, etc.)

530 M B SR B SR RUIR 7S A failure state that can be detected:

ZBEEE (Repetition of information) : 15 B IZEUW E| N 1E—>X The message is
received more than once
1%_ /%\%9& (I—OSS Of Informatlon) I:I 75N —E—ngﬁ'flzl 7CA }‘A 'fg $HU El] 1|:| 75N /)IL EF' ﬂﬂ B? The

information or part of the information is deleted from the transmitted information flow
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S B LR (Delay of information) : 3ZULEIA{5 B 8E T TEA The message received was
later than expected

ERHEAN (Insertion of information) : i INEEHRAZIAIERAFERRF Inserts
additional information into the transmitted information stream

=R %K (Masquerading) @ FEXLFEERBEREFEZAHAELFE L Inauthentic
information is accepted by the recipient as true information

s EMNAREHTU (Incorrect addressing) : 5 BRI A IX T LIESH W IR0
B ZEUL The message was sent from the wrong sender or received by the wrong
receiver

SERFEALE# (Incorrect sequence of information) : & 8{ZHE B AT HE BINF
I\/Iodify the order of information in the transmission flow

= B#IK (Corruption of information) : £ B# B ZE WA Information is changed
content

MEEFTEED SN ERFTHEEARTFR (Asymmetric information sent from a sender
to multiple receivers) | Z PN ME—XI1X 77 I E AR HI{EE Multiple receivers
receive different messages from the same sender

RIEFRIENE B REMIBD W T ZU (Information from a sender received by only
a subset of the receivers) : B9 EZEW 7% B ZEWEI{= 2 Some recipients did not
receive the message

W{EEEPAZE (Blocking access to a communication channel) | XB{EEIE 8935614
FEZE Access to the communication channel is blocked

Secure Update ensures that only authorized software can be used by the controller, and
when paired with Secure Boot, it can effectively prevent the execution of unofficial programs

by the controller.
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Typical sources of interferences,
causing errors detected by E2ZE
protection:

Libraries OS-Application 2 0S5-Application 1

Receiver 1 Sender

SW-related sources:

51. Emor in mostly generated RTE
S52. Error in partially generated and
partially hand-coded COM

S3. Error in network stack

[E2E protection
S4. Emor in generated 10C or OS

‘wrapper

Direct function call L N _ I.
Direct function ca

HW-related sources:

H1. Failure of HW network

H2. Metwork electromagnetic
interference

H3. Microcontroller failure during
context switch (partition) or on the

communication between cores
1oc

Microcontroller 1 / ECU 1

Microcontroller 2
TECU 2

Figure 1 : Example of faults mitigated by E2E protection

2 E2E APPLICATIONS

3: convert DataEl1, DataEl2 (e .g. float-=inf)
into DataEl1c, DataEl2c, DataEl3

5 E2E_Protect(...)

2 dataEl2, dataEl3

1:datakEl1 4: {dataFl1c, dataFl2c, dataFl3c}

T:signalGroup: W
signal 1=>CRC
signal 2 == counter .
signal 3 <>dataEl1c E2E Library
signal 4 <->dataF12i
signal 5 <->dataFl3c
y
CRC Library

- [ore ] Joouner [snan [sanaz |

soou |lmmﬁ

Fx/LIN/CAN Driver

Figure 2 : E2E Manager and Conversion Manager — sender ECU
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9: convert DataEl1c, DataEl2c (e_g. int==float) T-filter outunused DataEl3

into DataEl1, DataEl2

5:E2E_Check(...)

4 {CRC, counter, datablic,
dataFl2c, dataEl3e}

3:signalGroup:
signal 1 ==CRC
signal 2 == counter .
signal 3 <=>dataEl1 EZ2E Library
signal 4 == dataEl 2
signal 5 =->dataEl

CRC Library

e T e e

PDU Router

o [ o | sonar [ sonee | rT
A

FX/LIN/CAN Driver

Figure 3 : E2E Manager and Conversion Manager — receiver ECU

HMMBH TN AR FRME E2E T E SR, F s ERERKESRFX:
ZC Technology can provide customers with a complete E2E solution, and can be customized

for the specific needs of the project:
® ET CAN/CANFD/LIN/ FlexRay BIERIF 1 E
Communication protection scheme based on CAN/CANFD/LIN/ FlexRay

® HET UART/SPIEBERIFPAR
Communication protection scheme based on UART/SPI etc
o ETETHBERIPAR

Communication protection scheme based on ETH
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3 HMAKRE E2E TheE L £ E ZC.MuNiu E2E SafetyLibrary

3.1 E2E M4k E2E Protocol Stack

HMMARLE E2E Mt EEH E2E. CRC W MRRMAL. E2E EERBEEESLINAFAMEN
BIERPE, FHRHBAREO#HTEAESIER. CRC HHRINEE N E2F R fT CRC BH, BE|
B{K CRC HER.

The E2E stack is mainly composed of E2E and CRC modules. The E2E module is configured
to implement the communication protection required by the user, etc., and calls the interface to
send or receive. The CRC module performs CRC operations for the E2E module and obtains

specific CRC results.

Sender of Data E2E Library CRC Library «module»
Elements Rte

I I
[

[At Senderstartup] Instantiate and initialize Config and
State structulres :

[ ; I Update DataElements with fresh values

alt

[allowed for apy|Data Element]

__________ R e R
[for opaque aaysthe implementer is pllowed to use casting]
|

Data = !

|
I
L (uint8*)DataElement :
1
|
|
|

[1ur opgaygue anays e Illlplelﬂlf‘lllld[ IL anoweua U‘:ﬁ;‘ CE.J'.‘.\LIII!J]

I |
Data = (uint§”")DataElement I

[i l | |
I

I

I
|
|
|
|
|
|
|
|
|
|
|
|
|
create amay Data from DataEIemems Data must :
[ have the same layout as correspondlng I-PDU |
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 5 : Receiver of data
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4 3 CERTIFICATE

SGS
Tiiv
SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

LICENCE HOLDER & MANUFACTURER

GENFARAG WO SWHABER & HERSTELLER

Shanghai ZC Technology Co.. Lid. ®
Building C, 888 Huanhu West 2nd Road, '=I_'-.<—"
Pudng Now s 0 A B B
Shanghai,
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROUENT-MR-D FEMENAICTES PROFZECHEN ZERTIFWATSBERCHT MR
T4AB-ALD1 | T4ABD002
SGS is an integral pari ef this cerilicate.
T..d ASIL D COMPLIANT ish ain inraier Bosanced cuses Zarivats
Parctiaral Setey
B0 IRMT
SAAR

Certified product(s)  SafetyFrame (compliant with Infineon TC3xouTC2xTLF 35584
Zorilziortars] Frodukifu) and NXP FSE500 Safety Reguirementz)

Varsion 2.1.0

Tested according te 150 26262-2:2018
Gopeift nach |50 26262-6:2018
150 26262-8:2018
IS0 26262-9.2018

Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentionad SafetyFrame Software is “accepied” according to
Touhoiscive Do Juod Fmmelar above mentioned standards ASIL D requirements,

The SafetyFrame Software is suitable for integration into
systems up to ASIL D,

T’ cariicini % basad en volitary bante, Tha eselines of i esdifad produet agens! o meukamants of atove fsled funcsonal salely
Alind s wid fualaalag. Any changes Yn"ﬂ‘CMCﬂ SOMPONENts OF ProcEssng may raquire repettion of some e of 1he centifeaimn e ralEn
v et carblicaticn fieguialir o SOS-TUV Saar GmiH Sdve 1 b ComabeD, o8 waw. 55

Certrf'maton Body
for Functional Safoty & Munlch Feb 22, 2023

Eybsr Secunty
SGS-TUV Saar GmbH

Zoisaungssiaa 1 Funbifanalo st.mm ]
Cytan Siobmrrut

;/uﬁrun MNeumann

nm-wc N
5 Canfication

Figure 6 : 1SO 26262 ASIL D

HASRMEN S EEMBFAS

To Be the Global Leading Automotive Basic Software Company
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