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1 FAE5 DEVELOPMENT BACKGROUND

EREERUEARLEF RERHFNEEMR SRR, EEEMLZEABRIEL
FrdasE, RBTRERRSIZAFEBMNNEFSEETT. Blimm A EFNEERLES
RRHE 1 1247, BMEFRIE CMMI (Capability Maturity Model Integration, && /1 5\ 24 E & B &
) 52&9’9&%%#1‘%}&1&?—_&?% RIBERBERAI A 0.32%0, EERIBIMIEART/NEL. T8
BIEM4 FEREE] FHEXNEEMEERA.

In the process of automotive intelligence development, although the importance and
proportion of software continue to increase, the research and development cycle of the whole
vehicle is invisibly shortened, so the risk of car recalls caused by software vulnerabilities continues
to rise. At present, the total code amount of high-end cars has exceeded 100 million lines. Even
if controlled according to the highest software standard of CMMI (Capability Maturity Model
Integration) level 5, the code defect rate is still 0.32%o, and the scale of potential problems is not
to be underestimated. Recall events require car manufacturers to pay huge direct and indirect

costs.

NFLEXBFNTLRE, BXEERAETVARRKES, XUTEHRIR—H#NES
BB ATV T A R AVRTIR AR, FOTA (Firmware Over-The-Air, #zh%%in
SHRTHREAR) R ABRARERE. #TERRERGARNRERBRATRZ—

For industries in development, facing the major trend of the development of smart cars,
system update functions similar to those of Tesla will inevitably become the premise and
foundation for the sustainable development of the industry. FOTA (Firmware Over-The-Air) has
thus become one of the best solutions for addressing software vulnerabilities and upgrading
smart car components.

FOTA B4R, BIEBEzimARBEMINENLmREFREEGARRS, AAER
M IRFE. 5 Eﬂﬁﬁﬁﬁﬁlﬁ“bé%ﬁ%%éﬁﬂ%@ FEE FOTA HITmImTTER, TTRARS
BEEMRL. REFEFHMHENEEBE FOTA TUMFRTE, T ERERSIIIRE ECU.
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RGRAZER, RIIERGRE. REAR, ILAFAEFCEREHRENIRT, AR

BE.

FOTA wireless upgrades refer to providing firmware upgrade services for terminal devices
with networking capabilities through the cloud. Users use the network to obtain smart terminal
system upgrade packages on demand and in an easy-to-expand manner, and upgrade through
FOTA to complete system repairs and optimizations. Car manufacturers and suppliers can quickly
and conveniently achieve iterations of car ECUs, system versions, etc., through professional FOTA
upgrade plans, ensuring system security and rapid upgrades, allowing users to experience new

functions without replacing hardware equipment.

BB, FOTA EXH#IAT, HAEM AN OEM (Original Equipment Manufacturer,
Fiai% & HIER) F0 TSP (Telematics Service Provider, RZEIZEIZRGIRMT) RENEREN
MiEE, hWEAE HRTAFPERNEFEEMESZ—.

At present, FOTA has gradually been recognized and has developed into a new trend of
the Internet of Vehicles that affects the decisions of OEMs (Original Equipment Manufacturers)
and TSPs (Telematics Service Providers). It is also one of the innovative attempts and trends for

car manufacturers to improve user experience.
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2 OTA FTZES 48 OTA SOLUTION INTRODUCTION

BRIEE OTA RIENERAG— TERBI =umfEBIAKMEGEHFEIEL XS TFin,
B imE W EUEERR OTA GRHTEIEEH . UTABE OTAMITHEIESR:
1. HBENIT OTAR, OEM OTA Zimilid X A M K515 B Fr AV EE L ik 4 B & im
2. EEimm T-Box IR I KM ZH A OTA BIRREEZHMK.
3. WXEAAREH R RKEEEFIERNFTAR ECU A4H:
a) MWTREBEHENMN ECU, ETUNEREBEIRLAEERMR ECU, RBENTK
ERIRELE
b) XNTAREEHENR ECU, MAXEFER LT Master Bk, FFH4R ECU 1E
A Slave, W71 UDS SERF R .
At present, the whole vehicle OTA brushing program is relatively unified, mainly through
the cloud using Ethernet to send the updated data to the vehicle end, the whole vehicle end to
receive the data in accordance with the OTA information to update the data. The following are

the main steps of OTA execution for the whole vehicle:

1. When it is necessary to execute OTA, the OEM OTA cloud sends the data to be
updated to the vehicle end via Ethernet.
2. The T-Box on the vehicle side recognizes the OTA data transmitted over Ethernet
and transmits it to the gateway.
3. The gateway acts as the update master node to manage and control all ECU updates
in the vehicle:
a) For ECUs with self-updating capability, it can send the data directly to the target
ECU, and is only responsible for collecting feedback on the update results.
b) For ECUs that do not have the ability to update, the gateway also needs to act
as the upgrade Master stage, the ECU to be upgraded as Slave, and both
parties complete the upgrade through UDS.
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class OTA System Architecture/
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2 - 1 FINE R OTA R 52H

FIGURE 2 - 2 ZC.QINGLONG OTA SYSTEM ARCHITECTURE

BE&E S H AR OEM OTA MSEHIARETFR, OTA MFE B S AR K, RIESZFRE
Rs, OTAKIARTUDAMTILE:

With the continuous upgrading of chip technology and OEM OTA specifications, the use of
OTA scenarios are also expanding, according to the actual use of scenarios, OTA implementation

programs can be divided into the following categories:

OTA fRIRTI R ik

OTA Solution Description

p HEEWHELEEEREF THIFEANRE
%1% OTA .

. Download and write the update program to the flash memory when the

Wait OTA L
vehicle is stopped.

FEFFOTA | EEMETHESFLEN, BREEHNEIE THIIININGT, FEEW
Semi-non wait | {FIEAREFEFBAREINF.

OTA
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During vehicle operation or when it stops, downloads the data to be updated
to the external flash memory and writes the update program to the internal
flash memory when the vehicle stops.

E%EF OTA
Non wait OTA

EEWzTHESELN, BEFEFSAFEEIXNE, HEEHEL
RRE TR F TR EI AKX,

Writes the update program to the inactive zone memory during vehicle
operation or when the vehicle is stopped, and switches the running program
to the inactive zone when the vehicle is stopped.

R2-10TARRAE

TABLE 2 - 1 OTA SOLUTION
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3 AB SWAP I8N 45 AB SWAP FUNCTION INTRODUCTION

TC39x TC3Ex TC38x TC37x TC36x TC33x
Bank TC37xEXT TC35x TC33xEXT
16 MB 12 MB 10 MB 86 MB 4 MB 2 MB
HSM HSM HSM o HaEl o LHSM
0 3 [ 3 2w 3w MB | Core MB | core
n n n n
MB | Gore MB  core MB | Core MB | core
No support
1 — of SWAP
1 3| T 3 T MB | Ty E e
B | Core MB Core 2 | Core i
MB EE SWAP:
. 2 MBIz MB
HSM HSM HSM EMEI’SI MB 0#1
2 Tri Tri Tri oé=1
Core Core Core
1
. " N
3 Core Core SWAP:
4 MB/4 MB
SWAP: 01 4= 273
] 6 MB/E MB
VB | o o/t 213
4 2 | core
MB
5 T [[] PFLASH A-Banks (standard address map identified by 0x55).
LR Core B PFLASH B-Banks (alternate address map identified by 0XAA).
e e [ Not usable for swapping application code.

0/1/44= 2/3/5

3 - 1 TC3XX AB A X4 R

FIGURE 3 - 1 TC3XX AB BANK ASSIGNMENT

ATIEE OTA MEMREMERZRFR, KB SARMZFFHUBRFIIE. &
TC33x # TC33xED 5k, FiA TC3xx itxfy &R &% PFLASH 2225 A F1 B P4BTFREFERITNRE. %
R IR G A TR RIRZS VAR A A", R BN R A TIERSRSATR A B,
—41 PFLASH TFEARK RS E] CPU TJ#n Ttz (8] (BEX A AR "FiEfK) | B—EGHE

ARSI (XA A "FEE) o 8 OTA EFalE, EHRE, REA
WIS =L AT, BIEREHEE, NITHNBISEEHRRERITAE.

In order to adapt to OTA function and other usage scenarios, most of the chips add support
for address mapping function. With the exception of TC33x and TC33xED, all TC3xx chips have
the ability to separate PFLASH into two groups of banks, A and B. The address mapping is called
“A” in standard address mapping and “B” in alternate address mapping. The group that is active
in standard address mapping is called “A” and the group that is active in alternate address
mapping is called “B”. One group of PFLASH banks will map to the CPU executable address space
(defined as the “active” banks), and the other group will map to a set of addresses that allow

reads and writes (defined as the “inactive” banks). When the libraries are swapped after the OTA
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update is complete, only the address mappings will change, i.e., there is no need to copy the

data, and the address ranges will always remain the same at execution time.

OTPO_ORIG
CONFIRMATION

Valid Invalid

= = - =
SWAP_ORIG OTPO_COPY

CONFIRMATION [ <| CONFIRMATION

Valid Invalid \f Valid Invalid
- =
SWAP_COPY

CONFIRMATION

Valid Invalid

NS NS =~ S

Execute AB Not execute

SWAP Reset AB SWAP

3 - 2 TC3XX AB SWAP Ban Bz iE R

FIGURE 3 - 2 TC3XX AB SWAP STARTUP JUDGMENT FLOWCHART

TC3xx B9 AB Swap IhgEi@id UCB FfF=s2H OTPx_ORIG. OTPx_COPY. SWAP_ORIG #1
SWAP_COPY #4718 %l, & UCB X FHERNERITSUKRELE, E}i% CONFIRMATIONLx
CONFIRMATIONHx F s (L BIEA DB RURZS, W AB Swap THEER=/EM. LB AB Swap
B FIEARIEE

The AB Swap function of the TC3xx is controlled through the UCB registers groups
OTPx_ORIG, OTPx_COPY, SWAP_ORIG and SWAP_COPY. The AB Swap function will not be
enabled if the enable flag bit of the UCB related register is not set, or the CONFIRMATIONLx and
CONFIRMATIONHx register bit data is not valid. The above figure shows the flowchart of AB
Swap startup judgment.
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TC3xx @it UCB Z 78840 SWAP_ORIG F1 SWAP_COPY ¥I¥rihfT AB X Ylik, ZEdtFTHIBT
B, TCaxx LRI LEBEMHtITHET, ERZATSHMPENSTHEREE WsRREH
— R T FE BT,

The TC3xx performs AB Swap by judging the UCB registers groups SWAP_ORIG and
SWAP_COPY. When making judgments, the TC3xx prioritizes the judgments in accordance with
the logic in the above figure, and if there are multiple register configurations that meet the
judging criteria, the judgment will be made in accordance with the latest set of register
configurations.

UCB Z#7884 SWAP_ORIG #1 SWAP_COPY F—# 8% 16 AFHFREE, SSFHRIEE
WM TR

The UCB register groups SWAP_ORIG and SWAP_COPY contain a total of 16 register

configurations, and the functions of each register are shown in the following table:

Register Description

Determines the system address map to be used by the running application.
ERASED -> 0x00000000

MARKERL
X STD (selects standard address map / groups of banks A) -> 0x00000055
ALT (selects alternate address map / groups of banks B) -> 0x000000AA
For validation and for safety purposes this is checked by the startup software
MARKERHXx before the address map is installed.

ERASED -> 0x00000000
VALID -> Address of MARKERLXx of the corresponding UCB

Holds the confirmation code of the address map configured in MARKERLXx.
A valid code indicates that the address map configuration can be installed.
CONFIRMATI | ERASED -> 0x00000000

ONLx UNLOCKED -> 0x43211234
VALID -> 0x57B5327F
ERRORED -> Others

Acts as validation code for CONFIRMATIONLx.

COI\éF'LIT_'I\)/(IATI ERASED -> 0x00000000
VALID -> Address of CONFIRMATIONLxof the corresponding UCB
PWO-7 A password set, allows only authorized access and modifications if the UCB

Confirmation Code is CONFIRMED.

%% 3 - 1 SWAP_ORIG #1 SWAP_COPY HF#Fz8 8N4

TABLE 3 - 1 INTRODUCTION TO THE SWAP_ORIG AND SWAP_COPY REGISTER SETS

HELPREMTES, FOTARUBEAGS RN ER /G, FI# ABSwap TNEER S B
M% AB Swap TNEER ST AB XATH, FFRIESLERIESRITE AB Swap Tt HUIRP X, &
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ECU ERENENEFREFN DX #ETER. UMTAH FOTA $hiTdiEF, UCB a4
SWAP_ORIG #1 SWAP_COPY {9 B £ B BN

In actual use, the FOTA software needs to determine whether the AB Swap function is

enabled or not and whether the AB Swap function performs AB Bank swapping or not after each
completion of the software update, and turn on the AB Swap function and switch the partition
according to the actual situation, so that the ECU can start from the partition of the update
program after reset. The following is the reference configuration of UCB register groups
SWAP_ORIG and SWAP_COPY during FOTA execution:

Group ID MARKERLXx MARKERHx  CONFIRMATIONLx | CONFIRMATIONHx
0 0x00000055 OxAF402E00 OxFFFFFFFF OxFFFFFFFF
1 0xO00000AA OxAF402E10 OxFFFFFFFF OxFFFFFFFF
2 0x00000055 OxAF402E20 OxFFFFFFFF OxFFFFFFFF
3 0xO00000AA OxAF402E30 Ox57B5327F OxAF402E38
4 0x00000000 0x00000000 0x00000000 0x00000000
15 0x00000000 0x00000000 0x00000000 0x00000000

% 3-2SWAP_ORIGC 7 RESERE

TABLE 3 - 2 SWAP_ORIG REGISTER SET REFERENCE CONFIGURATION

Group ID |  MARKERLX MARKERHX ~ CONFIRMATIONLx | CONFIRMATIONHx
0 0x00000055 OXAF403EQ0 OXFFFFFFFF OXFFFFFFFF
1 0x000000AA OXAF403E10 OXFFFFFFFF OXFFFFFFFF
2 0x00000055 OXAF403E20 OXFFFFFFFF OXFFFFFFFF
3 0x000000AA OXAF403E30 0x57B5327F OXAF403E38
4 0x00000000 0x00000000 0x00000000 0x00000000
15 0x00000000 0x00000000 0x00000000 0x00000000

= 3 - 3SWAP COPY SRS %

TABLE 3 - 3 SWAP_COPY REGISTER SET REFERENCE CONFIGURATION
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4 HMEH FOTA 143 ZC.QINGLONG INTRODUCTION

HMMNE R FOTA B SN AEFEN, KMEFST OTA ek, FMN BRGBIE A XY
b, BREUHRIES . HEHZTHTH, EEARMETNEER THERHFRGEE. KARK
HETHR THE, BERIREEIERES B RE. BN THLEIEHSEEFWMZTHINT
. &E, FWENLER, REHRT AB XU, X—ERRHELIR X—dE2#
BRAFIMEE. WEELERF OTA NRERENS, AFEBMIINERE, NAFRGR
GrRCE IR, FENTRAKT MM B REUIHR, EXFF OTA BAT, JUAKKER
ERTEZRENERRENERA LT RMNFARNE, BT HEEARNNEIHEEN
HRE. MR TEPNERATANE, BRIET RERFRENT AL,

ZC.Qinglong FOTA realizes the non-wait OTA function by integrating with the application
program. The vehicle application software downloads the latest software data while the
application software is running by comparing versions, obtaining upgrade tasks, and completing
the download automatically. After completing the download, the application software installs the
latest software data into the B system. The entire download and installation process is performed
while the vehicle is running. Finally, when the vehicle is re-powered, the device performs AB
swapping, which is an activation process that can be sensed. For equipment upgrades with non-
wait OTA, the only process that is perceived by the user is the “activation” of the new software
system. The B-system switchover, which can take up to tens of minutes, can be greatly reduced
in the case of non-wait OTA, which can greatly reduce the upgrade time perceivable by the user
of the vehicle integrating the complex functions of the domain control equipment, reduce the
consumption of vehicle power during the parked upgrade, shorten the time of unavailability of
the customer's vehicle, and ensure the availability of the system itself at all times.

TEAMMER FOTA EF TC397 HFTRISH AB PR AR S5 RZRE:
The following figure shows the flowchart of programming and AB Swap based on TC397
performed by ZC.QingLong FOTA:
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FIGURE 4 - 1 ZC.QINGLONG AB SWAP PROGRAMMING SQUENCE
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To Be the Global Leading Automotive Basic Software Company
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