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1 #%A OVERVIEW

ZR LUV AAREE TSRO AEFRMEIE, M PC in NHE B F =65
% #UDSonCAN. UDSonEth, UDSonK-Line. UDSonLIN MY, #REE AL EFIER, i
N REE TR~ mARNER, WikR, SERSMEK.

ZC XuanWu upper computer software is used to download application programs and data
from the PC to the electronic controller. It supports UDS on CAN, UDS on Eth, UDS on K-Line,
and UDS on LIN protocols. It offers customized integration of customer-specific protocols and
is widely used in the development, testing, and after-sales service stages of electronic controller

products.

MNZEEFRF SIS TR N AT OEM M Tierl ZMNAZHET. APTUAE
MASEE, WRFERURKE LHENHITERRS T,

ZC XuanWu program refresh and diagnostic testing tools can be applied in various
application scenarios for OEMs and Tier 1 suppliers. Users can conveniently perform program

flashing work in laboratories, test vehicles, and actual vehicles.

ZR AR BRI BT & KR FiEH=m0NERF
ZC.XuanWu upper computer software is currently used for program flashing of various

electronic controllers:

>  Z=5i%I88 Body Control Module (BCM)
> ZFIRH8E Air Conditioning Controller
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$anon iyl o
» DC/DC #=#l#§ DC/DC Converter
B 7 Bh /1% @45 % 8% Electric Power Steering Controller
RN = H88 Engine Management System (EMS)
Fa =% 88 Transmission Control Module (TCM)
EH 5t B I8 X 4% Battery Management System (BMS)

# 7% 473428 Vehicle Control Unit (VCU)

>

>

>

>

>

> EHIEH2E Motor Control Unit (MCU)
> EEIBhH%E @ ER % Electric Power Steering System (EPS)
> FAseHEIsh & 4 Anti-lock Braking System (ABS)

> HBFREMIEHEFER Electronic Stability Program (ESP)
>  EFHIEZRS Active Collision Avoidance System (ACC)
> E5| HIEFIER % Traction Control System (TCS)

>

ADAS #2215 2& Advanced Driver Assistance Systems Controller
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2 UKMRIBNZ ETH FLASH INTRODUCTION

EEENBSEXRNNRSRT, MELERCERENSEHMERNIERRT KZE
MIEAEUESEREE, AREETEFSEEETNSIFEET, S5ZHENNE,

& ECU (M H R/ R AMRIEI, X—FREZZEBE CAN FEGEHMENTE LR,
s, BEEFEWMNEL . SRAHENEE ZITESREERANNA, MESRBYHE
BiZR%G (ADAS) W 2 &R, MEESHNEFMELRL A —RAELRNLARL
#%.

In the trend of the intelligent connected vehicle era, with the rapid development of processor
computing power and hardware, many innovations have been rapidly promoted in the
automotive environment. The proportion of automotive electronic products in the entire vehicle
is also increasing day by day, and the network bandwidth demand for connecting ECUs has
correspondingly increased significantly. This demand will far exceed the capacity limit of
traditional in-vehicle networks such as CAN. In addition, with the advancement of vehicle
networking and intelligence, the application of cloud and big data, and the popularization of
advanced driver assistance systems (ADAS), building a new electronic network bus platform has
become an inevitable task for the new generation of vehicles.

FHRNERZEHBERBTERNZH IAMRE, RETZEZSHMNBRENFREMN.
fEEEEMEMYL (IP) 9K, DOIP EA—MET IP NIZHIRAMEZmE, E33FBEMA
fIF0 Wi-Fi FAREMEHITERE, EBERE. ERIEMHITIZEIZH.

Traditional vehicle diagnostics typically rely on dedicated diagnostic tools and equipment,
which limits remote diagnostics and cross-device compatibility.With the popularization of
Internet Protocol (IP), DOIP (Diagnostic over IP), an IP-based diagnostic technology, has
emerged. It supports communication through standard networks such as Ethernet and Wi-Fi,

enabling faster and more flexible remote diagnostics.
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2.1 #3EE Physical Layer
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2.2 TCP/UDP = TCP/UDP Layer

TCP 2— MM EHENIN, ERREEEEHTRMMEZHE B, 7 DolP
h, TCP ATEHESUEMMNILHIRIS, 0 ECU HIE. TCPBI=REFIRETERE,
FRAEHNBEERSH, FEBIIFYSMHEIAL SN HIRILEIREIRFREE M,

TCP is a reliable transport - layer protocol that ensures data packets are transmitted from
the source to the destination accurately and error - free. In DolP, TCP is used for diagnostic
communications that require high reliability, such as ECU programming. TCP establishes a
connection through a three - way handshake process to ensure that the communication at
both ends is synchronized, and guarantees the order and integrity of data through sequence

numbers and acknowledgment mechanisms.

> ZENETHE DolP LEHK LI TCP;
All DolP entities in the vehicle shall implement TCP.

> TCP EA—Xtik 0 SRFRIRERE, TCP EER B A9 O X2 TCP_DATA,
TCP uses a pair of port numbers to identify connections. The destination port for a TCP
connection shall be TCP_DATA.

> DolP AR 7 BIE socket Z /F 5P TCP_DATA, AT 5 EER: DolP KRR SMEBN

HREETBE
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DolP entity shall listen on TCP_DATA after creating a socket, which is used to establish

communication with external test equipment attempting to connect to the DolP entity.
> SRR R B R S FF %> TCP_DATA socket, ZRtim MH§7E €13 socket BY B#f1iE %,

I F2um A 29 TCP_DATA,

External test equipment shall support multiple TCP_DATA sockets. The local port will

be automatically selected when creating a socket, and the remote port shall be

TCP_DATA.

UDP B2—MTEEZEMNNMY, EATEIEEEREEAEIEENBR TR, XMITX
BT I, FEBREER, EthEE T JE M. 7 DolP ., UDP BTFIREARFTERIANR
%, WMEWHEAISEKRIZHIIEK.

Unlike TCP, UDP is a connectionless protocol that allows data packets to be sent without
establishing a prior connection. This approach reduces overhead, enabling faster
communication, but sacrifices reliability. In DolP, UDP is used for services that do not require

acknowledgment, such as vehicle discovery or basic diagnostic requests.

Z NPT DolP KA SCIL UDP HF/BIMPREXN W IP T RHFT BRLEERIF
KEF, BT TCP MZHpHIBR I DA, FILIifEMA UDP,

All DolP entities in the vehicle shall implement UDP.When external devices need to send
broadcast or multicast message requests to vehicle IP nodes, since it cannot be achieved due

to the limitations of TCP's transmission mechanism, UDP must be used.

=21 Y wmOs
UDP_DISCOVERY UDP 13400

UDP_TEST_EQUIPMENT_REQUEST uDP RSO ED (49152~65535)
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2.3 Doip 1Y Doip Protocol:

Doip RHE=KKX: TRE
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There are three types of messages in Doip: node management, diagnostic, and node

status.

ey BRfE
TREER 0x0000 - 0x0008
eSS 0x8001 - 0x8003
TR 0x4001 - 0x4004
e e
xm RERBE  RERBIER s
DolP ESFEENLL 0x0000 DolP EEFSEAL UDP/TCP
iR B AmiR 0x0001 TERRBIESIRS uDP
0x0002 # D MEFRSIS IR uDP
0x0003 # VIN B mREIE SR uDP
0x0004 FHERERN / EWRBIBATRS. - UDP
P 0x0005 BEEEEEIORL TCP
0x0006 =z R= Ve v -ave TCP
pe% s | 0x0007 EEREEIORY TCP
0x0008 TSI AR TCP
Doip 7£ OSI #E R F&5fE, #X Doip IR XKIXRIEH & ETH HEB. IP HEPK
TCP/UDP &#B, Doip ##E{EA SDU BRI T&iE, HEEMMEEMNMNAMMN, BEHER

MDA

o BEMRW TR

Doip is located at the transport layer in the OSI model, so before sending Doip packets,

ETH headers, IP headers, and TCP/UDP headers need to be encapsulated. Doip data is passed

down as SDUs layer by layer until a complete Ethernet frame is formed and sent out through

the physical layer medium. The encapsulation format is as follows:
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. iRt
DolPi IR [ L] RPRE ]
GREE | GRERR | Sigsn HERE
e [ [1 Byte] I [ Byte] I 2Byte] I {4 Byte I"”"”"D“"’m]
. Ethemnet Header IP Header TCP/UDP Header Ethernet CRC
LUK [14 Byte] [20 Byte] I [20/8 Byte] I DolP &t [4 Byte] ]
MR MEE i3 1=
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3 ZE DOIP BE448 XUANWU DOIP FLASH INTRODUCTION

3.1 f#E{%E}EE HardWare Connect

¥ RI45 i AER B s, H—im5 ECU MBE, B —imm aiRiE ECU X im0 # TR,
& i 04 RI45 53 OBD.,

Connect the RJ45 port to the computer end and the other end to the ECU. The other end

needs to be adapted according to the current port of the ECU. Common ports include RJ45 or

OBD.

3.2 RIBHEE Flash Config
HRIE ECU L AT

Set the computer and ECU to be in the same network segment based on the current IP

address of the ECU.

| mE mm £

‘ R MWFETSHTINE, WELIEMSNER 1P 28, BN, ERENA

| BRRERILESESN PER
@ Realtek USB GbE Family Controller

EH(C). | O BES IP 1B1HO)
@ EETFED P BikS):

HERERTRRE(O):

|P 3BHE(1): 192 .168 .128 . 3
¥ ¥ Microsoft FIEATTHSOFTENNAE o
¥ T Npcap Packet Driver (NPCAP) ' ZAREU): 255.255.255. 0
=] ?Qus :{iurrmm
- 1 f BARIR(D):
¥ 4 Internet Ms 4 (TCP/IPv4)
[ & Microsoft PSS BIeEMN ST DNS BEeHE
¢ é o v
(\f « Microsoft LLDP ARz - ©® SETEE ONS BS®iLE)
=) P BER) HE DNS BEHE):
R # DNS [RE3(A):
{SSETPMIN Internet HHK. BMULRRGAR RSN, A
FTErEMEEEEn s FRE, i =
Oisesraso BEV)..
WE s
BnE o]
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ZEATAME, REFERE ECUNREER.
After opening ZC.XuanWou, set the ECU configuration information as needed.
W] IAXS 4R EAANA ECU Z [ AY TCP i #t iU BkiR & .

It is also possible to set the heartbeat to maintain the TCP connection between the upper

computer and ECU.

o DOIPSEES X
g

EEDOIPENTEF.

B4

s
moasa (@ |
[JEnable EID

[JEnable viN

[ iBkRT=

3.3 %#EXRIS Connect and Flash
RTEEZE, ZRESEBNEAEEMRG, BABEFES, BINF ECU B EEx
&, EuUHIGERES

After clicking on the connection, Xuanwu will automatically send commands such as

vehicle identification and route activation. Once a successful connection is established with the

ECU, flashing can begin.
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Hle Edit Navigate Search Project Run Window Help

o= PEBGIMA L L e B iP i F v o Quick Access ||| &% | B [
898 [ms] +xAND] B/E  KRibpe] AR ~| o isETEETIS +%|¢d=8
18:1852.4701... 00,00,10,00, R 2 76,3€, Euen eET— prevev— ey
18:1852.4720.. 00,00,0€,80, T RTT0 36,30, FF, FE, FF, FF, FE, FF, FF, FF, FF, EF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, . ] 0 Dt 1003 TRUE
et cea oy OGN | 2R N it [ 10 DisgnosticSessionCont... 01 DefaultSession 1002 TRUE
i ol R £ e [ DelayTimer 01_DefaultSession 60,00 TRUE
1818526019, 00,00,06.80, T 32770 36, 3E, FF, FF, FF, FE, FF, FF, FF, FF. FF, FF. FF, FF, FF, FF, FE, FF, FF, FF, FF. FF, FF, FF. FF, FF, FF, FE, FF, .
[ 27 SecurityAccessSeed - 27,05 TRUE
00,0010,00, R 3 7F. 36,78, e e et e
vt = ke =] 710’DE‘MM K:s; Ey: 01_Defaults $1.01.7.00,4400.40.0000.00.30,0000 TRUE
00, 00, 0€, 80, T 32770 26, 3F, FF. FF. FF, FF, FF, FF, FF, FF. FF, FF. FF. FF, FF, FF, FF. FF, FF. FF, FF, FF. FF, FF, FF, FF. FF, FF. FF, S j"'—‘"""f e ok 11 :” gt 01,FF.00,44,00,40.00,00,00.30. Ui
S| b 4 ity [ .10 DiagnosticSessionCont... 01_DefaultSession 34,00,44,00.40,00,00,00,30,00,00 7420 TRUE
00001000, R 2 76.3F, A _34 RequestDownload 37... - 34,00,44,00.40,00,00,00, 30,0000 7820 TRUE
00,000580, T 32770 36,40, FF, FF, FF, FE, FF, FE, FE, FE. FF, FF. FF, FF. FF. FF, FE, FE, FE, FE, FE. FE, FE. FF. FF, FF. FF, FF, FF,. E3 10 DisgnosticsessionCont.. 01 DefaultSession 31,0,7,02 FAOLE0200 FRUE
00,00.10,00, R 3 7. 36, 78, (A 31 RoutineControl - 31,01.0FFF 71,01.DFFF00 TRUE
00,0010,00, R 2 76,40, (4 31 RoutineContrel - 31,01F01 71.017£,01,00 TRUE
00,0006 80, T 32770 36,41, FF, FF, FF, FE, FF, FF, FF, FF. FF, FF. FF, FF, FF, FF, FE, FF, FF, FF, FF. FF, FF, FF. FF, FF, FF, FE, FF, .. [ _10 DiagnosticsessionCont... - 1,01 51,01 TRUE
00,0010,00, R 3 7, 36,78,
00,00,10,00, R 2 76,41
1B:1B:540094. 00,00,0€,80, T 32770 36,42, FF, FE, FF. FF, FF, FF, FF. FF, FF, FF FF, FF, FF, FF, FF. P, FF, FF, FF, FF, . FF. FF, FF, FF, FEFF, ..
18:18:54.126.. 00,00,10,00, R 3 7F. 36, 78, o EEw LA 3 - g
18:18:542201.. 00,00,10,00, R 2 76,42, ZHE BAE UEY BEG BRO SFe) SO S5 BEw IAQ sEe
1B:18:542243.. 00,00,0€,80, T 20 BOFEFEEFEFEEEAEAFAEREFREEREEFAR. | w46 nRE QeasET S Q Qe m
8:54.2558.. 00,00,10,00, R 3 7F,36,78, —
18:18:54.3485.. 00,00,10,00, R 2 76,43, =
No. Time Source Destination Protocol Length Info
1818543513, 00,00,06,80, T 32770 36,44, FF, F, FF, FF, FF, FF, FF, FF, FF, FF, FF, EF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, ..
5770 234.539301  172.16.2.1 172.16.2.10 Tor 1514 56865 =+ 13400 [ACK] Sequd528321 Ackel
181604380702 100, 0010:00 | R & TE:26,78, 5771 238539301 172.16.2.1 172.16.2.10 Tep 1514 58865 ~ 13400 [ACK] Seq=8525781 Ack=1
18:18:54.4874.. 00,00,10,00, R 2 76,44, 9772 234.539301  172.16.2.1 172.16.2.10 TcP 1514 58865 =+ 13400 [ACK] S=q-8531241 Ack-1.
1818544910, 00,00, 0€,80, T 32770 36,45, FF, FF, FF, FE, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, F, FF, FF, .. 9773 234.539301  172.16.2.1 172.16.2.18 e 1514 58365 ~+ 13400 [ACK] Seq=8532761 Ack=1
inieB ot ooaiaien | R = oA 5774 23539301 172.16.2.1 172.16.2.10 TP 1514 58365 » 13400 [ACK] Seqs8534161 Acks1
5775 238539301 172.16.2.1 172.16.2.10 Tcp 1514 58865 + 13408 [ACK] SeqaBS3ISE21 Acks1:
AT MO0 8 2 ot 9776 238.591060  172.16.2.18 172.16.2.1 TP 60 13400 + 58865 [ACK] Seq=13646 Ack-B53
1818546161 00,00,06,80, T 32770 36,46, FF, FF, F, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, .. 5777 23541098 172.16.2.1 172.16.2.18 Tcp 1514 58865 > 13400 [ACK] Seq=8537061 Ack=1
00,00,10,00, R 3 7F, 36,78, 9778 236.541096  172.16.2.1 172.16.2.10 cr 1514 56365 » 13400 [ACK] Seq=8538541 Ack=1
= e — 9779 238.541008  172.16.2.1 172.16.2.10 T 1514 58865 = 13400 [ACK] Seq-8540001 Ack-1
=0y 9786 234,541384  172.16.2.10 172.16.2.1 TP [TCP Window Update] 13488 - 58865 [AC
[N 5781 234541319 172.16.2.1 172.16.2.18 T 1514 58365 = 13400 [ACK] SequBS41461 Acke1!
5782 236.541319  172.16.2.1 172.16.2.10 Tep 1514 58865 13400 [ACK] Seq=8542921 Ack=1.
9783 234581319 172.16.2.1 172.16.2.10 P 1514 58665 + 13400 [ACK] S2q-8544381 Ack-1.
9784 234.542283  172.16.2.10 172.16.2.1 Tcp 60 [TCP Window Update] 13480 - 58865 [AC
9785 234542058 172.16.2.1 172.16.2.10 Tcp 1514 58365 » 13400 [ACK] Seq=B545841 Ack=1
786 230.502258  172.16.2.1 172.16.2.10 Tcp 1514 58865 = 13408 [ACK] Seq=B547381 Ackel
9767 234543117 172.16.2.18 172.16.2.1 T 66 13400 - 58865 [ACK] Seq-13646 Ack-B54
5788 234.543127  172.16.2.1 172.16.2.18 TP 1514 58865 - 13400 [ACK] Seq=B545751 Ack-1
9789 236543127 172.16.2.1 172.16.2.18 Tee 1514 56865 > 13400 [ACK] Seq=8550221 Ack=1
9790 236503127 172.16.2.1 172.16.2.10 P 1514 58365 » 13400 [ACK] Seq=8551881 Ack=1.
9791 234.543376  172.16.2.18 172.16.2.1 e 68 [TCP Window Update] 1340 - 58865 [AC
<

HAE) T i@id WireShark T E#THIEM &R R iR AKX MR,

During this period, the WireShark tool can be used to capture and observe the original

Ethernet packets.

No. Time Source Destination Protoco Lengt Info .
1 8.860000 192.168.128.3 192.168.128.19 DoIP SOI\J’Ehicla identification reguest I Emku\gu
2 8.801165 18:208:30:408:50:60 Broadcast ARP 6@ Who has 192.168.128.37 Tell 192.168.125.19

3 8.881175 108:20:30:40:50:60 42 192.168.128.3 is at @@:e@:4c:68:00:6d
] 168.1 Vehicle announceme

7 @.0@5885 192.168.128.3 192.168.128.19 TP 54 2957 + 1348@ [ACK] Seq=1 Ack=1 Win=65392 Len=@
8 8.230468 192.168.128.3 192.168.128.19 DoIP 69[Routing activation request ] BEEE
9 8.246383 192.168.128.19 192.168.128.3 DoIP 75 Routing activation response
10 B.288206 192.168.128.3 192.168.128.19 TcP 54 2957 -+ 134808 [ACK] Seq=16 Ack=22 Win=65371 Len=0
Fomsuss wssies.s 192,108 125219 w 5% 295/ + 15400 |ALR] 5641 ACK=L WIN=b339 Len=y

8 8.238468 192.168.128.3 192.168.128.19 DoIP 69 Routing activation request

9 8.246383 192.168.128.19 192.168.128.3 DoIP 75 Routing activation response

10 §.283206 192.168.1 192.168.128.19 TP 54 2957 > 13400 [ACK] Seg=16 Ack=22 Win=65371 Len=@

11 13.881608 192.168.128.3 239.255.255.250 SSDP 287 M-SEARCH * HTTP/1.1

12 14.882188 192.168.128.3 239.255.255.258 SSDP 287 M-SEARCH * HTTP/1.1

13 15.882861 192.168.128.3 239.255.255.250 S5DP 207 M-SEARCH HTTP/1.1 ié\mhix-‘ 003

14 16.883281 192.168.128.3 239.255.255.250 S5DP 2087 M-SEARCH * HTTP/1.1

15 120.892173 192.168.128.3 192.168.128.19 uDs o1 ic message Reguest Diagnostic Session Control Extended Diagnestic Session |

16 120.987665 10:209:38:40:50:60 Broadcast ARP 6@ Who has 192.168.128.3? Tell 192.168.128.19

17 128.987678 RealtekSemic_68:08:.. 18:20:30:48:508:60 ARP 42 192.168.128.3 is at 00:e@:4c:68:00:6d

18 126.988812 192.168.128.19 192.168.128.3 DoIP 64 Diagnostic message ACK

19 120.949698 192.168.1 192.168.128.19 TP 54 2957 > 13400 [ACK] Seg=3@ Ack=36 Win=85357 Len=@

20 120.958867 192.168.128.19 192.168.128.3 uos 72|Diagnostic message Reply Diagnostic Session Control Extended Diagnostic Session P2-default: sems P2-enhanced: 5808ms
= 21 128.991591 192.168.128.3 192.168.128.19 TCP 54 7957 > 13400 [ACK] Seq=38 Ack=5& Ten=0

22 125.516214 RealtekSemic_68:08:.. 10:20:30:40:58:60 ARP 42 Who has 192.168.128.19? Tell 192.168.128.3

i
:
B
¥
4
H

10:20:30:46:50:60  RealtekSemic_65:00

60 192.168.128.19 is at 10:20:

~ Transmission Control Protocol, Src Port: 2957, Dst Port: 13480, Seq: 16, Ack: 22, Len: 14 ~|[ 2206 10 20 38 46 56 60 @B c@ 4c 68 60 6d 68 B 45 @8 - 6@ - Lh-m E-
Source Port: 2057 0910 B9 36 & 6e 40 @0 89 6 00 00 cO a8 B 83 c@ a8 -6-n@ s
Destination Port: 13480 9020 80 13 @b 8d 34 58 @5 9d_do db 00 @0 2c ed 50 18 - -4X. - -
[Stream index: 8] el i sh & fd

. seso [

[Stream Packet Number: 7]

> [conversation completenes
10 Cammane 1ans 101

Incomplete, DATA (15)]
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To Be the Global Leading Automotive Basic Software Company [
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