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1 #Eif OVERVIEW

FER % FC7300 RFIEEF L1 Arm® Cortex-M7 HE M REEM R BRI S IESE (HPU) |
IR 1SO 26262 ASIL-D X MIRER & FREKR, ALMX—™EFHLL BFR, FC7300 :S5A A
HERT ZWRBLENE, HPEM (ERFAESR) FERM (ERREESE) HEEE
*EENAE.

The Flagship FC7300 series is a high performance automotive grade hyper-converged
processor (HPU) based on the multi-core Arm® Cortex-M7, which meets the requirements of
ISO 26262 ASIL-D, the highest level of functional safety. To achieve this stringent safety goal, the
FC7300 chips integrate several key safety mechanisms inside the chip, of which EIM (Error
Injection Module) and ERM (Error Reporting Module) play a crucial role.

® EIM: TEPUBIARI ECC bz, #HF7 L8, BN ECC TR B,
EIM: The main purpose is to perform power-up and periodic self-test of ECC function
by simulating ECC fault injection.

® ERM: FEATMIR ECC #f&E, FrhbA hMrd iTifRAIE, B ESBRGINER
ERM: It is mainly used to respond to ECC faults and trigger interrupts for troubleshooting

to prevent the faults from causing the system functions to fail.

XFHMRERZEZME, £ FC730031A%) ASIL-DIANIE. BWIREEENH. KE. BHEHERE
RN F ] SEB TR O LAl

Working closely together, these two modules are the core hardware foundation for the
FC7300 to achieve ASIL-D certification and ensure the reliable operation of safety-critical

applications such as automotive power, chassis, and domain control.
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2 ECC#HLHN 4 INTRODUCTION TO THE ECC MECHANISM

T REFE R RIER

1. E&IAE, BEEA MPU #fTAGFEEEHR TR

2. NEHIR, —RBid ECC ki Ti2 M, ECC B9MLHI ] RS E 43K .
There are two failure modes for memory

1. lllegal access, which is usually protected by memory management using MPUs.

2. Memory corruption, which is usually diagnosed by ECC, the mechanism of which can be

implemented by software or hardware.

ECC BEAMTHREFERREN—MERIG, TEEINTERFHEEPHFRHNEIER
AT MR E BB

ECC is a common mechanism used by chips to secure information, mainly to avoid situations

where data stored in storage devices is tampered with due to hardware interference.

2.1 ECC E A #f2 ECC Basic Concepts

ECC £ 7K Error Checking and Correcting, BT —f$SRIeEMUEE L. ERFHEEF,
B/ONEIRREAFEN “tbiF (bit) ", LMEIRE A, e RRERNRNELA, EE
Bid 1" F1 0" RoREUES . REFESH. TEFNELERTIN. BERRESSBENES
CPU TEMTHUIBRZ B MRHMER L LLAFEIEE (10" & “17 1" TH *07), HEMECCEEA M
o PUME] A EBLLAFEER 1 6 2 LhFHRIR «

ECC full name Error Checking and Correcting, belongs to an error checking and correcting
algorithm. In digital circuits, the smallest unit of data is called “bit (bit)", also called data ‘bit’, “bit”
is also the smallest unit of memory, which is signaled by the “1” and “0” indicate the data high
and low level signals. Wireless electromagnetic interference and circuit noise in the space can
cause bit flipping (“0” to “1”, ‘1" to “0") when the memory interacts with the CPU. "Typical ECC

algorithms can correct single-bit errors and check for 2-bit errors.

2.2 ECC E#EHIHIBY Composition of ECC Data

ECC FEH bit NEEHEIEENLLFERE, 8 MAEIEFE 5 Iy ECC M7,
BRI IN—E, ECC RIEMN—AIRAI. Blan, 32 SrEER ECC RGN EENL 7 L.

The number of bit bits required for ECC is determined by the number of bits in the data
segment. 8-bit data requires 5 ECC bits for checksum, and for every doubling of the data bits,
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ECC increases by only one checksum bit. For example, the number of ECC parity bits for 32-bit

data is 7 bits.

2.3 ECC 3k BB {R#kfE o) 88 Latent Failure Problems from ECC

BREEZ ECCHFmMIEMN—NE LR, ARETCAREANTESHET—EERSER
TENENEEEGRAI IR, YEG T EAMBAB ST ROBEN, SEEZRENEBERNA
=

Latent faults are a common problem faced by ECC mechanisms, where corruption of read
data may not be detected for a number of reasons when checking for redundant parity bits.
When the hardware is unable to solve the problem brought about by itself, software is required

to assist in covering the corresponding faults.

L FC7300 &k A, 1ZSRRMET EM MR, BITRMT B 2L 3R LS AT
B8, EEfFMHER EDC/ECC That Z [B)M BRI RN TiZIR R BIRENBIESRIAZEN
ECC #EM TR, BT IUE FBREFEN ECC #fE, AFHE ECC BIENMFININEESR
IEE, MR REAREEER

Taking the FC7300 chip as an example, the chip provides the EIM peripheral, which is
specialized in providing the function of flipping the data bits through the bus, it inserts the error
injection channel of the module in the read path between the memory and the EDC/ECC function
to achieve the means of injecting ECC faults. The software can actively inject ECC faults at power-
up and then check that the ECC monitoring mechanism is functioning correctly, thus reducing

the latent fault rate.
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3 EIM 5 ERM #&EA9N B APPLICATION OF EIM AND ERM MODULES

3.1 #4160 Startup Detection

X ECC ISRINEEMMIEBE E LB H TN, R EM EEXFEXSE (filzn
SRAM. FLASH. TCM %) #{7ECCHEFN, AEFINEEEEHUNL ECCHE, REFH
MEHEEEREW ERM RN (MRS iE, HWEIEEB/WICERE) .

Verification for the ECC monitoring function is usually performed during the power-up
process, using the EIM module to inject ECC faults into specific areas (e.g., SRAM, FLASH, TCM,
etc.), then actively reading the fault address to trigger an ECC fault, and finally observing whether
or not the fault can be responded to by the ERM module (e.g., whether or not an interrupt is

triggered, whether or not the fault address is logged, etc.).

3.2 AH#A 5 $E Runtime Moniting

Y rHEERBEZE, BEIAN ERM B ECC BEMEERTNERIEITHN, BEEFE
FRM X A9 MEIEThEE, HABTEEN AT ECC MEEAE (FlinEmEE0ME. %
DTCIER, SIREMFNE) .

After the power-on self-test has passed, the ECC monitoring function of the ERM is usually
considered to be operational, and the corresponding monitoring function of the ERM will then
be turned on, and interrupt response will be turned on for ECC troubleshooting (e.g., active

attempts to clear faults, record DTC information, trigger reset, and other actions).

3.3 TE &M Shutdown Detection

THANMNSES FELMEKM, BEEIRNE BTTHERNTER ECU SHAK
RSV E IR E, #wNEREITARIT RAM X#TRT. FUTHEENTERTINTEEE
i FLASH FEAFEBRNERRE, A X LHNERERER, HHRIAREXENHE

BIREFTE

The process of power-down detection is similar to power-up detection, but it should be
noted that since the ECU will go into hibernation or directly power down after the power-down
detection is completed, the detection results will not be saved through the RAM area. Therefore,
the additional step after the power-down test is to retain the test results in the form of FLASH
storage, read the result information at the next power-up, and confirm whether the fault area

still exists.

3.4 ;¥ &M Precautions
EEREEASEERXENEANECCHE, XNSSEUXHXENERE~EFE . ¥y
W
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During the self-test process, an ECC fault is injected into the target area, which causes

anomalies in the data in this area. The impact scenarios are as follows:

® ELHEMEURL THEFANBRXE, NEZOMBELRE, Z1S5BTERY
XNMNEZHEMMARE. BTZ 1 3BMELMEEEERTER, FEiiZ1SIAAEES
FTEAET ECCHE, MMk,

If the data shared by multiple cores is in the fault injection target area, core 1 will trigger an
exception due to reading this shared data while core 0 is doing self-test. Since core 1 is not
doing self-test but executing the program normally, core 1 will think that there is an ECC fault

on the current chip and hang.

o HEMMBERET KIAEFRE, NEIAGREET—RERNARL K
REHHAMERE, FARTHEMENE, XIS SRFEBLER, NHRFH .

If the stack data is stored in the target area of the fault injection, a function call after the fault
is injected will result in an exception triggered by reading or writing to the stack, and due to the
faulty stack data, this will also result in an exception transfer error, which will result in the program

running away.

® EhiMim BRGFMAE VT MEENBARXE, WATASREE, &MET T (fliE
Ef i, CAN i) | BHTREXREIEFRE NS SBRETMRERT, NMEFBL.

If the interrupt vector table is stored in the fault injection target area, if an interrupt (e.g.,
timing interrupt, CAN interrupt, etc.) is triggered after the fault is injected, an exception in the

vector table data will result in an abnormal final interrupt jump, and the program will fly.

FULEEA EM #HREENWIRAEE, EHIvEE, FSEZENREINTZEIH
BENTHE. SRR ZRAZMNETENILE ECC BRI AZWASEER, MREXME
7 TCM XEA9iE, FAERT TCM HEMNRF AR TR T, EH FLASH B/
& AT7TEFREZERT, NIEFEBRBENELE RAM 1T,

Therefore, when using EIM for fault injection testing, care should be taken to consider all
aspects of fault injection. For example, the variables shared by multiple cores should be
prevented from being affected by the ECC fault injection; if the stack is placed in the TCM area,
the stack switching work should be added when performing TCM related tests; when doing the
FLASH self-test, in order to avoid code data anomalies, the code should be considered to be

placed in the RAM for execution.

mAEREEN T E SRR ae Page 5



,af. ackJ HMMBE ZAEM

A0 M 3 B Easy to know Easy to do
4 FMAREAN2 INTRODUCTION TO ZC MUNIU

HMMARGEE T EET&H ARTOP 2844, ZFr&#t AUTOSAR R21-11 #RAEPTIR LAY ER
F4 L, RIBAUTOSAR AR TEHEXMECURBSE, S TMEE. BIFFIRMBAER
FCU BEBSRENIIEE. TERBTUREANTIANTE: BE. RIEMRBERESRE
REMYSEIN, TEMSEI T AUTOSAR FF&T755H ECU BEBMEBRIIFRER.,

Based on the latest ARTOP architecture and the basic platform provided by the latest
AUTOSAR R21-11 standard, the MNU Configuration Tool realizes the whole process of ECU
configuration from configuration, validation to code generation according to the ECU
configuration steps defined in the AUTOSAR development methodology. The main advantages
can be summarized in the following aspects: the realization of the whole process of configuration,
verification and code generation has completely realized the development requirements of the

ECU configuration stage in the AUTOSAR development method.

7£ ZC MuNiu SafetyLibrary 2427 EimErmTst 48R, 1ZARERI= A Eim F0 Erm SME S
WY EEBHARINEE, TEEEENE—TFER ZC MuNiu #1T EmErmTst R B A2

The EimErmTst module is implemented in the ZC MuNiu SafetyLibrary software, which
utilizes the Eim and Erm peripherals to achieve the power-on self-test function. The following

will briefly describe the process of configuring the EimErmTst module using ZC MuNiu:

4.1 EImErmTst BC E &1t Introduction to EImErmTst Configuration
411  FHIWKE S ADDING TEST SET

BIL7E TestCore SR 0] I A$EER CPU ZARINMNIRES .

Test collections can be added for specific CPU cores through the TestCore interface.

0 *Basic Editor 22

Models
kb adeTst
kb BistTst

v B EimErmTst = .
v 1 EimErmTst Indexm

W TestC 0.3 i
&F TestCore [0..3] M=o ] TestCore_00
v B TestCore 00

£&F Channel [0..78]
£F ECCTestSets [0..5]
'f" FcSmuDirv

B EimErmTst # M9 TestCores [0]
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4.1.2  E2E EIM MiXiEE CONFIGURING THE EIM TEST CHANNEL
AEX NV EY Channel EEE DTE o] URIIZ AN EIM IR BIE .
Multiple EIM test channels can be added under the corresponding Channel configuration

page.

[ *Basic Editor 2

Models
b AdeTst

I BistTst
v b5 EimErmTst

B EirnErmTst P4 TestCores [1] P49 TestCore 00 MM Channels [0]

a7
v 1 EimErmTst 3| | Index Name EimChannel
v & TestCore [0..3] Eo 5] Channel_00 ElEIM_M.hMD_SD v
v 8 TestCore 00 A i) [ il S -
&5 Channel [0..78] E|M"MAMU;S1
(3 ECCTestSets [0.5] EIM_MAMO_S2
W+ FeSmuD EIM_MAMO_S3
cSmuDrv EIM_MAMA_S0
i FreqmDrv EIM_MAM1_S§1
1 IntmDry EIM_MAMA1_S2
U5 InttidgD EIM_MAMA1_S3
ntWdgDrv EIM_MAM2_S0
s |smDrv EIM_MAM2_S1
s MamDrv | [EmM_maAm2_s2
i+ MonDrv EIM_CPUO_AHBP
i RegCmpTst EIM_CPU1_AHBM
W scsT EIM_CPU1_AHBP
o TruT EIM_CPU2_AHBM
muTst EIM_CPU2_AHBP
I Tstv EIM_ENET
EIM_HSM
EIM_DMAD v

4.1.3 KM H148MITHEEEE E CONFIGURATION OF ADDITIONAL SECURITY
MECHANISM DETECTION FUNCTIONS

MMARGNRELZ S EESENTT EBY, HNEFREMNINLENEBR, MATUE
S HE VER M ThEE, HIRMMENMNBECET ., 7 ECCTestSets T1HE HiE ?*%mﬁm&mﬁ

ZC MuNiu SafetyLibrary software is highly scalable. In response to the needs of customers
for additional safety mechanisms, ZC can create targeted testing functions and provide the
corresponding configuration items. In the ECCTestSets page, select the tests that need to be

performed.
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[ *Basic Editor 52

Model . -

oass b EimErmTst b4 ECCTestSetss [1] P 4% ECCTestSets_00

b AdcTst

b BistTst
v BB EimErmTst

- 9. EimErmTst E Name |ECCTestSet5_DO

v & TestCore [0..3] -
- TestMName EimErmTst_LockStepTest

v B TestCore_00

& Channel [0..78] S
v & ECCTestSets [0.5] EimErmTst_FlashTest
8 ECCTestSets 00 — EimErmTst_FMCTest

B FeSmuDry EimErmTst_FlexCanTest
i FreqmDrv EimErmTst_ENetTest
B IntmDrv
s IntWdgDrv
[ ¥ O T

41.4 4 pBEC B2 GENERATING CONFIGURATION CODE
ERRESH B e FERI T £ B EimErmTst 48X IBCE AL,

The EimErmTst related configuration code can be generated after all the functions are

configured.

ﬂzv@.- e D

nfiguration

= B [ *Basic Editor 2

Models
kb AdcTst
s BistTst

b EimErmTst # 4 ECCTestSetss 1] PP B

5 Please Select generation modules, [m] x

[] AdcTst - /ZCPkg/AdcTst
v @ TestCore 00 [] BistTst - /ZCPkg/BistTst
& Channel [0..78] B [ EimErmTst - /ZCPkg/EimErmTst |
v £ ECCTestSets [0..5] [] FeSmuDrv - fZCPkg/FcSmuDry
B8 ECCTestSets 00 [] FreqmDrv - /ZCPkg/FreqmDrv
kb FeSmuDrv [ IntmDrv - /ZCPkg/IntmDrv
i FreqmDrv [ IntWdgDrv - JZCPkg/IntWdgD
i IntmDrv [ IsmDrv - fZCPkg/IsmDrv
i IntwdgDrv [] MamDrv - /ZCPkg/MamDry
b IsmDrv [ MonDrv - /ZCPkg/MonDrv
b MamDrv [] RegCmpTst - /ZCPkg/RegCmpT:
b MonDrv [ SCST - fZCPkg/SCST
k% RegCmpTst [ TmuTst - /ZCPkg/TrmuTst
Basic Editor 3 ifﬂsl-:rst T freparT
s Tstm
yperties &1 ;5 :=":> ¢ v=a
y Value [ select all
|

4.2 [ Areas of application
MMARGEERETR, %4 ECU BHSHGARREXFHOAVAE. o UAXHFREN
AUTOSAR EiEHRBERNEENREZRHNEEREA L. BRFENATOTHE:

The ZC MuNiu configuration tool provides a user-friendly HMI for ECU controller software

development. It supports the configuration of standard AUTOSAR basic software code modules
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as well as the development of configuration interfaces for complex drivers. Currently, it is mainly

used in the following scenarios:

composite structure ZC Muniu Basic Software /

Application

Crypto
comi ] [ bam ] [ o | E4

Safety
Frame

SBC DRV

BCCIC
DRV

Adc DRV Base DRV Can DRV Crypto DRV Dio DRV Dma DRV EthTrey
Fee DRV Fls DRV Gpt DRV Icu DRV Lin DRV Mcu DRV
Port DRV Pwm DRV Spi DRV Iwdg DRV Wwdg DRV Flash DRV EthSwitch

Microcontroller{MCU)

s T

> FMARGERER AT SR AUTOSAR 1SR ECE
> HMARGESRA T E R EMNRRECE
€ SAFETY FRAME
€ CRYPTO LIBRARY
¢ BCCIC
¢ SBC
> BSR4V EE R MCUMCAL NEEET R
ZC MuNiu Basic Software Platform Standard AUTOSAR Module Configuration
» ZC MuNiu Basic Software Platform Complex Driver Module Configuration
€ SAFETY FRAME
€ CRYPTO LIBRARY
¢ BCCIC
¢ SBC

» Collaboration with chip companies to provide configuration tools for MCU MCALs

A\
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