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SECUREBOOT INTRODUCTION

HIMF M BootLoader
ZC.QinglLong BootlLoader

1 IHEEMEIR FUNCTIONAL OVERVIEW

HIME H BootLoader EHHMER B & BITEFFRIFTE 4(BootLoader), EAFMME L
BootLoader A942%28, TTIM®ITE CAN. LIN. SPI. UART E@EARIIN AR FNEHRIE.
HET, MBI BootLoader B3 NXP. Infineon. Renesas. STZEZ A, HFAXHEER
BE] BFRIFAE, TREEHFERS.

ZC.QinglLong BootLoader is a self-developed program refreshing software (BootLoader) by
ZC. Controllers using ZC.QingLong BootlLoader can achieve the update function of the
application program through communication methods such as CAN, LIN, SPI, and UART.
ZC.QingLong BootlLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of many car manufacturers,

offering customized development services.

MBI SecureBoot F3FETF Renesas RH850U2A & SLIR SecureBoot THRE., F&HIgsT]
i3 SecureBoot Tt BEIFTERHEM BootLoader #{4F0 Application B4 RIBEIEE S
WEN, RIERERMHFETHREM.

The ZC.QingLong SecureBoot supports the implementation of SecureBoot functionality
based on the Renesas RH850U2A platform. The controller can utilize the SecureBoot feature
during the boot phase to verify whether the code data of the BootlLoader software and
Application software has been tampered with, ensuring the security of automotive software

operations.
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N FB4RiE; APPLICATION FIELD

M EF 1 SecureBoot Z 41T 7 FI T FH RH850U2A R 51t i fyiz 4|88 v TR R IZETNRE .

XFRERIR e

The SecureBoot software from ZhiCong Qinglong can be applied to controller application

programming functions utilizing the RH850U2A series chip. The supported controllers include:

>

>

% B &R %t Body Systems Vehicle

EHindes. AR, (1R H 8. MX% Domain controllers, zone controllers,
gateways, etc.

&1 71 & 5t Power Systems

B jth B I8 2 45 2 Battery management systems, etc

JEF & S8 Chassis Systems

BRI NERERGE. SRR, BRIRERSLF Electric power steering systems,

anti-lock braking systems, electronic stability systems, etc
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3 ECEINE CONFIGURATION ENVIRONMENT

(785

Configuration Environment

Hardware (Chip) RH850U2A8/ RH850U2A16/ RH850U2B8

GreenHills For RH850 (comp 202015 / multi

Compilers Supported 716 2020)

Debugger Isystem (IC5000 / IC5700)

Greenhills 45 1¥8%

Greenhills Compiler

[

-bsp generic

{optgroup=GhsCompilerOptions} -cpu=rh850g4mh
{optgroup=GCoresOptions} -cpu=rh850g4mh
#:sourceDir=.

-large_sda

-Olink

-Onone

-object_dir=objs/AppDemo

o s -ghsmc_core_count=1
YmiEE I
Compile Options

ghsmc_file=./DemoPrj/Debug/MultiCoreConfiguration.ghsmc
-ignore_debug_references

-dwarf2

-no_init_ram_at_startup

-G

-e=_RESETVECT

{optgroup=GhsCommonOptions} -o ./output/Bootloader.elf
{optgroup=GhsCompilerOptions} -
srec=./output/Bootloader.s19

-L.\libs

SRER -llibCdd.a

Link Options
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4 FxREE= DEVELOPMENT BACKGROUND

B, RELMNBTHIRWERERSR, FHEERENEINL. Tl MEKL, &
Z, WEMMRAERELSEREX, RAEFNAREXRES, B, ERENED
AT, SRMAMKR. £70KR. ERHIER, S TNRBFELHRGNERIIE.
b, &P F R KRBT,

Currently, the electronic and electrical architecture of vehicles is becoming increasingly
complex. Along with the trends of electrification, intelligence, connectivity, and sharing in the
automotive industry, the proportion of software development in vehicles is growing larger. The
frequency of software updates is also increasing. Moreover, throughout the entire lifecycle of a
vehicle, including the research and development phase, production phase, and after-sales phase,
the capability to update software is required at each stage. Therefore, the demand from

customers for software program updates is becoming more urgent.

HE, BMEEBENGEN, EEREWREZEN, SREAGENEGE, B, XEH
FHHIERIPLAEEE, MMEH SecureBoot £ F Renesas RH850U2A £ &, LI
BootLoader 9 Security TI8E, #itSLIN SecureBoot, 12#I8ST MIRH BootLoader F2FF1R
BEFretHEN, BT FOTAERER, TMURIERFRIFNZE M.,

Furthermore, with the implementation of the Internet of Vehicles, information security is
gaining more attention. As chips serve as carriers of information, the protection of data within
the chips is particularly important. ZC.QingLong SecureBoot, based on the Renesas RH850U2A
platform, implements the security features of the BootLoader. By implementing SecureBoot, the
controller can detect whether the BootLoader program and application program have been

tampered with, especially during the FOTA process, ensuring the security of the program update.
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TheEHEA FUNCTIONAL DESCRIPTION

5.1 = % = Product Features
> BERATZETIIRELR WEFREFIE

Suitable for the program update specifications of up to a dozen car manufacturers
> RN AREFMEURNERIEE
Supports update functions for applications and data
» X ¥%F BootLoader B E #INEE
Supports self-update functionality for BootLoader
> ETFFHISHSE
Supports HIS specifications
> 4% CAN/LIN/SPI/UART Ei&15
Supports communication via CAN/LIN/SPI/UART, etc.
> BEINMNZEEFENLR RHETENEFENBRTER
Adapts to ZC.Xuanwu program update tools, offering a complete solution for program
updates
> XIEXFRANZE SHA256 F1 AES128 &%
Supports symmetric encryption algorithms SHA256 and AES128
> ZHAEMFRAINE ECC #0 RSA K
Supports asymmetric encryption algorithms ECC and RSA
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5.2 & {4224y Software Architecture

composite structure FOTA Software /

Crypto
[z Library
Manager

Bootlaoder

FOTA
Updater Handler

SecureBoot

SecureUpdaté

Base DRV Can DRV Crypto DRV Fee DRV Fls DRV
Gpt DRV Mcu DRV Port DRV Flash DRV

Microcontroller(MCU)

Chip Software | 3rd Party Software |

ZC Software _| Tier 1 Software |

FOTA RG24
FOTA system architecture

FIMNEF W FOTA REZEM T CAN BIEH= THI FOTA ThRE, 1@1d Dem #EERSCI UDS R
XBRAIZHRIE, IBIHER Crypto Library SEILE OEM MSEHEELEER., UTHE
R TNREHEIA :

The Qinglong FOTA system architecture supports the FOTA function in communication
scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS messages and
diagnostic programming through the Dcm module, and meets the information security
requirements of various OEM specifications by adapting to the Crypto Library. The following are

the functional descriptions of each module:

» Bootloader
BootManager 1312 fit FOTA BN EIEINEE, ZFHEEHKEE - SecureBoot ThEE, BILEE
FFR S 774 Bootloader F1 Application (9HAE MAC &, JBEBER SecureBoot BiTitE
Eb%: Bootloader 1 Application B9 MAC fTH B MRE, RIEKGLZEE K.
The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC

values of the Bootloader and Application through programming and flashing. During the
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startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security
requirements.

» Can Com
Can #&3#F CAN. CANFD B{5Ih8E,
The Can module supports CAN and CANFD communication functions.

» Dcm
Dem RRE T BERRLFFLIISHITIRE, HE 1SO 14229 UK 1SO 15765 FREE X o
The Dcm module realizes the diagnostic function based on the support of the
communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.

» Crypto. ICUM
SecureBoot XFFEIMAFINBEINRE, IHFEXNRIMBE ZMNEBEE ZE SRR ER
58, BEIEBINEVRERELEIZMITNE, BE ICUM RSEEREENRE MM
R ® Z
The Ethernet OTA supports the adaptation of the MuNiu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve
the secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the ICUM to improve the stability and

verification speed of the Cybersecurity function.
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5.3 W FE4E1 Memory Structure

class Starter Class Diagram for Renesas RH850 /

ICUM

ICUM=Crypto

PE

PEZPFLASH

PE::PFLASH:BootManager

PE:PFLASH:=Bootloader

PE:PFLASH:Application

PE:RAM:FlashDriver

PE #ZBIRFFD A PFLASH #1 RAM, PFLASH X434 Application&Data. BootManager #
BootLoader X, RAM X434 FLASH Driver #1 Data,

ICUM R fF£&B AT Crypto INE TNRERRLR .

RaeRgsn S ERMEan Page 8



éf 2ck] HMMBEE HEEM

X0 A T8 B Easy to know Easy to do

The memory of the PE core is divided into PFLASH and RAM. PFLASH is further divided into
Application & Data, BootManager and BootLoader areas, while RAM is divided into FLASH Driver

and Data areas.

All memory of the ICUM core is used for the Crypto encryption function module.
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5.4 2 RS 5% £ B35 Secure Flashing and Secure Boot
FMBE X SecureBoot XL ERESLEBENYIEE.

ZC.QinglLong SecureBoot supports the functions of secure flashing and secure booting
> R%RIE Secure Flashing:

FIME X SecureBoot IRIEFMEZEIE S K MEFHEESHY Root Public Key, 1BIZIAR ICUM #ZHY
EXSTFRINZE L ECC T RSA # 0, SEUE#HITELMRE ., BRI IINEIL SFRINZE L
SHA256 B AES128 JTEIET B M H#HITRE, RILILZERISREE.

ZC.QinglLong SecureBoot performs data authenticity verification by invoking the asymmetric
encryption algorithms ECC or RSA interfaces within the ICUM core, based on the Root Public Key
stored in non-volatile memory. If the verification is successful, it then checks the integrity of the
data through symmetric encryption algorithms like SHA256 or AES128, ensuring the secure

flashing process.

act SecureBoot Programming Sequence/

31 01 FF 01 CheckSum Check
Routine

Root Public Key

Asymmetric cryptography
ECC or RSA
Calculate
CheckSum

HSM

Symmetric- key algorithm
SHA256 or AES128

Is Application
verification passed

Calibration value Verify
only

Store Application
Expected CheckSum

31 01 FFOL MRC
Dependence Chack
Routine

> %4 B35 Secure Boot:
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SR EBEaEBkEE N Application FUIEEF, FMEF L SecureBoot XFLE BalLNkE,
BT IFRANE B & SHA256 3 AES128 XF Boot # Application N AR T2 WIE, RIEE
Fe® Bl

During the process from power-on to jumping into the Application, ZC.QinglLong
SecureBoot supports the secure boot function. It verifies the security of the Boot and Application
programs through symmetric encryption algorithms like SHA256 or AES128, ensuring the

program starts securely.

act SecureBoot Startup Sequence /

Startup

BootManager

15 Application Available

Is Bootloader
Available

5 Calculate Application H Calculate Bootloader
= CheckSum = CheckSum
2 o
= ]
a [=]
<L -]
E4 4
] Compare with Expected i Compare with Expected
S CheckSum S CheckSum

Iz Application Is Bootloader

verification passed verification passad
M ’
M
Y
i
Jump to Jump to Stay In
Application Bootloader BootManager
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6 1TFECRY PROCESS DOCUMENTATION

ﬁkl]lbﬁ

Development

Process

Xt

Document Description

R S

Requirement

kSN e =

Customer Requirement Document

Collection
BRDA
Requirement Analysis
BER R BRI S
Software Requirement Analysis Specification
Requirement BT KERR
Analysis Software Requirement Traceability Matrix
el PR
Customer Issue Communication Form
S AR ﬁ#%%ﬁ%ﬁ
Software Software Architecture Manual

Architecture Design

R RMIVIEERR

Software Architecture Traceability Table
BootLoader ¥4 111 BB
BootLoaderBootLoader Detailed Design Manual

i’ﬂl_#ﬁ?lﬂl&vl‘*ﬂiymﬁ BE TR

Software Detailed

Design and Unit

Configuration Tool Design
HUEMRITE R
Software Detailed Design Traceability Table

Design S
BootLoader L&
BootLoader Detailed Design Review
QAC Ttk &
e QACAnNalysis Report
AT e ———
essy M
Software Unit Saailh
. Tessy Test Report
Testing T
AR TR R
Software Unit Verification Strategy
AR I
e B R A Integration Strategy
X ) .
’ £ 5T it

Integration Manual

Baenssn R EREMEGas
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FRRE D& =t :po
Development Document Description
Process
Software Integration = SN KBS
and Integration Integration Test Strategy
Testing S RONH IR &
Integration Test Report
TR ITIRE

Resource Analysis Report
BootLoader Z 4N R &

BRI BootLoader BootLoader Software Test Report
Software System BootLoader # MR 3k & P &

Testing BootlLoader BootLoader Software Test Report Review
VLl BRI

Release Release Documentation
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7 E CERTIFICATE

2]

SRR R R R R RPRR IR R R R R R R R PR R R IR R R R R R R R R R R R R 2
=

jfelfel

R RREREIEER

d

EEREEEETRET

VST HUER P 35 1 BUXE G0 Ok 5

- [

RIERRRNE

EEREREERREE
e

ERS: RFRFNI4035707%

(2

% # £ % AW RBootLoader ¥
wm VS pAl

FMFE B A EEIANBERRAR

&2

[
el

N

[Rfefs e e

e
e

3L

JERREE

| BAmRATR WARA o
| O m A B E SEEA :
B i@ B: 2024SR1631834 g

ERERREE
&2

5 B GHEKART &I B GHIKAFERERIE & |

G

el

e, EfERRAFPLEE, ML ERRTERE.

OF o #80a 0

% g

T

ey

R

Jeee

EEEPEREEEEE
HEIEON

alrd)

el

=

o)

J[2[

IRRRENT

2]

e

51 3
= V)
B =
5 N~ 5
21 ¥ ’:,‘
[J‘_.‘ i
ZiRIRIIRIRIRIRIRIRIRIGIRIRIRIRIRIRIRIRIRIRIRIRIRIRIRIIRIRIRIRIRIRIRIRIRI R pInl pinipiRipIpIRIRI IR ()]

FRBRHZENELIED
QINGLONG SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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