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ZC.MuNiu Basic Software Platform CryptolLibrary

1 RH850 ICUM N EREE L4 N A INTRODUCTION OF CYT4BB AND
CYBERSECURITY APPLICATIONS

RH850/U2X %% 32 frREMITHI=E (MCU) TASMRESEHETREMEEFRFR
GZRit. ZRISR RAZZEN, %ﬁk%ﬁﬁ\zwmt 400 MHz 89 RH850 W% (1A E
WIBETT) UR—DMBT LR ICPM £, HZ2e T RERNEFENEEINEINEE
B, % #F AES. CHACHA. CMAC. CRC. DES/TDES. SHA1/SHA2/SHA3 . HMAC .
TRNG/PRNG. RSA FZMEZILE L, TTeNLMNLe B, ZEhE. X2BESREIZH
LEXERE, HE ASIL-D FRMERERELELELEXR, EBATHLRNMSTEM™ETHR
EN AR,

CYT4BB TRAVEO™ T2G 32-bit automotive MCU is targeted at automotive systems such as
high-end body control units.The CYT4BB features two Arm® Cortex®-M7 CPUs (for main
processing) and one Arm Cortex-MO+ CPU (for peripheral and security processing). Among
them, the CMO core integrates a variety of hardware algorithm functions, including: AES,
CHACHA, CMAC, CRC, DES/TDES, SHA1/SHA2/SHA3, HMAC, TRNG/PRNG, RSA, and many other
algorithms, based on which it can be implemented to extend a variety of information security

applications, such as: SecureBoot, SecurUpdate, SecureDiagnostics other functions.

FAMAKRG EELREEERFNRGELIREM L, ST SMRGELIRY BRA, :
SM2/3/4 . ED25519 . RSASSA-PKCS-v1_5(3072 . 4096bits Key) . RSASSA-PSS-(3072 .
4096bits Key). KeyGen(SM2). KeyGen(ED25519)F & X I8E.
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In addition, ZC Muniu CryptolLibrary integrates a variety of software algorithms and extended

applications based on the original hardware algorithm function, such as: SM2/SM3/SM4, ECDSA
256R1, RSASSA-PKCS-v1_5(4096bits Key), RSASSA-PSS-(4096bits Key), SHE/ USERKEY Load,
GetUid, KDF, DebugHandling, etc., to achieve secure storage.

class Security Module )

Communication Interface

Debug Interface
SecureUpdate
Communication Interface

More ECU.

FIGURE 1 CRYPTOLIBRARY ARCHITECTURE

RN EEMEREZ (MEKSHRESAHHE) RUEE
Scheme Hardware-Accelerated Algorithm (chip- Software Algorithm
Comparison specific)
SRl ® TRNG ® /
Random ® PRNG
Number
MNIREE ® AES128 ECB/CBC/CTR/OCF/CFB ® SM4
® AES256 ECB/CBC/CTR/OCF/CFB
& H E KRN ® SM3
Hash ® SHA2 224/256/384/512
Algorithm ® SHAS
-l-WNTZ B ® AES128-CMAC ® AES256-CMAC
® SHA2-256-HMAC
oA IS8 @ ECDSA SECP256r1 ® RSASSA-3072/4096withPSS/PKCS1V15
Digital ® RSASSA-2048withPSS/PKCS1V15 ® [ECDSA
Signature SECP256r1/SECP384r1/SECP521r1
Algorithm ® [ED25519
® SM2
A RO @ £CC SECP256r1 ® [ED25519
Key
Generation
Gk Rl ® ECDH ® X25519
Key
Exchange
iE B X ® X509
Certificate
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TABLE1-Z0ME F RH850 U2X ICUM %% & L Thee St
TABLE 1 — ZC RH850 U2X ICUM-CORE CRYPTOGRAPHIC FUNCTION IMPLEMENTATION
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2 %4 BT SECURE BOOT

L& Ba (SecureBoot) ;& MCU MIEATNEE, BEMEHINBIEEREKTI, 1ZVLH 2 50H
NTRARRETT, FREBNR, EARNR2EEAENEM, R8s FERTHE
MCU Baizfa, APEFNITZH, NHAEXH Flash FX#EFAOEIETEHMAES S
HITRIE, BMERTEEN. MREIEXRK, 5HIE MCU & FATEIRE, BOEEEE
MEFAREIETT.

Secure Boot is a fundamental function of the MCU, implemented through hardware
encryption modules. This mechanism must operate independently of user programs and cannot
be compromised. As the foundation of the entire secure boot trust chain, Secure Boot is mainly
used to verify the integrity and authenticity of key programs defined by users in Flash memory
after the MCU starts and before user programs execute, to determine if they have been tampered
with. If the verification fails, it indicates that the MCU is in an untrusted state, and some functions

or even the entire program cannot run.

No. 1 No. 2 No.3 No. 4 No. 5
(1st Secure boot) (2nd Secure boot) (on—demand) (back-ground) (AES—CMAC)
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FIGURE 2 SECURE BOOT

SecureBoot B & 5 MNFIRE: 1st Secure boot, 2nd Secure boot, on-demand, back-ground,
AES-CMAC, HEH 1st Secure boot 1 2nd Secure boot 4 ICUM Baifg Ba1#1TH SecureBoot
INRE, on-demand. back-ground #1 AES-CMAC AFHZE Host FahiAHB MR INEE,

SecureBoot consists of five functions: 1st Secure boot, 2nd Secure boot, on-demand,
background, and AES-CMAC. Among them, 1st Secure boot and 2nd Secure boot are
SecureBoot functions that are automatically executed after the ICUM is started, while on-demand,
background, and AES-CMAC are verification functions that need to be manually invoked by the

Host.
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A AT 4@ id SERVICE_05_MEMCLSTR_VERIFY #1SERVICE_05_MEMCLSTR_VERIFY_AUTO ]

BEF 1T on-demand. back-ground F1 AES-CMAC B9 TNEE, H A on-demand AFE1EX
REXFAZR, BEBEXEDEENTHFABHERRESER. back-ground A58 BEAMRE
FrEX X, FBEdExEORBERREER.

The user can perform on-demand, back-ground, and AES-CMAC checksum functions with
the SERVICE_05_MEMCLSTR_VERIFY and SERVICE_05_MEMCLSTR_VERIFY_AUTO functions. On-
demand refers to manually defined validation areas where content is directly processed via
relevant interfaces to obtain corresponding validation results. Background denotes areas defined

for periodic background validation, with results retrieved through relevant interfaces.

act SecureBoot /

Frist Secure [ Second Secure [ Third Secure

¢l BootLoader BootLoader BootLoader
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N Frist Secure | Second Secure R Third Secure

BootLoader BootLoader BootLoader

FIGURE 3 SECURE BOOT ROUTINE

SecureBoot B B#RTE®IT ICUM IR, ECU EHEE1E PE AW REE, LT
ICUM TH&E, ICUM #&30 1st Secure boot #1 2nd Secure boot IHEEE B FF 2.

The SecureBoot startup self - check process is implemented through ICUP and ICUM. After
the ECU is powered on and starts up, PE1 will not be awakened, and the ICUM function will be
executed first. The ICUM checks whether the 1st Secure boot and 2nd Secure boot functions are

enabled.

# 1st Secure boot HEEFZ, M| ICUM IZRBIEMREE X, REHEIECESFEENIT
SecureBoot KRS THAE . EARIEIT N ICUM MEE PE1, &N ECU &7 ICUM th,

If the 1st Secure boot function is enabled, the ICUM will execute the SecureBoot verification
function according to the preset configuration such as the verification algorithm and the
verification data range. If the verification passes, the ICUM will wake up PE1; otherwise, the ECU

will remain in the ICUM state.
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# 2nd Secure boot THREFF /&, N ICUM M2EE PE1, FHREBFULMRISEL. KRB EIEEHE
FECEHIIT SecureBoot RIGTNEE, ERWRITA ICUM EAHNFTRIAZINEE, BN ICUM KL
REEFFE ECU B4, FH7EBsnAt#%HR 1st Secure boot If] ﬁbﬁﬂ%ﬂ%ﬂﬁLﬁ’l‘?&%O

If the 2nd Secure boot function is enabled, the ICUM will wake up PE1 first, and then execute
the SecureBoot verification function according to the preset configuration such as the verification
algorithm and the verification data range. If the verification passes, the ICUM will continue to
execute the remaining functions; otherwise, the ICUM will record the fault, reset the ECU, and

verify the data according to the 1st Secure boot function configuration during startup.
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3 Z412Wr SECURE DIAGNOSTICS

12 (Secure Diagnostic) ZfR1F ECU AMBIBLEMEEFER, FTEATHEFSN
*i?ETie*k/ FREFRSHUARMRSH T E AN ENZCHRSFEZHTENRIE. 7F
MR L ES THERSSNEIET RSB EMBIAE FIREHEMEWRIBY, HTEEE
FROHNSLRESFNE. 7—7TH, SMRSHELELEN, JsEirEELZEMH. B
WHRAXERSNITH, EXLUAVIERESN, EEES0FIAZE, FRTFHBREE
FIZHIBRSS .

D

Secure Diagnostic is an important means of protecting the internal data security of ECUs
(Electronic Control Units). It is primarily used for diagnostic services that require identity
verification when programs or data are downloaded/upload to a server and when specific
memory locations are read from the server. Unusual program uploads or downloads to the server
could potentially damage electronic devices or other vehicle components, or may violate vehicle
emission or safety standards. On the other hand, when retrieving data from the server, data
security could be compromised. Therefore, it is necessary to require the upper computer to prove
its identity before executing these services, and only after legal identity confirmation is allowed

to access data and diagnostic services.

sd SecureBoot

" "
1 |
T

securty

FIGURE 4 SECURE DIAGNOSTIC

EF RH850 ICUM #R AT {# F§ TRNG\PRNG. AES128\256. AES-CMAC. HMAC %%
WHMEEENG, KWAFFHNSH, FREFAHKESHEATAD. P, X AES,
CMAC. HMAC FE&EEAPTERMN®EH, B LoadKey & O M7 FFE, 81T KeylD A
7T ICUM A TR IR, RIET S RIEE ST EM.
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Base on RH850 ICUM core we can uses various hardware encryption algorithms such as

TRNG/PRNG, AES128/256, AES-CMAC, HMAC, etc. to confirm the identity of the client and
decide whether the client is allowed to access. The keys used for AES, CMAC, HMAC and other
algorithms can be stored in advance using the LoadKey interface, and processed on the ICUM

side by means of KeyID call, which ensures the reliability of the authentication information.
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4 LR SECURE UPDATE

RH850 U2X — 7 o] R A HE ICUM W3R B 1 Y RSASSA- PSS /PKCS-v1_5 (2048bits Key).
ECDSA SECP256r1 &L, ol RAFMMAGFrER CryptolLibrary HAY Ed25519. RSASSA-
PKCS-v1_5(3072/4096bits Key). RSASSA-PSS-(3072/4096bits Key)Z, TIi#ERFANEZMEE
FREX. HE, STHEAIESHREZXFRFEHAA Publickey. PrivateKey, R4+ U{F FH
LoadKey # O B AREEKBEE KeyType, BHEHMEFHET ICUM iZIsENE, Fi@id KeylD #
TRA, RIETREARIENEL TR,

On the one hand, RH850 U2X can adopt the RSASSA-PSS/PKCS-v1_5(2048bits Key) .
ECDSA SECP256r1 algorithm that comes with its ICUM core, and on the other hand, it can also
adopt Ed25519, RSASSA-PKCS-v1_5(3072/4096bits Key), RSASSA-PSS-(3072/4096bits Key), and
so on, which can satisfy the user's needs for multiple algorithms. Key. Moreover, for the PublicKey
and PrivateKey used by the asymmetric algorithms, Inputing different types of KeyType and the
same LoadrKey interface can be used to pre-store them in the specified location of ICUM
DATAFLASH and invoke them through the KeylID, which ensures the authenticity and integrity of

the security upgrade process.

SN, RH850 U2X th X iF BEAT, it X509 iF B@mAREOHREENFE X, LI
ETIERLEHARIG .

Additionally, the RH850 U2X supports certificate resolution, enabling secure upgrade
mechanisms based on certificates by invoking interfaces through X.509 certificate resolution and

configuring algorithms.
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act SecureUpdate._signsture

Data:01001001100100100101011...

Hash function
(sHA256)

Hash Value1:1011010010...

Compare

uF 15k %

i Fecurp
3 RootiE 1
i 0110101001010100...

Data: 0110101001010100..

Root22H

RSA2048_PKCS1
(decrypt”)

Hash Value2:1011010010...

B UseriE
e [ user
258

Certificate Valid

NOK

Certificate Invalid

FIGURE 5 SECURE UPDATE WITH CERTIFICATE
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5 24 1FfiE SECURE STORAGE

RH850 ICUM tZiBidx OPBT ECEF, ERI LRI E—H T &5 B F /Y DFLASH
Xif, KM TLZEFHEIERM, ZELEME, ICUM *?Wﬁﬁﬁﬂ%%%?ﬁlﬁ*iﬂ’a@%ﬁﬁ BiE
AES. RSA. ECDSA %, SFhkAIMZRAREE ZIE KeySlot, TERAH#HITABERNEZES
&,

The RH850 ICUM core achieves secure storage by programming the OPBT configuration
word to dedicate a specific DFLASH region for key information storage. Building upon this
foundation, the ICUM core internally configures multiple key slots of different types, including
AES, RSA, and ECDSA. Each key slot type supports multiple KeySlots, enabling users to select and

adapt to diverse requirements.

RH850/U2X @it Option Byte(BLEZF) f&RUF BY Secure Code Flash 3Z Secure Data
Flash, Option byte fiIF Flash HHy45EXHE Configuration Area B, EIl, EHUIXLE option
byte (977 BFE (I RH850 U2A8/16 2Z431)

RH850/U2X modifies the chip's Secure Code Flash or Secure Data Flash via Option Bytes
(configuration bytes). Option bytes reside within a specific region of the Flash called the
Configuration Area. Therefore, methods for modifying these option bytes include (using the
RH850 U2A8/16 as an example):

BB ETRTE, £ RFP/PG-FP6 & LA R &K
Modify using host computer programs such as RFP/PG-FP6 via serial programming.
B B0 BREEN
Modified through chip self-programming
M i&1d Debug I§4EH
Modify using the Debug command
4 5 E) HA4E < A9 Option Byte 144!

Option bytes related to the lifecycle include:

Option byte Description

ICUMRAC Secure Code Flash 0/1 Start Address

ICUMRAD Secure Data Flash Start Address

ICUMRESV ICUP Reset Address

ICUMON ICU-M switch (on/off)
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ICUMUPGP1 | Upgrade Switch 1: Flash Update

Lock

ICUMUPGP2 | Upgrade Switch 2: Option Bytes
Update Lock

FIABC BT 7E ICUM_OPBTO0~4 A, {LF Flash B9 Security Configuration Area, Hi1 J4
<SSAk_base>+0x0700~0x0710, U2A16 SSAk base = 0xFF322700.

ICUMON fF ICUM_OPBTO[31:28],ZkIA 4 OxF, 1% A& OxF SNE E &R LF ICUMHB On;
ICUMRESV f7F ICUM_OPBT1[31:0], ZKiA{E 4 OXFFFFFFFF;

ICUMRAC 43 3rF ICUM_OPBT2[31:0], BRIAE A4 OxFFFFFFFF;

ICUMRAD {7 ICUM_OPBT3[31:0], ZKIA{E A OxFFFFFFFF;, & & EiR Option Byte f§, &
X NIERE XA B E s

The above configuration items are distributed across ICUM_OPBT0~4, located in the Security

Configuration Area of Flash memory at addresses
<SSAk_base>+0x0700~0x0710, where U2A16 SSAk_base = OxFF322700.

ICUMON resides at ICUM_OPBTO0[31:28], defaulting to OxF. Setting it to any value other than
OxF indicates ICUMHB On;

ICUMRESV resides at ICUM_OPBT1[31:0], defaulting to OxFFFFFFFF;
ICUMRAC is located at ICUM_OPBT2[31:0], with a default value of OxFFFFFFFF;

ICUMRAD is located at ICUM_OPBT3[31:0], with a default value of OxFFFFFFFF; After setting
the above Option Bytes, the allocation of the secure and non-secure regions is as shown in the

figure:
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composite structure lcum-Map

Single-Map

Base On
ICUMRAC

ONFF2FFFFF

User Code Flash

L

User Data Flash

composite structure lcum-Map

OXSFFFFFF

Double-Map

CUMRAC+
0x2000000
User Code Flash

=
>

OxFF2FFFFF

[N
CUMRAD

User Data Flash

77777 >

User Code Flash
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