MMAEESES
FEFH

MO ARFEREIF S




— T o ol

KBRS PREH
%I:I}A oL /I
1 5ENE
M AREEMHTEES
BHNARERFE— R HENNRSZ, N5 AEE, AMBEESER FEEALNN

BRUNER, GRREEALABREZMNMNE. FEKE 15021434 tfrEthEZ H G, REHET

PORER

SR EMERWERKE™E, HANFREREES.

MCU imfE R REENAFE T EELENTHNER I,

>
>
>

A\

] (SecureBoot) TJIXHBA LW EFBRE R

7 (SecureDiagnostic) #AR T NAIEASHWE=THE, BEEEME,
L& TR (SecureUpdate) RIEFRNERMGF oIz M, BRLEBNERAN
BRI A EFEE G ST

ZERE (SecOC) FRHR T BFBEFEHERSE, MIETEIBRPEEHHER
SEEREHR

&I (SecureDebug) Fhit = HIsEAT LR EIBHIEESFHEN

L TFf#E (SecureStorage) 5= 28 ENHE N EREIE L IE R ER IR BX

Z4&HE (Securelog) T BERMRIPEHFAER P mEERE, B UM ILEHE
HREELNEETIIGMEENZ M IR ER FNEKLHERE,

%IW

EN=
/\
£12

g



» ok
Xl A 5 5%

class Security Module

[ Communication Interface

Debugger
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SecureUpdate Sec0C
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3 Secure Boot Routine
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[Seed]
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|
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seq | Securty Send Key
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[Key]

Return safe access success [ fail
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composite structure SecOC /
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Input data
(arbitrary length)

ret key K
MAC MAC
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7 SecOC
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9 Crypto Library
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10 TC3xx HSM &E

K& Cryptolibrary % #F SHE #x4, FARAERY SHE 48LE, Cryptolibrary ZEThEE EH —LEd™
B, FEEAXHINFE 2 3,

% 2 KR4 CryptoLibrary(TC3xx) 89 TE I8
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AES 128
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CBC v v
AES 128
iHEIAERD CMAC v v
POREHLE v v
FEHN B AR 2
BB / v
BB v v
EF LMD E 10 >50
A 5 L 4 B v v
YA ATFERINEE / v
REEEIAIE / v
ECDSA / v
EXTFRINEE ED25519 / v
Curve25519/ / v
X25519
ECDH v v
]
KDF v v
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