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1 AZENZ INTRODUCTION TO THE SOLUTION

FHNAER—INILRHNNARSR, A5 EEK. lERERESEAMMNEKLAITTE
XE, FERETHELEEENME. 15021434 FENE G, REBEREETHEELEMN
BRDHEKETE, HXBFREDEL., BETE CAEEEEERRERARER) RET
2024 FTHHFIERMEES, #F—PHRAUTAEREELEIENEARNES Kietrk, 3T ERS
EAEREVEFHANEIER KEERNK.

In the early days, automobiles were relatively closed systems that did not connect with the
outside world. As vehicles evolve towards intelligence and connectivity, Cybersecurity is
becoming increasingly important. The 1021434 standard has also been introduced, and the
requirements for Cybersecurity in automotive electronics are becoming stricter, with growing
demands. With the formal launch of China's “Technical Requirements for Vehicle Cybersecurity”
standard in the second half of 2024, the technical specifications and implementation standards
in the field of vehicle Cybersecurity have been further refined, and it marks that the field of

Cybersecurity will enter an era of real strong regulation.

MCUInMIfE R R 2R AEEEFEREBRATHNERYD

Cybersecurity on the MCU side is a crucial part of the overall vehicle Cybersecurity system:

> REEFE (SecureBoot) XFAAENH Flash B2 FAIEIE T E MM AL T,
T INBE R R EEF R RS
Secure Boot verifies the integrity and authenticity of key programs in user-defined Flash,
effectively preventing attackers from maliciously tampering with software.

> L2 (SecureDiagnostic) HART N AHIEASHE=TTRN, BRESHME,
Secure Diagnostic ensures that application data cannot be accessed by third parties,

preventing information leaks.
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ZEFHR (SecureUpdate) RIEFNERMGF oI zHlsEH, HRLE BN, TEX
Bt IEE ST AR R AT

Secure Update ensures that only authorized software can be used by the controller, and
when paired with Secure Boot, it can effectively prevent the execution of unofficial programs
by the controller.

ZEIBIE (SecOC) TAMMRBELELE. BHLETEFIETBEIIERIEENSH
fEBe EH

Secure Communication (SecOC) can effectively ensure the security of communication data,

preventing data tampering during driving that could lead to dangerous accidents

L2 (SecureDebug) Bilt =88 AEBR & HIBEWIEEZ S HE S

Secure Debug prevents illegal export and modification of internal security data in the
controller.

L&1Ffi# (SecureStorage) B FIEH an s A EBEIE AR AT A IRER;

Secure Storage prevents illegal software from accessing internal data of the controller.

L2 A& (Securelog) TTUARIEREHIRENFHFEE, FEHLEHRERFTE
HIEETN, RIFEHHENERLE.

Secure Log can effectively record abnormal data generated by the controller and prevent
the controller from being tampered with or information being stolen, protecting the

controller's Cybersecurity.

class Security Module )

Debug Interface

FIGURE1 ECU SECURITY MODULE
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2 %4 B3 SECUREBOOT

MBI T IA A PRt SecureBoot STETTER, FF I X B 45 E FH R FIRE (IR E FI
Tx:
ZC can provide customers with a complete Secure Boot solution and can customize

development for specific project requirements and hardware modules:

® ETHMHMEmARE

Based on hardware encryption solutions
& HETHMMEmTE

Based on software encryption solutions
o WIAFMHEENR

Key storage management solutions
® LEFIMRINMT

Secure boot failure analysis
® FHRAFKRIATTER

Production line manufacturing mode solutions

L2 jasf) (SecureBoot) & MCU HIEATINRE, BEEMHMBRLKLIN, ZAH 2500k
YTRAPRERETT, FAEEHIA, FABINZERIEERNEN, R8T ERTH
MCU Baizfa, AFPEFRNITZE, XBAEXRK Flash AXBEFNEETEEMEL M
HITRIE, MESSHEN. WRWIEXY, 5B MCU T ARERVRE, BOMEEEE
MEFARIETT.

Secure Boot is a fundamental function of the MCU, implemented through hardware
encryption modules. This mechanism must operate independently of user programs and cannot
be compromised. As the foundation of the entire secure boot trust chain, Secure Boot is mainly
used to verify the integrity and authenticity of key programs defined by users in Flash memory
after the MCU starts and before user programs execute, to determine if they have been tampered
with. If the verification fails, it indicates that the MCU is in an untrusted state, and some functions

or even the entire program cannot run.
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FIGURE 2 SECURE BOOT

> R4 REI{EE4R Secure Boot Root of Trust

ZERBHIWBT A EMZT, BTREVMGEERNTNTREBNERHR. FEREH
BT EERRBRIIEZEZRGHEZEBNRAFXBEERPABRNE—INBINER. IE
BHRERTRIERHAGNREESTMERRE. BANIZHE OEM A4 FMERENSENG &,
HFEEEIRIPAGFET.

Secure Boot relies on chip hardware support to provide executable code and keys for the
initial trust root. The trust root key is used by the trust root code to verify the first stage of signed
software or signed key data parts of the software. This signed software is used to verify the
subsequent stages of software component code. The key should be supplied by the OEM to the
hardware manufacturer during the production phase and stored in protected memory.

> L4 BE{E{E4%E Secure Boot Chain of Trust

T2 R EEEERFEERREELN. BIEERREA root W E—MERS|SEFI#HTT
SOUE, SERK TN BT R T I A SR A AT RS I R AL S | S BRI B U

The Secure Boot trust chain is established by the trust root code. By verifying the first stage
bootloader through the root of the trust root code, if the verification is successful, the valid

software can execute and continue to verify the validity of subsequent boot stages.
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FIGURE 3 SECURE BOOT ROUTINE

> L4 BridFE Secure Boot Process

WIS R R BN o] LI B RV RIP ARG IE BRSO FE, Rt o] Bk SR A FRid i
RIEEN . MEBEEE RO ARNRMBEEZMENRNBE L, NRMBEENINEZFEZE
FRERZS, MENKREEZUFEAQATNLRANBREIENRT. 2ARARNEE, fla
BARAMEZEFTRALPRE, RZITFR.

Data content encryption can achieve data protection to prevent data leakage and also
prevent data from being tampered with during transmission. Encryption algorithms are generally
divided into symmetric encryption algorithms and asymmetric encryption algorithms. Symmetric
encryption algorithms use the same key for encryption and decryption, while asymmetric
algorithms use public and private keys to encrypt and decrypt data content. Public and private
keys exist in pairs; for example, data encrypted with a public key must be decrypted with a private

key, and vice versa.

AES B& % ANNHRIMBEL, HAFTZEERER, AEFXRME 2EKEMBRKER
HRAEFLR . FTENHRMBEEKG, HEEE RSA 1 ECC MMMEE X, XWMINE
BEAEHEFERTHPEX M Flash REEMNERZERE.

AES is the most commonly used symmetric encryption algorithm, with the advantages of fast
computation speed, low memory requirements, and flexible design of block length and key
length. For asymmetric encryption algorithms, the typical ones are RSA and ECC. These two

encryption algorithms are often chosen for signing and verification of user-defined Flash areas.
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HMMBH T Z B9 4 CryptoLibrary B ERE {4 MR IR (HSM) B A #% Bl {4(zHSM CORE),
FAXEIIN L4k CryptoStack (CSM. CRYIF. CRYPTO. KEYM) X% HSM CDD(zHSM COM.
ZHSM CRY), W#ZE BT HmE NIST T RERZEBEL, M AES. HASH. ECC #
TRNG/DRNG %, F}EBSEZRE X SM2/3/4, R BREMETEENING . WHRINBE.
ERMEZEMERE . ZERE. TEREHM SecOC %, CryptoStack #1 HSM CDD f& 7 i#
B3FF AUTOSAR 4.4.0 FURRAT Kb, Bo UEA—IMRMMEZ IS, 7EIF AUTOSAR iz
S

The ZC.MuNiu CryptolLibrary developed by ZC includes the core firmware of the hardware
encryption module (HSM) (zHSM CORE), the main core encryption protocol stack CryptoStack
(CSM, CRYIF, CRYPTO, KEYM), and HSM CDD (zHSM COM, zHSM CRY). The core firmware not
only meets NIST mainstream international cryptographic algorithms such as AES, HASH, ECC,
and TRNG/DRNG but also includes national cryptographic algorithms SM2/3/4, and can expand
various functions based on algorithms: symmetric encryption and decryption, asymmetric
signature generation and signature verification, secure boot, secure flashing, and SecOC.
CryptoStack and HSM CDD, in addition to meeting the needs of AUTOSAR 4.4.0 version support,

can also be integrated as a separate complex driver in non-AUTOSAR environments.
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3 LEIZHT Secure Diagnostic

AMMBRHETT U AR FREZ ST EAR, FUHNNESER KNS FERERFL,
KU R £ B!

ZC can provide customers with a complete Secure Diagnostic solution and can customize
development for specific project requirements and hardware modules. The secure diagnostic

features implemented include:

® FBFEMATINGE

Certificate storage and parsing functionality
® NIAFHEMRTINGE

Public and private key storage and parsing functionality
® TIAEINEIEIRE

Key update management functionality
® 3% UDSOx29 RS

Support for UDS 0x29 service
® T FFUDSOx84 R %

Support for UDS 0x84 service
® IHEMERZERE

Support for integrating Cybersecurity libraries

I:I

4i2¥r (Secure Diagnostic) Z{&37 ECU V\]%?ﬁ%?%ﬂ’\]ﬁgiﬁﬁ Egﬁﬁ$ﬂéﬁ£$_§i
éﬂETﬁk/Lﬂ? AR 5525 A R MR 5525 5 BURF E R P LB IS TR &5 TENRIE. 75
E’\J%EJ?L%EJZT%@JH&%H%E’\J%ﬂ&ﬂﬁbzﬁfﬂﬂiﬂ%%u%‘kﬁﬁziiﬁ*ﬁ# HoEH
FHOHNSREF R E. A—TH, SMRSHERREEN, JsErEEReE. B
B AXLERSNITH, BEREVAVIERESD, E8EX5MHINZE, FRATHIFEEE
TIZHIARS
Secure Diagnostic is an important means of protecting the internal data security of ECUs
(Electronic Control Units). It is primarily used for diagnostic services that require identity
verification when programs or data are downloaded/upload to a server and when specific
memory locations are read from the server. Unusual program uploads or downloads to the server
could potentially damage electronic devices or other vehicle components, or may violate vehicle
emission or safety standards. On the other hand, when retrieving data from the server, data
security could be compromised. Therefore, it is necessary to require the upper computer to prove
its identity before executing these services, and only after legal identity confirmation is allowed

to access data and diagnostic services.
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FIGURE 4 SECURE DIAGNOSTIC

LZEVHEBIEMINMEEERFAINE A imN SN, FHRERFimEeSR/AVFIAE. o
DU IS X BEAL 00 7 4 B IE XN RS B T IR B R B T UMM R EEAHEREDK
WIEE 54,

Secure diagnostics confirms the identity of the client through some authentication algorithm
and decides whether the client is allowed to access. This can be done by verifying the asymmetric
signature generated from a random number seed or by verifying the identity through a message

authentication code based on symmetric encryption algorithmes.
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FIMAH CryptoLibrary #5569 UDS 0x29 fR5, ET 1S014229-1:2020 Ak, HA3ZHFIA
TR e

ZC.MuNiu CryptolLibrary supports the UDS 0x29 service, which is based on the 1SO14229-

1:2020 standard. It supports the following two security concepts:

> ETEAIENTREGR PKIIEBRHRIIIE.

A PKI (Public Key Infrastructure) certificate exchange process that uses asymmetric

cryptography.
> BETATW PKNERIHE - NEIRE, FRATERESNEIES RSN FRERDIEXT
FRINBE L.

A challenge-response process without a PKI certificate, using an asymmetric

encryption algorithm with a software authentication token or symmetric cryptography.

Authentication
(2 91 s)
Authenticaction with PKI Authentication with
Certificate Exchange Challenge - Response (ACR)
(APCE)

Gymmetric CrypmgrapID stmmetric Cryptugrapl‘D Gymmetric CryptographD
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ZC.MuNiu Cryptolibrary supports the following UDS 0x29 sub-services:

FRR% AR
Sub-service Name

deAuthenticate
00

Eii:pu

Description

It F BRS B B RINIEIRTS
This sub-service effectively ends the
authentication state.

verifyCertificateUnidirectional
01

It F RS B £ E S AR IR R,
This sub-service initiates a unidirectional
identity authentication process.

verifyCertificateBidirectional
02

I F RS Ban M E S A TER BT 2,
This sub-service initiates a bidirectional
identity authentication process.

proofOfOwnership
03

I F RS AT BB PGSR Z R E12
BT

This sub-service is used to transmit proof
of ownership data to the diagnostic tool.

transmitCertificate

04

It FRRSS AFIEBSOEBSEE R

This  sub-service is used for the
transmission of certificates or certificate
chains.

authenticationConfiguration

08

b F AR T B 7~ Server FrigfitA9IAIERL
=

This sub-service is used to display the
authentication configuration provided by
the Server.

HMEBLEL Fr 7 K 89K 4 CryptoLibrary X #5 X.509v3 IEBEI AT, TAIE, FREFRE. T
SKHARE OEM MIHSEE R, SIERY REFEHATHRTNLIE, TEHFLE. IERELHE

SINEEEPERTHEEFEZNER, ARERIFEZARGIIES SRR,

ZC.MuNiu CryptolLibrary developed by ZC supports the parsing, authentication, and storage
of X.509v3 certificates. It can meet the specification requirements of different OEMSs, parse and
process certificate extension data, and is customizable. Certificates play a very important role in

the diagnostic security authentication process, effectively preventing unauthorized personnel

from stealing controller data.
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4  ZEFLR Secure Update

HMBEL BT U A E 1R it Secure Update SEB TR, FF st U B £ EF RMEHRRE
HHLX, ERLeHAREFHEERE:

ZC can provide customers with a complete Secure Update solution and can customize
development for specific project requirements and hardware modules, implementing secure

upgrade features including:

® X509 IFPHENELE
X.509 certificate authorization management

® A/BXEMALR
A/B partition backup upgrades

® APP FIBEEHE T H

APP data compressed downloading
® APP HIBREFR
APP data secure upgrading

o REFUNTRZXELUNIER)
Supporting PCTools (ZC.XuanWu PCTools)
® AR OEM - RELE

Supporting different OEM manufacturer specifications

EEERBERERXMNMERE, ERAAREFIEFR, RIEARENLTREERN. FH
Bl BIEAZRURFARABTABEERR L GHREER,

As network environments become increasingly complex, ensuring that the release source of
upgrade packages is valid, not tampered with, data is not lost, and upgrade content is not
maliciously obtained during the software upgrade process is becoming more and more

important.

FEARSENFAREBEIEELR ERMNAXFH, HERETIEELEHRIKAES]
5%
In traditional upgrade processes, the upgrade package data is essentially transmitted in

plaintext, and the data verification method is also a less secure hash algorithm.
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HMAHL Cryptolibrary XHFHNEEFREELGIIREM L, —TTEERENHRMEE X
A RSA. ECC 3, AIMEHMEMHMERMFRIEIERIIMITE R RIPRIEEE G TEMR
IE, RIESHERRTE, BETEXAEHREN H—HHEEMNT XN BT RS INE E 40
REINEE, FREEEIEBREEXEH, AHNER OTA TLEHNSIERENNE

The secure upgrade supported by ZC.MuNiu Cryptolibrary, based on traditional upgrades,
on the one hand, uses asymmetric encryption algorithms such as RSA, ECC, etc., to add signed
firmware and perform additional signature verification during the firmware verification process
to enhance firmware integrity verification, ensuring that the data source is reliable and the data
is complete and has not been tampered with. On the other hand, it also adds the decryption
function of firmware encrypted by the server, and the transmission process uses encrypted data

transmission, effectively reducing the risk of data exposure during OTA wireless updates.

composite structure SecureUpdate /

Original Firmware Meta Data

Encrypted Firmware

Change to encrypted data -

Signature

FIGURE 5 SECURE UPDATE

b5, HIMARH Cryptolibrary hXFHETIEPMREAR, AHFARHET —MERTE
MREANTRAREFEERVE . BIEARFIEBATSHRIE, BRIABEIEND
EFARERE MNMBAXBLE T ERRENANEMRERGAE, FE, ZEERERT S
MEZEEEMLZEBIE SecOC, RIEBIEAZTMIETIONEMEFMTEM.

Additionally, ZC.MuNiu CryptolLibrary also supports certificate-based secure upgrades,
providing users with a more flexible and secure way to update their vehicle's firmware. By using
digital certificates for authentication, it ensures that only authorized updates can be installed,
effectively preventing the intrusion of malicious software and unauthorized access. Moreover,
the library integrates a variety of encryption algorithms and secure communication SecOC,
ensuring the confidentiality and integrity of data during transmission.
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act SecureUpdate._signsture

uF 15k %

Data:01001001100100100101011...

Sta Length

Hash function
(sHA256)

Hash Value1:1011010010...

Compare

ik Fecurp
i RootiE 1
: 0110101001010100...

Data: 0110101001010100.

Root22H

RSA2048_PKCS1
(decrypt”)

Hash Value2:1011010010...

AW UseriE
e B user
248

Certificate Valid

NOK

Certificate Invalid

FIGUR
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5 =4 H7E Secure Log

ZEHSTUATIERERSRELIEF AENFERASIENAFLEFEL, T
EERESEAANEBIHEURNREER. ¥ ECU FEERERSREN, TEEEEEERE
DHEMREMZIEMINEE, RARBAREEN, BREEERERESIN—RIIFN,

Security logs can be used to record anomalies or authorized user records that occur during
secure communication processes, facilitating problem diagnosis and risk management in
controller development. When an ECU has a Cybersecurity vulnerability, log information can be
used to quickly analyze the cause and impact of the vulnerability, enhancing the robustness of

code development and reducing a series of impacts caused by Cybersecurity vulnerabilities.

composite structure Securelog /

Bootloader Application

SecureBoot SWC-1 SWC-2 SWC-n

| |
| |
- | |
| |

App Info App Info App Info
.

Debug Info
f

Debug

FIGURE 6 SECURE LOG
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6 LEIEIE SecOC

HEERIMNERME T, KEBELCRHSEIETREHERNERLTHTH. HlNE
A& 8 CAN BILIRITZ MR EXRIELLERAN, HBAXEH. WX #ELH. &
PMEDTRERFNE, ILHNBENKNERZNRE T HFERD, BRETUAERT EHT
=

In the current in-vehicle network, most data transmissions are carried out without any
security measures. For example, the widely used CAN communication was not designed with
Cybersecurity in mind initially. Its characteristics of plaintext transmission, message broadcasting,
and minimal network segmentation make it easy for hackers who enter the vehicle network to

control the vehicle by fabricating messages as if they were in an amusement park.

SecOC B# AUTOSAR B+ BHAMNER AN (AMHUERTNANBNATRET
EIFT7R) . 1% Feature 3T CMACIZE . WAEIE. HEHEEEN D KE—RIININEEFH
EK. SecOC t&IR7E PDU EAXRBEIBRMANTTHIMNRIEVE, INENH S LFTHY
AUTOSAR BIERG L%, RN XN FFBRMNT MR8/, DUENRIBR SR AR R
(72l

SecOC is a Cybersecurity component added to the AUTOSAR software package (the
component location and applicable communication methods are shown in the figure below).
This feature adds a series of functions and new requirements such as CMAC calculation, key
management, freshness value management, and distribution. The SecOC module provides a
viable authentication mechanism for critical data on the PDU, integrating the authentication
mechanism seamlessly with the current AUTOSAR communication system, while minimizing the

iImpact on resource consumption to provide additional protection for legacy systems.
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composite structure SecOC )

Application @

Application

g

MAC generation

Full MAC|128Bit)

MAC verification

FIGURE 7 SECOC
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7 22 Secure Debug

FMMBEARHN ZEEX TR T IFUTAR!

ZC offers a secure debug solution that supports the following features:

o THIAMERRE

Offline debugging encryption process
o LHREIBINER

Diagnostic decryption of debugging permissions
o ZHTRRMEARGS

Diagnostic retrieval of key information

MARBOEHREBE ST ETEAHAKIIE BTH LERERE. 22 JTACG EXZ
¥gi@ it FHE T Challenge / Response E’q%ﬁ%ﬂﬂ%ﬂ%ﬁ&%ﬂ JTAG i8], #&EXT ITAG ix 0
R E, RERNNIFR RS (EEEHMEENRE) AiAEE JTAG inA, RERNW
JTAG BB SRR RIELE . AEHE TEMEKR, DREZANEDEREXNIEKISHEA,
EARRELESEM AR EOEER, UERKREEMARENIIRFP, RERER
SR HRIFE

Most controllers nowadays are equipped with hardware-based debugging functions for on-
chip debugging processes. Secure JTAG mode refers to the use of a Challenge/Response-based
authentication mechanism to restrict JTAG access. Any access to the JTAG port is checked, and
only authorized debugging devices (those with the correct response) can access the JTAG port;
unauthorized JTAG access attempts will be denied. During production or the offline phase, it is
necessary to disable or lock the related debugging diagnostic interfaces. Disabling means that
no connection can be established with the hardware debugging interface, while locking means
that the hardware debugging interface is protected and can only be accessed through secure

debugging unlock.
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MMBE X AR S h, HE T ARNREFATIETR. HIZIFT NXP S32KIx R
SIS R, @S2 AR B H<F Debug ThgE, BiT Secure Diagnostic #A{RIZIX F
FOFTIEIRTIBE . $15F Infineon TC2XX/TC3XX RFINA, TINBIIEERATTEE DERE
BRI H, FECU LBENIEABARERZD, B3 AR ECU serial number k4 H AR E HY
Derived Key F #7387, UL FF /2 Secure Debug TEE .

ZC has developed different secure debugging feature plans for chips from various
manufacturers. For example, for NXP S32K1xx series chips, the Debug function can be enabled
and disabled through secure diagnostic methods, with Secure Diagnostic ensuring that
authorized users can perform debugging functions. For Infineon TC2XX/TC3XX series chips, the
key calculation interface can be integrated into the startup code, and the key derivation interface
is called when the ECU powers up. Different Derived Keys are derived from different ECU serial

numbers and injected in real-time to enable the Secure Debug function.

composite structure SecureDebug /

Debug Interface Flash HEM cPU

A s A

I I
] ] ]
External Tool
77777777 3 Protect = ——|-———-== Protect ~—--—=> Protect |-———-=> Protect

FIGURE 8 SECURE DEBUG
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8 e T1FfiE Secure Storage

ZEFEURPEERBENETAEFE DTN, BRE RGBT RTHRDEEFEEX,

JI%Z%ﬁ%E’\J A, EPFRAFTHTES . Bl TREHETBIIIRE Flash, Nvm, RAM F17%
TEERRY, R AR E ERER =&,

Secure Storage can protect the contents of data areas from being stolen abnormally,
preventing the copying of stored keys, certificates, and other content due to forced access to
the data storage area by controllers. Currently, mainstream chips can protect data by setting up
Flash, Nvm, RAM, and other storage areas. Activating this feature can effectively prevent the

aforementioned situations.

OO RBEMEINEE, NEBFHEN RS EEEE o @ I i BOg 8RN & 7 6 77 U7 1R
P, BMERR T HBURARIMNER, MALTER/IAXTIERNET. B EEE KM RIE
Zf&2s OTP(On Chip One Time Programmable ROM, On-Chip OTP ROM), t#RA4 eFuse, 2
O PAIRTFAEIEIR, FERPAIENR eFuse (LB RBEM 0 RIEHN 1 (RhE)  REHHEE—X
EREBURERBIRE . REFMEETDUBIER Flash FEXHRERAEHERIERKIN, B
HARRBRFER . Flash RPN EE MM K/NSARYE Flash FIKEFNIZ Flash R K/NTE
FrAE o

Some chips include encryption functions, and the secure data stored internally can also be
protected by encrypting the data in specific address areas. Even if data access permissions are
cracked, the plaintext data content cannot be obtained. Some chips also have one-time
programmable memory OTP (On Chip One Time Programmable ROM, On-Chip OTP ROM), also
known as eFuse, which is a special storage module in the chip. Any eFuse bit in the field can only
be programmed from 0 to 1 (fused) and can only be written once, but there are no restrictions
on read operations. Secure Storage can also be achieved by setting certain areas of Flash to
read-only or write-only, preventing illegal access and tampering. The number and size of Flash

protection areas vary depending on the type and size of the Flash block.
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9 HMAFZEELEE ZC.MuNiu Cybersecurity Library

9.1 CryptoStack IIZ 4k CryptoStack Encryption Protocol Stack

sd CRYPTOSTACK /

7.L csm cryif Crypto !
User
i " " ; ardware
| I 1 I
! I 1 I
i i i
- | i |
kel I
i
i

Cms_<Service>()

i
|
i i
| |
Crylf_<Services() i |
Ll I
i
|
Crypto_<service>() !
>
Sendthe data address
tolcum
s
Return with result() g calculation
77777777777777777777777 resu!
i
Return with result() |
,,,,,,,,,,,,,,,,,,,,,,, I
|
i I
Return with result() | |
——————————————————————— i I
i i
| | |
! I 1 I

FIGURE 9 CRYPTOSTACK FLOWCHART

HMARG MBI EZER Csm. Crylf. Crypto. KeyM FOMEIRMEL, Csm #EEREITE
& Csmlob kLA A B NEERER M EHHNIMEEEFKMAES-128. CMAC. HASH,
TRNG %, FHREMHEOHAFER. Crylf MRINEAEZERSE Csm RREEARRE
Crypto IR, BEME. BE. RE. INEIFREE, RPHIENTEEMNEZME.
Crypto RN FZE Hsm IIEAZESEENZH . KeyM WAL HASIEBNERE,
BN THH ECU NEA. IEPBBITRE, EE HSM RXRE R AFREH HSM ZERPK
BERE .

ZC.MuNiu encryption protocol stack is mainly composed of four modules: Csm, Crylf, Crypto,

and KeyM. The Csm module implements the encryption algorithm requirements for
Cybersecurity software or hardware needed by users, such as AES-128, CMAC, HASH, TRNG, etc.,
through the configuration of CsmJobs, and provides interfaces for user calls. The Crylf module
functions to connect the service layer Csm module with the hardware abstraction layer Crypto
module, protecting the integrity and confidentiality of data through security functions such as
encryption, decryption, verification, and authentication. The Crypto module implements the
transfer of information data between the main core and the Hsm encryption core. The KeyM
module implements the management of keys and certificates, including the parsing and
verification of keys and certificates downloaded into the ECU, and connecting to the HSM kernel

driver to store keys into the HSM protected area.
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FMBHEL EFXFTE KR TC2xx/TC3xx R F(2A TC275,TC264,TC39x,TC38x F TC37x &) EwF=
RHB850U2X F7%(21 RH850 U2AU2B,U2C)FF & 7 R4 CryptoLibrary, EIEREMFINIZRIR(HSM)
89 A % B 14 (zHSM CORE), F#%f9 CryptoStack(CSM. CRYIF. CRYPTO. CRYPTO(SW))IX &
HSM CDD(zHSM COM. zHSM CRY),

ZC has developed ZC.MuNiu Cryptolibrary for Infineon TC2xx/TC3xx series (such as TC275,
TC264, TC39x, TC38x%, and TC37x, etc.) and Renesas RH850U2X series (such as RH850 U2A, U2B,
U2C), including the hardware encryption module (HSM) kernel firmware (zHSM CORE), the main
core CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)), and HSM CDD (zHSM COM, zHSM CRY).

9.2 A% CryptoLibrary MuNiu CryptoLibrary

HIMA L CryptoLibrary BYER T 250 A FER
The software of Zhichong MuNiu CryptoLibrary is mainly divided into two parts:

1) HSM & {410 AR E {4 (zHSM CORE)
HSM Hardware Security Module firmware (zHSM CORE)

2) Trico F4ZHKJ CryptoStack(CSM. CRYIF. CRYPTO. CRYPTO(SW))
I HSM/ICUM CDD(zHSM/zICUM COM. zHSM/zICUM CRY)

Trico main core's CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)) and HSM/ICUM
CDD (zHSM/zICUM COM, zHSM/zICUM CRY)

3) RH850 G4AMH E#% Ay CryptoStack(CSM. CRYIF. CRYPTO. CRYPTO(SW))
X% ICUM CDD(zICUM COM. zICUM CRY)

RH850 G4AMH main core's CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)) and ICUM
CDD (zICUM COM, zICUM CRY).
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composite structure Cr\rptolib/

ZHSM CORE

T Sefis i -

FIGURE 10 CRYPTOLIBRARY BASED ON TC2XX/TC3XX

composite structure prtolib/

‘ Application

‘ RTE

ZICUM CRY

ZICUM CORE
CRYPTO CRYPTO{SW) ZICUM COM

Chip TETE - Hardware

FIGURE 11 CRYPTOLIBRARY BASED ON RH850 U2X
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HSM CDD €% Crypto Zif A 0 zHSM CRY &A1 HSM 1&ifL A zHSM COM HERF AN F
Bk, BSRBRNTIEN BNk 1.

The HSM CDD includes two sub-modules: the Crypto layer call interface zZHSM CRY module

and the HSM communication zHSM COM module. The functional description of each module is

as shown in Table 1.

R 1 BAFREBR(TC2XX/TC3XX)TEE R AR

Table 1 Software Module (TC2XX/TC3XX) Functional Description

R AR

Software
[\Y, [eYe [V] [}

EIRA 4
Module

Component

AUTOSAR =
AUTOSAR Layer

DIREE X

Functional Definition

zHSM CORE

(& N%)
(Encryption
Core)

zHSM CORE

N/A

fER7T HSM REBHY
WNE=s, EEWL
LA RRRS . AES-128
% (WE4)

Utilizes HSM's internal
hardware
accelerators, such as
random number
generators, AES-128,
etc. (as shown in
Figure 4)

zHSM CDD

(F)
(Main Core)

1) zHSM
CRY

2) zHSM
COM

CDD

AL IR EE HSM IR EN .
5 HSM #Z Ry R 53K
5. Crypto Interface
e

Microprocessor HSM
driver,
communication driver
with HSM core,
Crypto Interface, etc.

CRYPTOSTACK

(F%)
(Main Core)

1) CSM

2) CRYIF

3) CRYPTO
KEYM

SERVICE
ECU ABSTRACTION

MICROCONTROLLER
ABSTRACTION

RAERREEAHN
JOB BEIEME AR

#H, BTEERER
Interface functions for
user Cybersecurity
keys and JOB
management, used
for configuring
information
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Key storage, security
critical Data and
counter in within
dedicated HSM 2x64kB
DFlash®

Dedicated HSM Pflash |—
— Now user
configurable up to

G40kB (within 16kB
granularity)

=

Execution
Environment

_— {upto 100 ver./s

‘ J Additional SHAZ224/256

Trusted .

J SRAM increased to
96kE for all derivatives

Additional PKG - ECC-
256 Hardware
Accelerator

or 200 sig./s)

_ Hardware Accelerator
" (£ 2ps latency for 512
bit blocks or
== 30MByte/s)

Upgraded to an 16-bit up
counting watchdog timer
(to monitor system operation)

FIGURE 12 TC3XX HSM RESOURCES

R4 CryptoLibrary th 3 #F SHE #x/, FI4RA&RY SHE 4HEE, Cryptolibrary 7EIhgE EH—L
VR SRREGSEGEERE TEMEREXHINEK 23,
ZC.MuNiu CryptoLibrary also supports the SHE (Security Hardware Extension) standard.

Compared to the standard SHE, the CryptoLibrary has some functional extensions, including

support for software or hardware algorithms. The main functions and differences can be seen

in Tables 2 and 3.

R 2 K4 CryptoLibrary(TC2XX/TC3XX)8Y = E I &E

Table 2 Main Features of MuNiu CryptoLibrary (TC2XX/TC3XX)

Features

SHE standard

ZC.MuNiu

Cryptolibrary

CBC

AES 128 ECB v v
ZAR
Crypto Mode

v v
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CFB v v
OFB v v
XTS v v
AES 128
B EIAUESD
Message CMAC v v
Authentication Code
ThREAN X
v v
5 . Pseudo-
BEANE A =R
Random
Random Number
Generator EEREH £
/ v
Hardware
Random
gaae g =k v v
Secure Boot
EHRMRLE
_ 10 >50
Non-Volatile Crypto Slots
o SRR v v
Volatile Crypto Slots
XS AT UDSOx29 IAEZ A
Support for UDS0x29 Authentication / v
Keys
L4 IS W UDS 0x29 TAIE
Secure Diagnostic UDS 0x29 / v
Authentication
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ECDSA v
JEXFFRINEE
Asymmetric RSA v
Cryptography
ED25519 v
ECDH v
HANE Curve25519 / v
Key Agreement X25519
KDF v
RSA B A& K v
RSA Key Generation
RSA B $A 17 % v
RSA Key Storage
ECDSA ZEA4E K
N ECDSA Key v
BT G .
eneration
Key Storage
Y >rord ECDSA T4 12
ECDSA Key v
Storage
Custom
Externsion X #¥ v
Custom Extension
Support
WEPHERE
Certificate Chain v
X509 JEH Verification
X509 Certificates RIE B &R
Root Certificate v
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OCSP response

B

v

OCSP Response

Verification

NEATATEE

Public/Private Key v

Storage

Custom

Externsion X #¥ v

Custom Extension

Support

SM2 v
EREX
National
Cryptography SM3 v
Algorithms

SM4 v
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MUNIU SOFTWARE CYBERSECURITY PRODUCT CERTIFICATE
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