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1 TheeMtiA FUNCTIONAL OVERVIEW

TC377 Safety Library A F&HBZEFSLIME T AURIX TC377 EF &Mt REE K., Safety
Library BB B, TMUREAENZFEZERATEENHTAL, REHIE NI
BRLEHE K,

The TC377 Safety Library is designed to assist customers in achieving functional safety
requirements based on the AURIX TC377 platform. The Safety Library is highly scalable and can
be configured and redeveloped according to different customer project requirements,

ultimately meeting the customers' functional safety requirements.

TC377 Safety Library A3 F5LE TC377 RIIAR AL £ H] . B MCU REBRIRAYMILK
FMRE 2 = H RIIRE]

The TC377Safety Library is used to implement the software safety mechanisms of the
TC377, including the testing of internal MCU modules and the driving of hardware safety
mechanisms.
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2 N F%uE APPLICATION FIELD

TC377 Safety Library T Y AT B e LR & FRF KR Has. Bl
The TC2XX Safety Library can be applied to controllers that require functional safety levels.

For example:

> HBMEERS(BMS)
Battery Management System
> BEESLEiEHIER(ADAS)
Advanced Driver Assistance System Controller
> ERE M X IEH 85 (Gateway)
Intelligent Gateway Controller
> HEERZERSi(iBooster)
Intelligent Braking System
> ZFHiEEHI(ESC/Onebox)
Electronic Stability Control
> EEIBIEE(EPS)
Electric Power Steering
> E5EHSE(BCM)
Body Control Module
> KB RL(EMS)
Engine Management System
> REBZERRENHE

Chassis Domain Control System Applications

BIT4 Safety Library SEA{E) BT TC377 B9=HIs, TJiAF 1S026262 ASIL-D HIEREK.

By integrating the Safety Library into the control based on TC377, it is possible to meet the ISO
26262 ASIL-D level requirements.
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3 ECEINE CONFIGURATION ENVIRONMENT

B & 2A18 Configuration Environment

Hardware (Chip)

INFINEON SAK-TC377T

Compilers Supported HighTec GNU v4.9.4.0

Evaluation Hardware

Debugger

Configuration Tools

TriBoard TC3X7

Lauterbach (Trace32 R.2018.02)
Isystem (IC5700)

Muniu_v4.4.0

Configuration Environment Win10 64bit

YR IE8%1% Compiler Options

HighTec 4iiF &M
HighTec Complier
options

HighTec $§## T
HighTec Linker
Options

Baengen )R E RS Fan

-fno-common -fno-short-enums -
funsigned-bitfields -O1 -g2 -W -Wall -
Wextra -Wdiv-by-zero -Warray-bounds -
Woecast-align -Wignored-qualifiers -Wformat
-Wformat-security -pipe -
DGNU_C_TRICORE_=1 -03 -fno-builtin -
ffreestanding -fpeel-loops -falign-
functions=4 -fno-asm -fno-ivopts -fno-
peephole? -fshort-double -mcpu=tc37xx -
fdata-sections -ffunction-sections -
mversion-info -std=c99

-nocrt0 -nostdlib -nostartfiles -mcpu=tc37xx
-WI,--mem-holes -WI,--no-warn-flags -
WI,@objectlist.optfile -WI,@libpathlist.optfile
-WI,--start-group -ldnk_c -1A_3 -1B_3 -WI,--
end-group -WI,-Map="$(basename $(notdir
$@)).map" -WI,--cref -fshort-double -WI,-n
-00 -nodefaultlibs -WI,--extmap="a"
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4 FFA &= DEVELOPMENT BACKGROUND

BRI, AELMNBFHESEMEREES, WRFERFNLEMHRERBEXNS, BT H
BRENREMER, AEIRLEERUZINEN, REELE, KREELEEINE
BE LS HIARAE 15026262, H 1, 1SO 26262-5(2018) Clause 8 M4BT 2 MEE: Single-point
fault metric(8 SRR E 2) Latent-fault metricCBEREERE 2). IRIBARH ASIL FHREK,
BRiEEENERMEEEFERIEENFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T HIEFIER(MCU, AT EFRMCU), EEFESRSGT, 1EA SEooC(safety element out
of context)#fTIRITH%. MCU AT HEIULIREIWN 2 MNEEER, FEXUHENHZEA
#l. MZENE T o BRI RE AR AFER P, MCU B Safety Frame REEELI D ELE
B LR 2,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated
to software.

ASILB ASIL C ASILD
Single-point fault metric 290 % 297 % 299 %

ASILB ASIL C ASILD
Latent-fault metric 260 % 280 % 290 %
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5 IH8EHHIA FUNCTIONAL DESCRIPTION

5.1 = &% = Product Feature

Application
RTE

o System Service Memory [COM Service Complex Driver
5) Service
o= I/0
= - T Hardware
) Abstraction
< Interface

MCU Driver = Memory Driver  COM Driver 1/O Driver

Microcontroller

> EARZIRFNEME] AUTOSAR H

Can be integrated as a complex driver into AUTOSAR .
> TJEAREIIE AUTOSAR SR8, RIAER

Can be integrated into non-AUTOSAR software architectures.
> ZEFEZEMNAEN A

Support multi-core testing and applications.

> Safety Library EF N EPREFR LR

Safety Frame has internal program flow monitoring.
> BRetl IFZZRERNE, BEMMEHK TLF35584Lib T LI EIA ASIL-D K
High security: Supports multi-core self-testing, and can achieve up to ASIL-D requirements
when paired with ZC 's TLF35584Lib.
> B RN SRRTEEREAREFHKARK
High scalability: Each module can be configured to meet the application requirements of

different customers.
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5.2 #{4%EH) Software Architecture

composite structure SAFETYLIBRARY 51 % 31!:377/

Application

RTE

Test Manager Wdg Manager J

deLib

Wglf

ﬂ

SRI ErrHandle MONBIST Test

Regist: RegMon Test

ZC Standard Software J 3rd Party Software J

AR

software architecture

Raergxn R E B M Fas Page 6
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Realized functional modules:

R TARER

Module Sub-module
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ik
Description

LBIST Test

SRAM Test
FLASH Test
FW Test
Clock Test
Register Test

DMA Test

SRI ErrHandlI
Test Library rrhancie

MONBIST

RegMon Test
Convctrl Test
GtmlomAIlm Test
GtmTimClk Test

GtmTomTim Test

STM Test
IRZhEE PMS Driver
Driver
Library DTS Driver

Baengen )R E RS Fan

Logic BISTEZ & FAZE R 46

Logic BIST Configuration and Result
Detection

MBIST SRAM %346

MBIST SRAM Data Detection
FLASHE R 1

FLASH Data Detection

MCU Firmware 25148

MCU Firmware Boot Detection

A TR M AR R A

Clock Rationality Module Detection
R Rl

Register Detection
DMAfZHd F2 40

DMA Transfer Process Detection
SRIFHIR AL TR

SRI Error Handling

Power BISTED & 145 R 48

Power BIST Configuration and Result
Detection

SR RN

Register Monitoring Detection

B 170 3904

Clock Divider Detection
IOMARERAlarm A&

IOM Alarm Detection
TIMAZ SR B $hAe

TIM Module Clock Detection
TOM/TIM $5 3246 T

TOM/TIM Monitoring Detection
STM BT 414

STM Clock Detection

PMS 5 $2 i B K5

PMS Monitoring Configuration Driver
i IS P L B A AN IR B
Temperature Monitoring Configuration
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OSC Monitor Driver

Gtmlom Driver

IrFFI Driver
SwLib E2E Lib

Wdglf
Wdg IRz} FE
Wdg Driver  SpcDrv
Library

IntWdg Drv
Wdg

Wdg M
Manager J MaRager
Test
Manager Test Manager

# B Ry TC377 Safety Manual H1A9 ESM:
Meet the ESM in the TC377 Safety Manual:

FMER ZAEM
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and Detection Driver
OSCHs = Fe & 3R =f
OSC Monitoring Configuration Driver
IOM §5 42 BC & Kz
IOM Monitoring Configuration Driver
Hh W7 1 42 B & DK
Interrupt Monitoring Configuration
Driver
E2ERIF I
E2E Protection Protocol Library
FIOREA
Watchdog Driver Interface
SBCtFr Bl
SBC Chip Driver
RERE ] S 5K =)

Internal Watchdog Driver

B EERR

Watchdog Management Module
M E AR

Test Management Module

ESM[SW].MCU:LBIST_RESULT

SMC[SW]:MCU:LBIST_CFG

ESM[SW]:VMT:MBIST

ESM[SW]:NVM.PFLASH:WL_FAIL_DETECT

ESM[SW]:SYS:MCU_FW_CHECK

ESM[SW]:DMA:ADDRESS_CRC

ESM[SW]:DMA:DATA_CRC

ESM[SW]:DMA:TIMESTAMP

ESM[SW]:DMA:ERROR_HANDLING

ESM[SW]:DMA:SUPERVISION

ESM[SW]:SRI:ERROR_HANDLING

ESM[SW]:PMS:MONBIST_RESULT

SMC[SW]:PMS:MONBIST_CFG

ESM[SW]:SYS:MCU_STARTUP

ESM[SW].AMU.LMU_DAM:REG_MONITOR_TEST

ESM[SW]:.CIF.RAM:REG_MONITOR_TEST

ESM[SW].CPU.DCACHE:REG_MONITOR_TEST

ESM[SW]:CPU.DLMU:REG_MONITOR_TEST

ESM[SW].CPU.DSPR:REG_MONITOR_TEST

Baengen )R E RS Fan
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ESM[SW]:CPU.DTAG:REG_MONITOR_TEST
ESM[SW]:CPU.PCACHE:REG_MONITOR_TEST
ESM[SW]:CPU.PSPR.REG_MONITOR_TEST
ESM[SW]:CPU.PTAG:REG_MONITOR_TEST
ESM[SW]:DMA RAM:REG_MONITOR_TEST
ESM[SW]:EMEM.RAM:REG_MONITOR_TEST
ESM[SW]:ERAY.RAM:REG_MONITOR_TEST
ESM[SW]:GETH.RAM:REG_MONITOR_TEST
ESM[SW]:GTM.RAM:REG_MONITOR_TEST
ESM[SW]:HSPDM.RAM:REG_MONITOR_TEST
ESM[SW]:LMU.RAM:REG_MONITOR_TEST
ESM[SW]:MCMCAN.RAM:REG_MONITOR_TEST
ESM[SW]:PSI5.RAM:REG_MONITOR_TEST
ESM[SW]:SCR.RAM:REG_MONITOR_TEST
ESM[SW]:SDMMC.RAM:REG_MONITOR_TEST
ESM[SW]:SPU.BUFFER:REG_MONITOR_TEST
ESM[SW]:SPU.CONFIG:REG_MONITOR_TEST
ESM[SW]:SPU.FFT:REG_MONITOR_TEST
ESM[SW]:TRACE.TRAM:REG_MONITOR_TEST
ESM[SW]:EVADC:DIVERSE_REDUNDANCY
ESM[SW]:EVADC:PLAUSIBILITY
ESM[SW]:EVADC:VAREF_PLAUSIBILITY
ESM[SW]:IR:ISR_MONITOR
ESM[SW]:CLOCK:PLAUSIBILITY
ESM[SW]:AMU.LMU_DAM:DATA_INTEGRITY
ESM[SW]:CONVCTRL:ALARM_CHECK
ESM[SW]:CPU:INTERNAL_BUS_MONITOR
ESM[SW]:STM:MONITOR
ESM[SW]:GTM:TIM_CLOCK_MONITORING
ESM[SW]:GTM:IOM_ALARM_CHECK
ESM[SW]:GTM:TOM_TIM_MONITORING
SMC[SW]:PMS:MON_REDUNDANCY_CFG
SMCI[SW]:PMS:VX_MONITOR_CFG
SMC[SW]:PMS:MON_REDUNDANCY_CFG
SMC[SW]:PMS:VX_MONITOR_CFG

SMC[SW]:DTS:DTS_CFG
ESM[SW]:DTS:DTS_RESULT
SMC[SW]:CLOCK:0SC_MONITOR
SMC[SW]:SMU:CONFIG
ESM[SW]:SMU:APPLICATION_SW_ALARM
SMC[SW]:IR:FFI_CONTROL
SMC[SW]:GTM:IOM_CONFIG_FOR_GTM
SMC[SW]:SCU:ERU_CONFIG

5.3 fc& T A Configuration Tool
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FEEED
38 g f

AT HERFLHAEITEER, 123 Safety Library B9, TC377 Safety Library S23R
TEMEROTEE M, FHESLIT Safety Library HEREBT R . B UREART K, EEE
T A E5EHK Safety Library &EMERVECETE, T4 MEERBEXMH, BEMNEEXHE
BE TREFRIT,

To meet the diverse project requirements of customers and enhance the scalability of the
Safety Library, the TC377 Safety Library has implemented the configurability of each module and
has developed a configuration tool for the Safety Library. Customers can complete the
configuration of various modules of the Safety Library using the configuration tool according to

different requirements. They can generate configuration code files, and integrate the generated

configuration files into the project.
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6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

mREE

Requirement

Collection

HRUUER R
Software
Requirement

Analysis

BGREET
Software

Architecture

Design
AR
BIiTiRit
Detailed

Software Design

and Unit Design

AT
Software Unit

Testing

LR I EIE 354
A

Baengen )R E RS Fan

XA

Document Description

B R

Customer Requirements Document

BT KA

Software Requirements Analysis
BRDITHAE B

Requirements Analysis Specification
BHRREBIRE

Software Requirements Traceability Matrix
& P RYjE) AR

Customer Issue Communication Form
BRI B

Software Architecture Specification
RG-SR AIB BRTR

Software Architecture Traceability Matrix
BRI AT

Software Module Detailed Design Document
& TRzt

Configuration Tool Design

B FEMRIHE R

Software Detailed Design Traceability Matrix
Safety Library Tf21¥ 5

SafetyLib Engineering Review

QAC Ttk

QAC Analysis Report

BB IR SRR

Software Unit Verification Strategy
R4 B ST IE SRR

Software Unit Verification Strategy
E 5%

Integration Strategy

ST pdf

Integration Manual (PDF)
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Development

Process
Software
Integration and
Integration

Testing

BAA T
Software
Qualification
Testing

&l

Release
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D& =t pu

Document Description

& P SRS
Integration Test Strategy
SRR IRE
Integration Test Report
RIRDITIRE

Resource Analysis Report

A& Safetylibrary B & TEERESH
MuNiu.SafetyLibrary Configuration Tool User Guide

Kk Safetylibrary R & T R4 E SIE XY
MuNiu.SafetyLibrary Configuration Tool Software

Configuration Management Document
BN RE

Software Test Report

AN SR

Software Test Strategy

RS

Release documentation
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7 IhREZ 4 FUNCTIONAL SAFETY

7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate

SGS
Tiiv
R SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

ZERTIFIKAT NR. SEITE(N}

LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Lid. a '<_' ®

Building C, 888 Huanhu West 2nd Road,

Pudong r\_lew Area, a F " M ifi!i &

Shanghai, |
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR/D GENEHMIGTES PRUFZEICHEM ZERTIFIKATSBERICHT NR.
B —— (-

T4A8-AUO1 | T4A80002 |

ABLDEGRPANT | o ol pan ol e cerieale. JkTt

F\mmunal Safety !

ek
S A AR

Certified product(s) SafetyFrame
Zerlifizierte{s) Produkt(e) Version 2.1.0

Tested accordingto  1SO 26262-2:2018
Gopasitnach I1SO 26262-6:2018
ISO 26262-8:2018
1ISO 26262-9:2018

\ "% Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is “accepted” according to
Technische Deten ynd Feramars: above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

\Tng cemhcate m ‘based on voluntary tests. The compliance of the cerlified product against the requirements of above listed functional safety
b standsrds was evalueted Any chsnges to the design. componants or processing may require repetition of some parls of the certificalion to retain

W irements of the testing and certification regulations of 8GS-TUV Saar GmbH have to be complied, see vavw 505
and WS 59 -fuv-saar.com/ate-muc

Certlflcatlnn Body
for 'Functional | Safety & Munich, Feb 22, 2023
~ Cy‘nar\ Seeurlty ’
SGS-TUV Saar r GmbH

Zemﬁzﬂpmngssrsﬂs fur Fi unkﬂbnaf
Cyhsr Sicherhai
T

Gudrun Neumann

SGE-TUV Saar GmbH, Hofmanastr. 50,
&1279 Miinchen. Detitscaland | Genmany

o
Reference to-
\\\\\

8GS Certificalion, .
Database
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ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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ARG R BICIES
ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE

L RSN E R AT

To Be the Global Leading Automotive Basic Software Company
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