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1 FAREE DEVELOPMENT BACKGROUND

BREMNBSEERKSEENET LR, HILTRIEMBRAETRARKRAENEE
KETTE. BN RNESLE BB EMBKMAE LRFFE, & MRITFZARBEAR
FAEEERTERAM LS ERNER LS. 2009 FRMNNRBMNEDSFTES
WER AT 7 Security Hardware Extension(SHE)FRE(E 1), 2011 EH—YLFEH Tier 1 FIRE
ESER BRI ET SHE HSEH HSM BEHISE, 2016 & SAE St FEMNE. BT, %P
TRENB N E WA . X% TIRET ERMMEL S RIEERTIES SAE J3061.2020 , 1SO
21434 ZET SAE J3061 HERY. M EWEN L BHARNIE. XKEH 1SO 26262 g%
T—HNESERNIRAE.

Intelligent connected vehicles are booming in the world, and the resulting automobile
network connection has gradually become an important development direction of future
automobiles. The same information security issues brought about by networking also exist in
connected vehicles, and automakers and design developers will have to implement demanding
information security measures in the vehicle electronic and electrical architecture. In 2009,
European automakers such as Audi and BMW released the Security Hardware Extension(SHE)
standard (Figure 1), and in 2011, some major Tier 1 and automotive semiconductor companies
released HSM hardware specifications based on the SHE specification. The 2016 SAE addresses

the entire life cycle of production, operation, maintenance, and obsolescence of vehicles.
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Published SAE ]3061.2020, a process framework and guidance for vehicle cybersecurity, ISO
21434 is a standard based on SAE J3061 for the entire vehicle lifecycle. This would be the same
heavyweight standard as ISO 26262 for functional safety.

composite structure CryptoLib /

Controller

Secure Zone

SHE-Secure Hardware Extension

Control Logic

RAM + Flash + ROM

Peripherals[CAN, UART, external memory interface)

1 Secure Hardware Extension

Figure 1 Secure Hardware Extension

2018 FJiK, MMBHIFFIRIR AT IR L E SHE FREFFEERA AUTOSAR 4.2.2/4.40 1Y
HSM M AE O R, LA ME N, AT 2020 FE 9 ARATE TR KR TCI NE—FE
BEL&HE-- R4 CryptoLibrary,

At the end of 2018, ZC began to invest resources to develop the HSM kernel and interface
functions that meet the SHE standard and are compatible with AUTOSAR 4.2.2/4.4.0. After
unremitting efforts, the first information security software library based on Infineon TC3xx was

finally released in September 2020 - MuNiu CryptolLibrary.
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7= A PRODUCT OVERVIEW

FIMBLF S XTI K& TC3xx ZF1(40 TC39x,TC38x F TC37x &) FF & F9/R 4 Cryptolibrary
BIERE A INEARIR(HSM) A A4 E 14 (zHSM CORE)MIZ 2 A3 M 5 ¥ (SHE CD). MIIZE{4Bx
THEFEIE SHE THEE(FRSEN . WIRMBE . BRINEBERS *3*&5’&\ MEANEAE R &
B, Aoy RELSMEE W HASH. ECC256. ECDSA 1 ED25519 %, SHE CD M &3
BR T X HF AUTOSARA 2.2 RSN, O FHREIE S ARAEY AUTOSAR 4.4.0, EE T INER
— M EIRAE 2K, F13E AUTOSAR IRIEERL .

The MuNiu CryptoLibrary developed by ZC for Infineon's TC3xx series (such as TC39x, TC38x,
TC37x, etc.) includes the kernel firmware (zHSM CORE) of the Hardware Security Module (HSM)
and the customer application interface functions (SHE CD). Besides meeting the regular SHE
functions (key injection, symmetric encryption and decryption, Message Authentication Code
generation and verification, random number generation, and secure boot, etc.), the kernel
firmware can also be extended with various algorithms, such as HASH, ECC256, ECDSA, and
ED25519. In addition to meeting the requirements of AUTOSAR4.2.2, the SHE CD interface
functions can be upgraded to the higher - version AUTOSAR 4.4.0. Moreover, it can even be

integrated as a separate complex driver in a non - AUTOSAR environment.

A&z, A4 Cryptolibrary RIEMIERTAH AURIX2G =&, BERESY EME, TR
BEARNZ A EERETHARLENFTT R, REHETRETFNEELERT K.

In short, MuNiu CryptoLibrary is flexibly applicable to all AURIX 2G products. It has high
expandability, can be upgraded, configured and re - developed according to different customer

project requirements, and ultimately meet the information security needs of different customers.
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REmENTAESR

THRRMEN: HhEEGE FSEEFSR ZEEEFSRNEREESR

MuNiu CryptoLibrary is mainly applied to controllers with information security requirements.
As shown in Figure 2, this product is suitable for the following components in the automotive

electrical and electronic architecture: Powertrain Domain Controller, Body Domain Controller,

Safety Domain Controller, and Information Domain Controller.
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Figure 2 Automotive Electrical and Electronic Architecture

APt A4 Cryptolibrary EEIETF TC3xx BREB BB Th, T PUHE SHE 78
B ENSEREERE AT NERELEINE.

Users can meet the information security functions required for automotive electronic control

units as specified in the SHE standard by integrating MuNiu CryptoLibrary into TC3xx - based

automotive electronic control units.
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4 IR{EtELR R ThEE SOFTWARE MODULES AND FUNCTIONS

R4 Cryptolibrary B EZ 2 AR S (E 3):
The software of MuNiu CryptoLibrary is mainly divided into two parts (Figure 3):

1) HSM RE {4 hn 2 4= 4R & f4(zHSM CORE)

Firmware of HSM (Hardware Security Module) (zHSM CORE)
2) Tricore A9 SHE & 22 IR 5f(zSHE CD)

SHE Complex Driver for Tricore Main Core (zSHE CD)

composite structure Cryptolib /

3
TC3IXX TriCore SW Application Layer JESEEERESE

BIEVIS#ETHRE SHE CDD
ZCRY
MENSESHHSE
ZHSM MCAL

T FE ] 25

MicroController HSM Hardware

3 K4 CryptoLibrary 89 AUTOSAR £ 5§
Figure 3 AUTOSAR Integration of MuNiu CryptolLibrary
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ZSHE CD B4 # CSM H93E O zCRY &1k, 1 HSM i&iflAY zHSM COM Fl zZHSM MCAL &1k
=ATIER, BIEROINENBNE 1.

The zSHE CD contains three sub - modules: the zCRY module which is the interface with
CSM, the zZHSM COM and the zHSM MCAL module which communicate with HSM. The function

descriptions of each module are shown in Table 1.

I 1 A RIR T RE 1

Table 1 Functional Description of Software Modules

B R 1 AUTOSAR TheEEX
Software Module Module Components Layer Function Definition

AT HSM REBEYEEFINIR
ar, NFEAEAE plaR . AES-
128 % (4NE 4)

It utilizes the hardware
accelerators within the HSM,
such as the random number
generator, AES - 128, etc. (as
shown in Figure 4).

FRALIERS Hsm IRE. 5 Hsm
ZHIBIS RSN, Crypto

zHSM CORE
(N2 N1%) zHSM CORE N/A
(Encryption Core)

ZSHE CD 1) zCRY Interface &
(F*¥%) 2) zHSM COM SHE CD Microprocessor Hsm driver,
(Main Core) 3) zHSM MCAL communication driver with
Hsm core, Crypto Interface,
etc.
AREEREEENEAR
CSM 3
(£#x) CSM SERVICE | Interface functions for user
(Main Core) information security
management

maeRsn N E B e Page 6



g' ZH.DDNEKEJ

MBI 5 FITE M

Easy to know Easy to do

Key storage, security
critical Data and
counter in within
dedicated HSM 2x64kB
DFlash*

Dedicated HSM Pflash
— now user
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Figure 4 TC3xx HSM Resources
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R4 Cryptolibrary X5 SHE #r&, F#RARY SHE #8EL, CryptoLibrary ZETIRE LB — LY
R, TEMELXHINFE 2703,

MuNiu Cryptolibrary supports the SHE standard. Compared with the standard SHE,
CryptoLibrary has some functional expansions. The main functions and differences are shown in
Tables 2 and 3.

% 2 R4 Cryptolibrary B9 = Z 18k
Table 2 Main Functions of MuNiu CryptoLibrary

A& CryptoLibrary

Features SHE standard

MuNiu CryptolLibrary

AES 128 ECB v v
AR
AES 128 Cipher

Modes
CBC v v

AES 128
N=RSSINTIRL

' CMAC v v
AES 128 Message

Authentication Code

TABENLEL
Pseudorandom ‘/ \/
BEATL £ Al R number
Random Number BN L
Generator Hardware random / v
number
ZEBL v v
Secure Boot
5K M 10 >50

Non - Volatile Cryptographic Slot

o] 5 K M m g v v
Volatile Cryptographic Slot
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Support for keys that can be used for v
message authentication.
R4 BIME v
Secure Message Authentication
ECDSA v
FEXSFRINE v
Asymmetric ED25519
encryption
Curve25519 / X25519 v
ECDH v
ZIAMNE
K tiati
ey negotiation KDF v
WEPRERSS v
Certificate Chain Verification
RIE BB
Root certificate v
replacement
OCSP response 154
X509 iF B OCSP response v
X.509 certificate verification
NATRFE
Public and Private Key v
Storage
Custom Extension 15
Custom Extension v
Support
SM2 v

kAP
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National
Cryptography SM3 / v
Algorithm

SM4 / v
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FEIRE fERE A

Main functions Explanation

SHE S#RBSAINMRE

, XHFRIN AES-128, 3% ECB 1 CBC M X FRANE
SHE Symmetric Key

_ Symmetric AES - 128, supporting ECB and CBC encryption modes for
Encryption and

, symmetric encryption.
Decryption

SHE CMAC JHE2IAIE
TN RS L

SHE CMAC Message XFRIC AES-128 34 EIAIEHD

Authentication Code Symmetric AES - 128 Message Authentication Code.

Generation and
Verification

SHE CMAC Z£HE
TAUERS

£ SR

SHE CMAC Secure

Message

XHRE® CMACKIE, N AEFEBRERSHXEIENT B
Supports secure CMAC verification, enabling applications to check the

o integrity of security - related data.
Authentication Code

Generation and

Verification

SHE BAXCZ$A% 3K & 128 AL ZAE] HSM B9 RAM, RiF R L2 &Y

SHE Plaintext Key Store a 128 - bit key into the RAM of the HSM without involving
Loading security protocols.

SHE Z$A S XS RAM Z A 17 6 R (N2 M S5 IE)

SHE Key Derivation Wrap (encrypt and authenticate) the exported RAM key.

SHE & T L&l

BAEH FERLEHIE 128 R PFHEE HSM FEF K MEFiERT

SHE Key Loading Use a security protocol to store a 128 - bit key in the non - volatile
Based on Security memory of the HSM.

Protocols

SHE BRI A X P AES 4 B fABEAN S 707 TRNG A%

SHE Random Number Generate pseudo - random numbers using AES, with the seed
Generation generated by TRNG.

SHE 22 B30 WAEN A B EBAY CMAC.

SHE Secure Boot Verify the CMAC of the application startup code.

SHE &&= FRZEMIE AN HSM BikiE 0835

SHE Debug Mode Enable access to the HSM debug interface using a security protocol.
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SHE JRZSIREL
SHE Status Retrieval

FABL SHE JRZS.
Obtain the SHE status.

SHE F S BUH
SHE Command

Cancellation

BUH S RTIEAHITRYRIE.

Cancel the currently executing operation.

SHE $HRIRE
SHE Error Reporting

BRY CSMIRERAEZ SN, EB] IUIAIE AUTOSAR #LHI#R & SHE $Hix
In addition to the CSM return code, SHE errors can also be reported
through the AUTOSAR mechanism.

SHE BT 4b 18 FASR HSM mial iy B {8 TiUE CASBR I, MR & 551%
SHE Timeout Handling| Report an error if the HSM response time exceeds the predefined limit.
IVENCEE S,

(Cipher #1 MAC)
Support for Software
Update (Cipher and
MAC)

RN AN EFTE el PUEAZBH MAC T8k
The cipher and MAC functions can also be used during the update

process of the application software.

R REY1ER
Hardware Random

Number

XFF A AR

Supports the generation of true random numbers.

AES INZE Y f& (OFB,
CFB, CTR, XTS,GCM)
AES Encryption
Extension (OFB, CFB,
CTR, XTS, GCM)

THEFROMY AES R
Supports additional AES modes.

BIRYR

Key Expansion

XY RESHES KRN

Supports the extension of more non - volatile keys.
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5 FECEIFE CONFIGURATION ENVIRONMENT

EC B¥fEE Configuration Environment

B (ZFSh)
Hardware (Supported Chips)

INFINEON SAK-TC3XX

TASKING 6.2R2
TASKING 6.3R1
HighTec 4.9.3.0

iERRIE

Compiler Selection

PHEE T

Evaluation Hardware

TriBoard TC3xx

Lauterbach (Trace32 XXXXX)

Wil R Isystem (IC5XXX)
Debugger PLS (UDE 5.X)
mRETHR

Muni .0.
Configuration Tool IS LS

EERE

Configuration Environment

Win10 64bit/Win7 64bit
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4% 1% 88 % I Configuration Environment —‘

--core=tcl1.6.2 -t -Wa-gAHLs --emit-
locals=-equ,-symbols -Wa-0Ogs -Wa--
error-limit=42 $(ISO_OPTION) --eabi-
compliant --integer-enumeration --
Tasking 4gi%i% I language=-comments,-gcc, +volatile, -
Tasking Compilation Options strings --switch=auto --align=0 --
default-near-size=0 --default-a0-
size=0 --default-al-size=0
O <variants> --tradeoff=4 -g --
source -D_TASKING_C _TRICORE_=1
-0 "$(ELFDIR)/$(PROJNAME).elf" -0
"$(ELFDIR)/$(PROIJNAME).hex":IHEX --
Tasking $%1%3% hex-format=s -t -
Tasking Linking Options D_ CPU__=$(CPU_USED) -Cmpe:vtc
$(LTC_OPTIMIZATION) --error-limit=42
-M -mcrfiklsmnodug
-save-temps=obj $(ISO_OPTION) -ansi
-fno-asm -ffreestanding -Wundef -
Wp,$(ISO_OPTION) -fno-short-enums
-fpeel-loops -falign-functions=4 -
frecord-gcc-switches -fsection-anchors

HighTec ZiE %1 -funsigned-bitfields -ffunction-sections

. oL ) -fno-ivopts -fno-peephole? -
HighTec Compilation Options

nostartfiles -O3 -g3 -W -Wall -
Wuninitialized $(TRIBOARD_DEFINE) -
mtcl62 -D_GNU_C_TRICORE_=1
$(CALLFUNCTION) -1
"$(PRODDIR)/tricore/include/machine"

-0 "$(ELFDIR)/$(PROINAME).elf" -WI,-
Map="$(ELFDIR)/$(PROJNAME).map" -
nostartfiles -WI,--allow-multiple-

HighTec $&1% % definition -WI,--cref -WI,--

HighTec Linking Options oformat=elf32-tricore -WI,--
mcpu=tcl62 -WI,--mem-holes -WI,--
extmap="a" -
L"$(PRODDIR)/tricore/include *
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99 RERTNLSQTIS
SAKFHBRERKME

(M. mMkF]
V3.1.0

ENmAREARLE

20234F08 A31H
20234808 A31H
LEC) L
SRR
2024SR0460398

BE GHENRARP &N B GHEONSAFERRENE) B
Mg, BFERBEAFPONE,. MU EERTFLRE.
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CERTIFICATE OF REGISTRATION OF MU NIU SOFTWARE PRODUCT
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To Be the Global Leading Automotive Basic Software Company i
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