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1 F%E 5= DEVELOPMENT BACKGROUND

BEAFEBFRANVERR, EMEAMNEGNIMREETHSEEEML. BFULM
KM ERFEG ., XERRNSIAABREGERTRANEN, ERNGERTHAOZEH
o AENETFREHRGANENNRNENEY, TP BENNERE, FiE
B 224 (Cybersecurity) f1Zh §E &2 4 (FunctionalSafety) —#£, 2 A AR E R T Ao S5k
RKBER., ANNTX—HkE, BERIRELER (1SO) T 2021 FHE 7 1ISO 21434 #1174, 17
FIXEBEMHNMNE L ERHIESTIER. BEFE (REBEERRERAREX) RET
2024 FTHFIERHEL, #F—THAUTAEFEEREVENEAI S LMEIAE, I ERS
EAEREVE R H AR R KEENK,

With the rapid development of automotive electronics technology, vehicles have
transformed from traditional mechanical devices into highly intelligent, electronic, and network
- connected complex systems. The introduction of these technologies has brought great
convenience to drivers, but at the same time, it has also presented new security challenges. The
electronic control systems of vehicles not only need to deal with the threat of functional failures
but also must guard against potential cyber - attacks. Therefore, just like Functional Safety,
Cybersecurity has become an essential key element in modern vehicle design.

To address this challenge, the International Organization for Standardization (ISO)
introduced the ISO 21434 standard in 2021, which specifically provides guidance and a
framework for the cybersecurity of road vehicles. With the official launch of the "Technical
Requirements for Vehicle - level Cybersecurity” standard in China in the second half of 2024, the

technical specifications and implementation standards in the field of automotive cybersecurity
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have been further refined, marking the entry of the automotive safety field into an era of truly

strict supervision.

composite structure CryptoLib
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2 FEEAMEAR PRODUCT OVERVIEW

HMM B §F X & IR TRAVEO T2G Fr FF X B9 K 4= CryptoLibrary £ 3 il 2 % 32
(CRYPTOGRAPHY)&Y & 44(zCRYPTOGRAPHY CORE), F#ZEIINZMiL4%k CryptoStack (CSM.
CRYIF . CRYPTO . KEYM ) [ & CRYPTOGRAPHY CDD(zCRYPTOGRAPHY COM .
zCRYPTOGRAPHY CRY), K& CryptoLibrary B&7 .2 NIST TR EFRZIE L, 0 AES. HASH.
TDES. ECC #1 TRNG/PRNG %, FEETHMMNRUELEY RT ZMAME X, SRERE
& SM2/3/4. Curve25519/X25519 %, EH ¥ REMETE XTI XNIRMMBE. FEXFRE
ZEREBE. RERBE. £2RSH SecOC %, CryptoStack #1 CRYPTOGRAPHY CDD &7
WEZHFF AUTOSAR 4.4.0 (IRRATE RSN, o] UEA— P BMIE #IRE), 7£IF AUTOSAR IR
B

The MuNiu Cryptolibrary developed by ZC for Infineon TRAVEO T2G encompasses the
firmware of the encryption module (CRYPTOGRAPHY) (zCRYPTOGRAPHY CORE), the encryption
protocol stack CryptoStack (CSM, CRYIF, CRYPTO, KEYM) for the main core, along with
CRYPTOGRAPHY CDD (zCRYPTOGRAPHY COM, zCRYPTOGRAPHY CRY).
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The MuNiu Cryptolibrary not only complies with mainstream international cryptographic

algorithms of NIST, such as AES, HASH, TDES, ECC, and TRNG/PRNG. Based on ZC's software
algorithm library, it has extended a variety of other algorithms, including national cryptographic
algorithms like SM2/3/4, Curve25519/X25519, etc. Additionally, it can expand multiple functions
based on these algorithms, such as symmetric encryption and decryption, asymmetric signature
generation and verification, secure boot, secure flashing, and SecOC.

Besides meeting the version requirements of AUTOSAR 4.4.0, CryptoStack and
CRYPTOGRAPHY CDD can also be integrated as a single complex driver in non - AUTOSAR

environments.

MM E T TRAVEO T2G R R K 4 Cryptolibrary, 707 FM A4 002t W A%
(CryptoStack) f33%: Csm #Eih | Crylf &5k, Crypto ] KeyM #&Ek, FHE T2G
CRYPTOGRAPHY fil Z 1R IR IR R IE AL .

Based on the TRAVEO T2G, ZC provides the MuNiu Cryptolibrary and has added the ZC

MuNiu encryption protocol stack (CryptoStack), which includes the Csm module, Crylf module,
Crypto module, and KeyM module, enabling it to be adapted to the T2G CRYPTOGRAPHY
encryption module driver.
> Csmi&R: TREE AXLERFEEREREASEEEESEE
Csm module: Located in the service layer, it is used to handle the configuration
management and scheduling of user information security tasks.
> Crylf #5R: T ECUHRIE, MT LI Csm R 5 Crypto #HIRZ B ML £RIE
Crylf module: Situated in the ECU abstraction layer, its function is to achieve secure
communication between the Csm module and the Crypto module.
> Crypto 188 WEHHMKE, EA AL Host i 5 Cryptography k] EiREH, 15
[EIFERER 1, SCINANME TR 1E
Crylf module: Situated in the ECU abstraction layer, its function is to achieve secure
communication between the Csm module and the Crypto module.
> KeyM &k mPAEESIERERE, ARIIWEA. EBSREFHEZENRE
Crylf module: Situated in the ECU abstraction layer, its function is to achieve secure
communication between the Csm module and the Crypto module.
M=, A4 Cryptolibrary RIAHIEA TR KR TRAVEC T2G ~m, BAESH KM
JUREARMNE AT EER#TAHREENBTAL, REHEIFEAEANEELZEE XK.
In short, the MuNiu CryptoLibrary is flexibly applicable to Infineon TRAVEO T2G products. It
features high scalability, allowing for upgrade configuration and redevelopment according to
the requirements of different customer projects, ultimately meeting the diverse information

security needs of various customers.
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KR4 Cryptolibrary TEN ATHEFEELXEFTRNESR, AFMmEN TREBFHRIRE
MER: shhiEgdEtls, E5EEEEs, egRE=sEREIE =R,

The MuNiu Cryptolibrary is mainly applied to controllers with information security
requirements. This product is suitable for use in the automotive electronic and electrical
architecture, including power domain controllers, body domain controllers, safety domain

controllers, and infotainment domain controllers.
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AUTOMOTIVE ELECTRONIC AND ELECTRICAL ARCHITECTURE

FR@EidEARSF Cryptolibrary SR EIET TRAVEO T2G AREBIFEITH, TJHRE
AUTOSAR FRE Bl ERVAFBIZ B T EAMER L £,

By integrating the MuNiu CryptolLibrary into the TRAVEO T2G - based automotive electronic
control units (ECUs), users can meet the information security functions required for automotive
ECUs as specified in the AUTOSAR standard.
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4  THEEHHIA FUNCTIONAL DESCRIPTION

4.1 I AR Encryption Protocol Stack
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FLOWCHART OF CRYPTOSTACK

HMARG MM EZER Csm. Crylf. Crypto. KeyM FOMEIRMEL, Csm #EEREITE
& Csmlob XL A A FENESRER AT REHHINE R AT RKIMAES-128. CMAC. HASH.
TRNG &, FHEMHEOHALIER. Crylf MR N EZERSE Csm BREFEHHRE
Crypto IR, BEME. BE. RE. INEFREE, RIPSEIENTEEMNEZML.
Crypto t2R3LEL TRAVEOT2G 4% 5 Cryptography #£R{5 8 EIEHI e . KeyM RIRLIL &
SIEBHNERE, 8#X THEE ECU MBS . IEBBTRE, E# Cryptography RERIKF K 2
$A17f%# Cryptography 2RI X EIHEE .

The ZC MuNiu encryption protocol stack is mainly composed of four modules: Csm, Crylf,
Crypto, and KeyM. The Csm module meets users' requirements for encryption algorithms of
information - security software or hardware, such as AES - 128, CMAC, HASH, TRNG, etc., by
configuring CsmJob, and provides interfaces for users to call.

The Crylf module serves to connect the Csm module in the service layer with the Crypto
module in the hardware abstraction layer. It safeguards data integrity and confidentiality through
security functions like encryption, decryption, verification, and authentication.

The Crypto module enables the transmission of information and data between the main core
of TRAVEO T2G and the Cryptography module.

The KeyM module manages keys and certificates. Its functions include parsing and verifying
the keys and certificates downloaded into the ECU, and connecting to the Cryptography module
driver to store the keys in the protected area of Cryptography.
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4.2 K4 CryptolLibrary MuNiu CryptolLibrary of ZC

K& Cryptolibrary B9 EE D AR D
The software of ZC.MuNiu CryptoLibrary is mainly divided into two parts:

1) Cryptography Al & R & 44(zCRYPTOGRAPHY CORE)
Firmware of the Cryptography Encryption Module (zCRYPTOGRAPHY CORE)

2) Cortex-M4 F#%HJ CryptoStack(CSM. CRYIF, CRYPTO. CRYPTO(SW))

IX X% CRYPTOGRAPHY CDD(zCRYPTOGRAPHY COM. zCRYPTOGRAPHY CRY)
CryptoStack for Cortex - M4 Main Core (CSM, CRYIF, CRYPTO, CRYPTO(SW))

and CRYPTOGRAPHY CDD (zCRYPTOGRAPHY COM, zCRYPTOGRAPHY CRY)

composite structure Cr\rptoLih/

St _
RTE

zZCRYPTOGRAPH
CORE

Tire:- mre -

R4 CRYPTOLIBRARY HJ AUTOSAR 55§

AUTOSAR INTEGRATION OF MUNIU CRYPTOLIBRARY
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CRYPTOGRAPHY i&ifl#J zCRYPTOGRAPHY COM #&ER AN FARER, FIEHRIGTNEENRFE 1,

The CRYPTOGRAPHY CDD contains two sub - modules: the zZCRYPTOGRAPHY CRY module
which is the call interface of the Crypto layer, and the zCRYPTOGRAPHY COM module for

CRYPTOGRAPHY communication. The functional descriptions of each module are shown in Table

1.

1 RAFARIR T BE U A

Table 1 Functional Description of Software Modules

RIFARIR FRERZA

TiREE X

AUTOSAR Layer Functional

Definition

ERHT

CRYPTOGRAPHY

A EREYTE 4 N R

2%, NPEAEE B

88, AES-128%
(ZnE 4)

Software Module Module Components

zCRYPTOGRAPHY CORE

zCRYPTOGRAPHY It utilizes the

(IR 1X) CORE N/A internal hardware

accelerators of
CRYPTOGRAPHY,
such as the
random number
generator, AES -
128, etc. (as shown
in Figure 4).

MabERE
CRYPTOGRAPHY
&z, 5
CRYPTOGRAPHY
1) zCRYPTOGRAPHY BABISIRED .

(F%) CRY CDD Crypto Interface %
2) zCRYPTOGRAPHY
(Main Core) COM Microprocessor

CRYPTOGRAPHY
driver,
communication
driver with the

(Encryption Kernel)

zCRYPTOGRAPHY CDD
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CRYPTOGRAPHY
core, Crypto
Interface, etc.

AREERELEN
f1)0B EEMEDO
B, ATRERE

'%\

SERVICE
CRYPTOSTACK 1) CSM

2) CRYIF ECU ABSTRACTION
;_
(E) 3) CRYPTO

(Main Core) KEYM

Interface functions
for user

MICROCONTROLLER | information

ABSTRACTION security key and
JOB management,

which are used for
configuration
information.

R4 Cryptolibrary 8% #F SHE #r&, FIERAERY SHE #48EE, Cryptolibrary FEIhgE L H— L
TR SRS EEXR, TEMREEXHINE 23,

The MuNiu CryptolLibrary also supports the SHE standard. Compared with the standard SHE,
the Cryptolibrary has some functional expansions, including support for software or hardware

algorithms. The main functions and differences are shown in Tables 2 and 3.

% 2 K4 CryptoLibrary B9 EZEThak
Table 2 Main Functions of ZC.MuNiu CryptoLibrary

A4 CryptolLibrary

Features SHE standard
MuNiu CryptoLibrary

ECB v v
AES 128 CBC 4 v
HIEER v v
AES 128 Cipher Gt
Modes OFB v v

XTS v v
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AES 128
JH BIAUERD
AES 128 Message CMAC v v
Authentication
Code
273 [LiEi 1R
v v
Pseudorandom
BEAEE Al 2%
number
Random Number
Generator TE R 5
/ v
Hardware random
number
ZE_/5Eh v v
Secure Boot
5 KR DIE
] ) 10 >50
Non - Volatile Cryptographic Slot
o] 5 K14 B AL iE v v
Volatile Cryptographic Slot
X ¥ FF UDSOx29 IAIEH4A
Support authentication keys that can be / v
used for UDS0x29.
245 W UDS 0x29 IAIE
Security diagnostic UDS 0x29 / v
authentication
ECC / v
ExFFRIN
Asymmetric RSA / /
Encryption
Ed25519 / /
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ECDH v
Ak
AL o X25519 /
Key Negotiation
KDF v
RSA ZH4ERK
RSA Key /
Generation
RSA &4 1% Y.
RSA Key Storage
ECC &A%
AT ECC Key v
Key Storage Generation
ECC Z A1k v
ECC Key Storage
Custom
Externsion X% v
Custom Extension
Support
SM2 v
E#&EEE
National
_ SM3 v
Cryptographic
Algorithm
sM4 v
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% 3 A4 Cryptolibrary £ SHE I &% BB

Table 3. Mu Niu CryptolLibrary's SHE Function Description

FEINGE

Main Functions

R A

Explanation and Illustration

SHE Xt#R % $A N R
B

SHE Symmetric -
Key Encryption
and Decryption

FFRI AES-128, ¥ ECB #1 CBC IR M FRNzE
Symmetric AES - 128, supporting symmetric encryption in ECB and

CBC encryption modes

SHE CMAC 8 B3\
IERS

ERSRE

SHE CMAC
Message
Authentication
Code Generation
and Verification

HFRI AES-128 3H BIAIERD
Symmetric AES - 128 Message Authentication Code

SHE CMAC &£ iH
BINERS
ERERE
Generation and
Verification of SHE
CMAC Secure
Message
Authentication
Code

XHEFRE CMACKIE, ERBEFEBRELSMEXIIENTEMY
Supports secure CMAC verification, enabling applications to check

the integrity of security - related data.

SHE BAXXZ AR
SHE Plaintext Key
Loading

7% 128 A1 2358 %] CRYPTOGRAPHY £ RAM, 3% R L& il
Store a 128 - bit key into the RAM of CRYPTOGRAPHY without

involving security protocols.

o ijﬂ%”m‘ XS 1 RAM BT B2 (IR S A RID)
o Wrap (encrypt and authenticate) the key exported from the RAM.
Derivation
ERAR SR 128 (L& $AF 57 CRYPTOGRAPHY k5 KM 7=z
SHE B TR E WY Store the 128 - bit key in the non - volatile memory of CRYPTOGRAPHY using
eE i B a security protocol.
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SHE BEHLE 4 X e . ~
£ AES 4 SO BEALEL FF B TRNG A5
SHE Random , _
Generate pseudo - random numbers using AES, with the seed
Number
] generated by TRNG.
Generation
SHE &£ )"ah WUENY A2 BB EY CMAC.
SHE Secure Boot Verify the CMAC of the application startup code.
SHE AiK#E3 FHRZEEBX HSM 33z 089758
SHE Debug Mode Enable access to the HSM debug interface using a security protocol.
SHE JRZSZREX
© FEER SHE JRZ.
SHE Status ,
) Obtain the SHE status.
Retrieval
SHE 7 @ BUH

SHE Command

Cancellation

BUH S BT IEFENATRYRIE.

Cancel the currently executing operation.

SHE $HixiR & BRT CSMIREIRELZSh, E o] UiRId AUTOSAR HlHIHR & SHE fHix
SHE Error Besides the CSM return code, SHE errors can also be reported
Reporting through the AUTOSAR mechanism.

SHE 38 iy 4b 38 JNER HSM i Ry B {8 B T9UE SCAYBR I, MR & 551R

SHE Timeout If the HSM response time exceeds the predefined limit, an error is
Handling reported.

VNGRS &

Software update
support should be
provided (Cipher
#1 MAC)

N AR EFERE P ] UEA BB MAC T8
Cryptography and MAC functions can also be used during the update

process of the application software.

BEHREYL&X

Hardware Random

Numbers

IR RS

Supports the generation of true random numbers.

AES INZY R

AES Encryption
Modes (OFB, CFB,
CTR, XTS,GCM)

ZFEFENIMAY AES iR
Supports additional AES modes.

BT R’

Key Expansion

X REZHIEZ R MEER

Supports the expansion of more non - volatile keys.
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4.3 BZE T E Configuration Tools

W workspace - Classic Designer - ZCMuNiu5.1.0 02CYVMX01010102 - o X
Model Farm Editor  Window Help

YO BREE: S -5~

[ configuration Editors = O [#Basic Editor 3
[textto fiter. J i com ¥4 CsmConfigset ¥ % Primitivelnfos 12] F%* Csm ECCGenKeyinfo » ¥ Csmiobalgorithms [11 ¥
Model
W can ] | v
Index Name ‘CsmJobAlgorithmFamily (CsmJobAlgorithm SecondaryFamily
=1 = CsmJobAlgorithmo ] CRYPTO_ALGOFAM_ECCNIST =] CRYPTO_ALGOFAM_SHA2_256
nfo
& Csm_DECRYPriminfo
~ © Csm ECCGenKeyinfo
© 2 CsmlobAlgorithm [0.1]
© CsmiobAlgorithm0
o
[ Basic Editor B8 Csm_Job_AuditLog_AesDecrypt
[X Properties 12 M ~=0 AUTOSAR Validation £ Tasks 31 Proble Console % Navigator 32 B =0
e = I
< bAl [ fCont: Def] 22 vMX_Cfg

9

Description BECsm JobfIEFRGERLIB S NS

Definition
Status

HMAL CRYPTOSTACK BLE R E
CONFIGURATION INTERFACE DIAGRAM OF ZHICONG MUNIU CRYPTOSTACK
HTHERFOABTEER, I25K4 Cryptolibrary B3 EM, F k& TRAVEO T2G
KB T BMEROECEM, FFELI T AL Cryprolibrary MEEETR. B UREAEF K,
#EEET H L5 Safety Library £MESRARETE, JEREERBXH, BEBRNEE
XAHERE TEFRNT,

To meet the diverse project requirements of customers and enhance the scalability of the

MuNiu CryptoLibrary, Infineon TRAVEO T2G has implemented the configurability of each module
and developed a configuration tool for the MuNiu CryptoLibrary. Customers can, according to
their different needs, complete the configuration of each module of the Safety Library on the
configuration tool. The tool can generate configuration code files, which can then be integrated

into the project.
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5 BCEIME CONFIGURATION ENVIRONMENT

BB

CONFIGURATION ENVIRONMENT

Hardware (Chip) TRAVEO T2G

Compilers Supported Green Hills MULTI v7.1.6

Evaluation Hardware R7F702300 EABA-C

Debuader Lauterbach (TRACE32 2023/02)
99 lsystem (IC5700)

Configuration Tools Muniu_v5.0.5

Configuration Environment Win10 64bit

Green Hills 5% 82 % I

Green Hills Compiler Options

I
O w

-dual_debug # Generation of DWARF debugging
information in the object file (in addition to the GHS .dbo
format) for use with 3rd party debuggers
-C99
-align4
--short_enum
--no_commons
Green Hills 4g733i% 10 --no_alternative_tokens
Green Hills Compilation Options  -asm3g
-preprocess_assembly_files
--preprocess_linker_directive_full
-nostartfiles
-globalcheck=normal
-globalcheck_qualifiers
- -prototype_errors
-Wformat
-Wimplicit-int
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-Wshadow
-Wtrigraphs
-Wundef
-reject_duplicates
-object_dir=objs
:sourceDir=.

--no_wrap_diagnostics

Green Hills §% 3% T

. . . --preprocess_linker_directive_full
Green Hills Linking Options

maeRsn N E B e Page 15



g’f Soe) MBS 5 HITE M

0 AR T B Easy to know Easy to do
6 JEH CERTIFICATES

R AR R EREE R EERE AR ERE R EEEREREEE EEEEEREREERREREREREREREEE

FI”.‘-’*AE%HIIEIEI%'{WR%
R R E (AT

MEFE: HEHFEH103612TH

% & B AAKEEERSRY
[E#k: "MAL]
V4.1.0

= F B A: LRmAREHRRAR

ARG R RENE
B A o B AR

B i %B: 2024SR1632254

W3 (AL R E D A O AL E R T k) B9
HE, ShEENRY SeRE, MU EBEHTUEL.

e |
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AR ZEERNEICIES

CERTIFICATE OF REGISTRATION OF MUNIU SOFTWARE COPYRIGHT
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e e e e = s e »

i ﬁ%ﬁk{# ﬁh
R 4 ™= ik B
Bl AT T BOE ) A CIRPH= RTINS ) BOBRIVE, WD 8, HRILE,
B SRR IR
RIB) e

B4R S 5m7C-2021-0019
B BE

AREERGF=mEICIUER

CERTIFICATE OF REGISTRATION OF MU NIU SOFTWARE PRODUCT

L BAERAEMNEERK T AS

To Be the Global Leading Automotive Basic Software Company S
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