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1 IHEEMEAR FUNCTIONAL OVERVIEW

S32K14x Safety Library BB FHEIER A SLIE F S32K14x LA ThEE L2 E R, Safety
Library EE ST &M, TRREABNE B ERH#TEENBTAL, REFHEEFH)
BEREH K.

The S32K14x Safety Library is designed to assist customers in achieving functional safety
requirements based on the S32K14x platform. The Safety Library is highly scalable and can be
configured and redeveloped according to different customer project requirements, ultimately

meeting the customers' functional safety requirements.

S32K14x Safety Library A3 F 2T S32K14x &R EHE , S MCU NERIELR AT
RANRE L2 2L H A IRE

The S32K14x Safety Library is used to implement the software safety mechanisms of the
S32K14x, including the testing of internal MCU modules and the driving of hardware safety

mechanisms.
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The S32K14x Safety Library can be applied to controllers that require functional safety levels.

For example:

> EEETHER
Body Controller
> EMEERG(BMS)
Battery Management System
> MRS R
Gateway Controller
> FHRRRSR
In-Vehicle Entertainment Module
> EMERG
Tire Pressure Monitoring System
> 1B
Gate Control Unit
> FATEFIRT
Lighting Control Unit
> BTHEEFIFNRS

Electronic Parking Brake System

BITH Safety Library L EIETF S32K14x L& HiE4Ig2th, BJiA %] 1S026262 ASIL-B H% 4R

By integrating the Safety Library into the control based on S32K14kx, it is possible to meet the

ISO 26262 ASIL-D level requirements.
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3 ECEINE CONFIGURATION ENVIRONMENT

Bt E 3£ 18 Configuration Environment

Hardware (Chip)

Compilers Supported

Evaluation Hardware

Debugger

Configuration Tools

Configuration Environment

S32DS ZRiFAF LI

S$32DS Compiler Options

$32 Design Studio for ARM %
TEIRIN
S32 Design Studio for ARM

Compiler Options

S32 Design Studio for ARM %%
EE37 AT

S32 Design Studio for ARM
Linker Options
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S32K144/S532K146/S32K148

S32 Design Studio for ARM(2018.R1) . IAR v8.40.1

S32K144 EVB

Lauterbach (Trace32 R.2018.02)
Isystem (IC5700)

Muniu_v5.0.5

Win7 64bit

-mcpu=cortex-m4 -c —Os -ggdb3 -mcpu=cortex-
m4 -mthumb -mlittle-endian -fomit-frame-pointer
-msoft-float -fno-common -Wall -Wextra -Wstrict-
prototypes -Wno-sign-compare -fstack-usage -

fdump-ipa-all -std=c99

-mcpu=cortex-m4 -msoft-float -mthumb -e _start -

nostartfiles -static -Ic -Im -Igcc -Inosys
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IAR %8515

IAR Compiler Options

--no_wrap_diagnostics --c++ -e --cpu Cortex-M4 --
fpu None --debug --dlib_config --endian little --
cpu_mode thumb -On --no_cse --no_unroll --

IAR 45i% 2 T no_inline --no_code_motion --no_tbaa --no_clustering
i ) --no_scheduling -DCPU_S32K146 -
IAR Compiler Options DAUTOSAR OS_NOT USED ;

DM4_DEVICE_RESERVED_ADDR=0x40080000 --
diag_suppress Pa050
9

IAR §E 3k TR --cpu  Cortex-M4  --fou None -s+ -r -
DSTART_FROM_FLASH -

IAR Linker Options DM4_DEVICE_RESERVED ADDR=0x40080000
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4 FA &5 DEVELOPMENT BACKGROUND

BRI, AELMNBFHESEMEREES, WRFERFNLEMHRERBEXNS, BT H
BRENREMER, AEIRLEERUZINEN, REELE, KREELEEINE
BE LS HIARAE 15026262, H 1, 1SO 26262-5(2018) Clause 8 M4BT 2 MEE: Single-point
fault metric(8 SRR E 2) Latent-fault metricCBEREERE 2). IRIBARH ASIL FHREK,
BRiEEENERMEEEFERIEENFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T HIERIERMCU, IATEFRMCU), R FESRSGT, 1EA SEooC(safety element out
of context)i#{TIRITFHA. MCU AT HEMULREIN 2 MNEEER, FEXLIHENNLEN
#l. MZENEI T o BRI RE AR AFEER P, MCU B9 Safety Frame REEMELI P EE
B LT 2,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated

to software.

ASILB ASIL C ASILD
Single-point fault metric 290 % 297 % 299 %

ASILB ASIL C ASILD
Latent-fault metric 260 % 280 % 290 %
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5 IH8EHHIA FUNCTIONAL DESCRIPTION

5.1 &%= Product Feature

Application

R

. Memo . Complex Driver
System Service ory COM Service
Service
1O Hardware
Abstraction
Interface
ECU Abstraction Memory COM Abstraction
. Abstraction
Interface Interface
Interface
MCU Driver COM Driver 1/O Driver

Microcontroller

> OEAEZIEFNERLE] AUTOSAR A

o
X
4]
35
=)
<

Januq xajdwod

Can be integrated as a complex driver into AUTOSAR .
> HEEHRAENLZEFRER
Meet the different safety level requirements of the controller.
> TEREIIE AUTOSAR B {224
Can be integrated into non-AUTOSAR software architecture.
> BY RN BMERIATEEN, BEAENEFAHR
High scalability: Each module is configurable to meet different customer requirements.
> Safety Library REREE FFift IS 15

Internal Program Flow Monitoring of the Safety Library.

Baemakn I E R Fas Page 6



§T a2 FIMRE 5 F & A

X0 M 1 B Easy to know Easy to do
5.2 E{4%E44 Software Architecture

omposite strudure SAFETYLIBRARYE 3 i 532K14x /

Application

RTE

Test Manager

FLASH Test
WDG Test Power Test

Clock Test eDMA Test
RCM Test Registers Test

ZC Standard Software 3rd Party Software

i B5 FHEHR ik
Module Sub-module Description
e Safety Library B9 &R 85k

Management Test Manager Safety Library Management
Module Module
Core Test Coret AR
Core Detection Module
. DMAZE T HE Bk
eDMA Monitor DMA Detection Module
SIS L ST A 1
}!i!ﬂli\‘,JE SRAM Test SRAM A& 45 j&
Test Library SRAM Detection Module
FLASH#AG | A= B
FLASH T
SH Test FLASH Detection Module
L ER 4G T AR B
Power Test

Power Supply Detection Module
maeRgen S EEME e Page 7
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Clock Test
WDG Test
ADC Test
RCM Test
Register Test
IRKEhE
Driver System MPU Driver
Library
13 R
Common Common
Module

5.3 BZE T A Configuration Tool

File Edit Navigate Search Project Window Help
S ;
tosar Explorer 33 <o *TStM 2
 Demo TstM - TstM Module Manager
stPreRun details

rchical information:

(Right click to add or remove items)

TestList I
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Clock Detection Module
WDGHE T &k
WDG Detection Module
ADCHg A= IR
ADC Detection Module
AN R
Reset Detection Module
T iran AR

Register Detection Module

SMPUIRE]]

SMPU Driver

BAXAEN. MemMapE X%
General Type Definitions,
MemMap Definitions, etc.

TestPreRun_0

Test :[ADCT_MainFunction -

AT HEBEFAHNABTBER, 125 Safety Library 893 B, S32K14X Safety Library 52
MY ENMRROTEEE M, FELIMT Safety Library WNEEET B, B UREARTR, &R
BT H L5 Safety Library FMEHMEE T £, TARREERE X4, BEMRNREXXHF

SEAEITEFRIT,

To meet the diverse project requirements of customers and enhance the scalability of the

Safety Library, the S32K14X Safety Library has implemented the configurability of each module

and has developed a configuration tool for the Safety Library. Customers can complete the

configuration of various modules of the Safety Library using the configuration tool according
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to different needs. They can generate configuration code files, and integrate the generated

configuration files into the project.

5.4 i={7BFYEX Run Phase

MCU_E &
(PowerOn)

i

MCUTF &

(PowerDown)

> TLE1THEX PreRun Phase
LEBYERZ X MCU FY &L I TN, —MRILBYERTE OS Bal Z Bi# 7.
This phase involves testing the safety mechanisms of the MCU, which is generally
conducted before the OS starts up.

» =17 EX Run Phase
L BREERESEITN#HTT, & OSEiTH#HTT, EED MCU % &L HI7E Ll B
TR
This phase takes place during task execution, while the OS is running, and some of the

MCU's safety mechanisms are tested during this phase.
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6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

mREE

Requirement

Collection

HRUUER R
Software
Requirement

Analysis

R BIETT
Software
Architecture

Design

AR
BIiTiRit
Detailed
Software Design

and Unit Design

AT
Software Unit

Testing

LR I EIE 354
A
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Document Description

B R

Customer Requirements Document

BT KA

Software Requirements Analysis
BRDITHAE B

Requirements Analysis Specification
BHRREBIRE

Software Requirements Traceability Matrix
& P RYjE) AR

Customer Issue Communication Form
BRI B

Software Architecture Specification
RG-SR AIB BRTR

Software Architecture Traceability Matrix
BRI AT

Software Module Detailed Design Document
BT RYH

Configuration Tool Review

B FEMRIHE R

Software Detailed Design Traceability Matrix
SafetyLib T2 iFe

SafetyLib Engineering Review

QAC Mk

QAC Analysis Report

Tessy MR E

Tessy Test Report
BT R

Software Unit Verification Strategy
E 30% i

Integration Strategy

ST pdf

Integration Manual (PDF)
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Development

Process
Software
Integration and
Integration

Testing

BAA T
Software
Qualification

Testing

v-Li]

Baengen )R E R Fan

FMER ZAEM

Easy to know Easy to do
D& =t pu

Document Description

& P SRS
Integration Test Strategy
SRR IRE
Integration Test Report
RIRDITIRE

Resource Analysis Report

A& Safetylibrary B & TEERESH
MuNiu.SafetyLibrary Configuration Tool User Guide

Kk Safetylibrary R & T R4 E SIE XY
MuNiu.SafetyLibrary Configuration Tool Software
Configuration Management Document

BN RE

Software Test Report

AN SR

Software Test Strategy

RS

Release documentation
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7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate
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SGS

Tiiv
=1 SAAR
CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

LICENCE HOLDER & MANUFACTURER
GEMEHMIGUNGSINHABER & HERSTELLER

Shanghai ZC Technology Co., Ltd.

Building C, 888 Huanhu West 2nd Road,
Pudong New Area,

Shanghai,

P.R. China

2 )®
W amme

PROJECT NO/-ID

PROJEKT-NR/D

LICENSED TEST MARK

GENEHMIGTES PRUFZEICHEN

CERT. REPORT NO.

ZERTIFIKATSBERICHT NR.

T4A8-AUO1 T4A80002
is an integral part of this certificate.

ASIL D COMPLIANT ist ein integraler Bestandtei dieses Zertifikats

FlJ nvtln nnl Safety

—wwm n-ov-oanr com

SAA
Certified product(s) SafetyFrame
Zerlifiziente(s) Produikt(s) Version 2.1.0

ISC 26262-2:2018
ISO 26262-6:2018
IS0 26262-8:2018
18O 26262-9:2018

Tested according to
Geprifl tach

Technical Data and

Parameter
Technische Daten und Parameter

The judgement of the achieved functional safety for the above-
mentioned SafetyFrame Software is "accepted” according to
above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

ng cemhcate m ‘based on voluntary tests. The compliance of the cerlified product against the requirements of above listed functional safety
b standsrds was evalueted Any changes to the design. components or processing may require repetition of some parls of the certificalion to retain
h quirements of me |es|mg and certification regutations of SGS-TUV Saar GmbH have to be complied, see vraw.5gs-

\Certlflcatlnn Body
for Funcﬂonal Safety &

" Cy‘ner\ Seeurlty
SGS-TUV Saar GmbH

Zemﬁzﬂpmngssrsﬂs fur Fi unkﬂbnaf
Cyhsr Sicherhai

\\\\ §\§
Roference to- \\\\\

BGS Certitication

Munich, Feb 22, 2023

Gudrun Neumann

SGS-TUV Saar GmbH, Hofmanastr. 50,
B1279 Miinchen, Detitschland | Germany
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ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE
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