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1 THEEMEIA FUNCTIONAL OVERVIEW

CYT2B7 Safety Frame M T#H 8% P SLIE T CYT2B7 LA MINEER £ E K. Safety Frame
¥ RE, TMUREARNEZEFNBEZRAETEENHFTLRY, REARERZFNERE

il

~

D

The CYT2B7 SafetyFrame is designed to assist customers in achieving functional safety
requirements based on the RENESAS CYT2B7 platform. The SafetyFrame is highly scalable and
can be configured and redeveloped according to different customer project requirements,

ultimately meeting the functional safety requirements of the customers.

CYT2B7 Safety Frame AT 523l TRAVEO™ T2G R ¥ F |, 45 MCU NEpE
BREGNR FRE A L VL FI B IR SN,

The CYT2B7 SafetyFrame is used to implement software safety mechanisms for the
TRAVEO™ T2G series, including fault testing of internal MCU modules and the driving functions

of hardware safety mechanismes.
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N A%nis APPLICATION FIELD

CYT2B7 Safety Frame SJ iz i T A st L £ FRF R EH=R. Flan:

The CYT2B7 SafetyFrame can be applied to controllers that have functional safety level

requirements. For example:

>

AEESHETIRE

Automotive Body Electronics

REF FEHIER (BCM)

Automotive Body Control Module (BCM)

5 AL M K B9 2 B 1= I HEER (BCM)

Body Control Module with Integrated Gateway (BCM)
REM K

Automotive Gateway

SR7%E LED B HEBAT

Automotive LED Headlights

B34 Safety Frame S E|E T CYT2B7 B942%I7, TIAF] 1SO26262 ASIL-B HIEFREK,

By integrating the Safety Frame into CYT2B7 -based controls, it is possible to meet the
1ISO26262 ASIL-D level requirements.
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https://www.infineon.com/cms/applications/automotive/body-electronics-and-lighting/body-control-modules/
https://www.infineon.com/cms/applications/automotive/body-electronics-and-lighting/body-control-module-with-integrated-gateway/
https://www.infineon.com/cms/applications/automotive/body-electronics-and-lighting/gateway/
https://www.infineon.com/cms/applications/automotive/body-electronics-and-lighting/led-front-lighting/
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3 BLEIRE CONFIGURATION ENVIRONMENT

B & 2A18 Configuration Environment

Hardware (Chip) TRAVEO™ T2G -CYT2B7

] IAR  Embedded Workbench for
Compilers Supported

ARM 8.40.1
Evaluation Hardware KITBoard CYT2B7
Debugger Lauterbach (Trace32 R.2023.02)
Isystem IC5000/1C5700
Configuration Tools Muniu_v5.1.0

Configuration Environment Win10 64bit

#%1%3%1% I Compiler Option

--no_unroll --debug --endian=little --
IAR ZRiFE TR cpu=Cortex-M4 -e --fpu=None --debug --
dlib_config --endian little --cpu_mode thumb -
On --no_cse --no_unroll --no_inline --
no_code_motion --no_tbaa --no_clustering --
no_scheduling
IAR §E 3k TR --cpu=Cortex-M4 -e --fpu=None
DSTART_FROM_FLASH -
DM4_DEVICE_RESERVED_ADDR

IAR Compiler
Options

IAR Linker Options
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4 FFA &= DEVELOPMENT BACKGROUND

BEl, "RELNBEFHEIENEXBESR, WREBFHREMERBHMXES, A TH
EARFHNREMER, AENERTESHRESEEM, REVERE, ARXRELEZNE
BE L MIARAE 15026262, H A, SO 26262-5(2018) Clause 8 27T 2 NEE: Single-
point fault metric(Z S # & E8)H Latent-fault metricOBRIIEEE). HRIEREL ASIL HL5K
2R, BREEENERNEEEFTELIENNFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T EE IR (MCU, XTI MCU), EETESRST, A4 SEooC(safety element
out of context)#{TRITH K. MCUATHEMNELREMN 2 MEEER, FEXIWHENNLE
b, M= H T XD ECERE MR AHER T . MCU R Safety Frame REFERLZ2KI 2 E
M LT LS.

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet
the aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software
modules. The Safety Frame safety library for MCUs is the implementation of safety mechanisms
allocated to software.

ASILB ASILC ASIL D

Single-point fault metric 290 % 297 % =289 %

ASILB AsSILC ASILD
Latent-fault metric 260 % =80 % 200 %
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5 TIheEH A FUNCTIONAL DESCRIPTION

5.1 &%= Product Feature

N FRE

Application Layer Software

Iz Fl =R

Microcontroller

> AEAE RIRNERE] AUTOSAR H

Can be integrated as a complex driver into AUTOSAR.
> ATEMEIGE AUTOSAR B2, R IEERD

Can be integrated into non-AUTOSAR software architectures, with flexible adaptation.
> XHE SN KN A

Supports multi-core testing and application.

> Safety Frame EH RN IPIEF R LTE
Safety Frame has internal program flow monitoring.
> BREM FFAERNIK, EEREMMRHEL SBC B AW T LM SIL ASIL-B B3R
High Safety: Supports self-diagnostics, and when paired with Zhicong Technology's SBC

complex drivers, it can meet the high ASIL-B requirements

> BY RN BFERUTEEBHEIAREFNNAFS
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High scalability: Each module can be configured to meet the application requirements of

different customers.

5.2 ®#{4$%E44 Software Architecture

mmmmmmmmﬁ"ﬁimm/

Application
RTE

Test Manager Wdg Manager

m“

SRAM ECC Test

Flash ECC Test PPU Test
PWM Test SCST Test

IR Mon Test Lin Mon Test

ZC Standard Software 3rd Party Software

LR M Software Architecture
SCIRA T BEAR R

Implemented functional modules:

EEDS FAREIR iR
Module Sub-module Description
IR RAEAE M
‘ ADCTst ADCARER R A4S T . .
Tk EE ADC Module Sampling Inspection
Test Library Code Flashfd 52 214 160
FIsT .
CodeFisTst Code Flash Integrity Check
SmpuTst MPU/SmpuIf1gE #&:M
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eFuseTst

FlashECCTst
lpcTst

MDmaTst
PDmaTst

PPUTst

PwmTst
SCST
SramEccTst

IRMonTst

LinMonTst

_ PwrSsvDrv
IR
Driver
Library CsvDrv

SmpuDrv
SwLib E2E Lib

Wdg BaE  wdglf

Wdg Dri
9 PMEC T Shenrv
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MPU/Smpu Functionality Test
eFuse trim values L &7 fiE#& N
eFuse Trim Values Redundant Storage
Check
Flash ECCIX =N FIECCTHBE A M
Flash ECC Driver and ECC Feature
Detection

BEEHEN T B MR T8 {5 B 8] 8 A
ol
Communication Data Integrity
Verification and Communication
Timeout Detection
MDMARIBIE ZH N
MDMA Redundant Channel
Transmission Test
PDMATT 418 & 2 1
PDMA Redundant Channel Transmission
Test
SMR/ R G A 4 IR R R A
Peripheral/System Component Access
Rights Protection Test
PwmZj i B354
PWM Output Readback Detection
NixB
Kernel Self-Check
SRAM ECCIf1gE#& M
SRAM ECC Feature Detection
o 7
Interrupt Monitoring
Linf% % 45 3240
LIN Transmission Monitoring and
Detection
VDDDFIVDDAES £ B 1 IR 5
VDDD and VDDA Voltage Monitoring
Driver
A i P AR R DR &)
Clock Monitoring Module Driver
Smpu ECE JKz)
Smpu Configuration Driver
E2ERIF ML EE
E2E protection protocol library
EI 1Rz
Watchdog driver interface
SBCit 7 3R 3
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IntWdg Drv
Wdg
Wdg M
Manager g Manager
Test
Test Manager
Manager d
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SBC chip driver
MEBE 115K 5]
Internal watchdog driver
B TOEEER
Watchdog management module

Wi EIEAR LR

Test management module

# 2 CYT2B7 Safety Manual & f MXS:

REYH

Safety
Mechanism

ik
Description

MXS40-9165
MXS40-12752
MXS40-298

MXS40-235

MXS40-5641
MXS40-233

MXS40-226

MXS40-193
MXS40-184
MXS40-9167
MXS40-5625
MXS40-287
MXS40-190

MXS40-185
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ADC Bt &R

ADC Configuration Protection
ADC MUX izt

ADC MUX Test

ADC M

ADC Sampling Test
FENRERE

Power Loss Detection Threshold
Configuration

BOD {8 E s

BOD Low Voltage Detection

A g i = 22 48

Clock Monitor Detection

Rl ERE DR E

Clock Monitor Window
Configuration

Code Flash SEE M &K%

Code Flash Integrity Check
NEEASE S

Kernel Self-Check

BOD . OVD & #FfE

BOD, OVD Redundant Storage
eFuse AP EUR T EMRE
eFuse User Data Integrity Check
E2E {R3F

E2E Protection

Flash Ecc B2 E{FfE

Flash ECC Configuration Enable
FPU &3

FPU Detection

Page 8
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MXS40-9163

MXS40-9162

MXS40-9058

MXS40-424

MXS40-318

MXS40-138

MXS40-5644

MXS40-238

MXS40-8996

MXS40-181

MXS40-294

MXS40-348

MXS40-279

MXS40-8092

MXS40-208

MXS40-319

MXS40-186

MXS40-13046

MXS40-12756

MXS40-12754

MXS40-148

MXS40-258
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IPC JH 2 fRHP
IPC Message Protection
IPC B8R R
IPC Timeout Protection
Lin f£% 52
LIN Transmission Monitoring
MDMA f&4i&
MDMA Transmission Detection
H iyt
Interrupt Monitoring
MPU. SMPU #&:0U
MPU, SMPU Detection
VCCD B & 5 f=
VCCD Voltage Monitoring
o RN S BB B
Overvoltage Detection Threshold
Configuration
PDMA tZ%its
PDMA Transmission Detection
e A
Program Flow Monitoring
PWM % t [B1 352 4 U
PWM Output Readback Detection
RAM ECC & RE
RAM ECC Detection Enable
SCB M55
SCB Monitoring
SMPU L&
SMPU Configuration
SRAM ECC #&
SRAM ECC Detection
TR A
Interrupt Validity Detection
Work Flash £#& 52 #1425
Work Flash Data Integrity Check
CXPI J54%
CXPI Monitoring
HVD B &
HVD Configuration
LVD B2 &
LVD Configuration
PPU 43U
PPU Detection
GPIO [BI3E 47
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GPIO Readback Detection
MXS40-21241  VDDIO 4%
VDDIO Monitoring

5.3 EZE T A Configuration Tool

W runtime-studio.product - Classic Designer - ZCMuNiu5.1.0_02CYVMX01010102 - B8 X
Fle Edit Navigate Project Model Form Editor Window Help

HRUS RREE ¢ -3~ G-~
[ Configuration Editors = O [ "Basi Editor 3 =

[text o iter..

[text o fier.. ]

FuseTst
Ut FlashECCTet Q Test J|Ea -
0 1petst

b+ MDmaTst

4+ PDmaTst

1 Ut

i pwmTst

e PwrssvDrv
e scsT

1 SmpuTtst
1 SramEceTst

[ Properties EG Orf ¥ = 8  BAUTOSAR Validation & Tasks [2] Problems B Console ‘- Navigator
Property. Value Configure Filters...

derived folse Object

editable true
last modified 2024575308 F43:05:04
false

locatian DAMuNiu\runtime-studio,producty1 2.,
name E2E.anml
path 123/ Kib/E2E anan]

; 3379 bytes

AT HERPANARIMEER, RS Safety Frame B3 B, CYT2B7 Safety Frame S2If
TENMEROEEN, FELIMT Safety Frame NEEET R, BEFUREFEARE K, EEE
TR E5EhK Safety Frame EMERIVECE TE, T4 MEERBXMH, BEMNEEXHE
BEI TR,

To meet the varying project requirements of customers and enhance the extensibility of
SafetyFrame, the CYT2B7 SafetyFrame has implemented configurable modules and has
developed a configuration tool for SafetyFrame. Customers can complete the configuration of
various SafetyFrame modules according to different requirements using the configuration tool,
generate configuration code files, and integrate the generated configuration files into the

project.
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5.4 3&5{7BYEX Run Phase

MCU _L #,
(PowerOn)

i

MCUT &

(PowerDown)

> TLE1THEX PreRun Phase
LB R MCU IR &M ST, —RIELFTERTE OS Bahz {7,
This phase involves testing the safety mechanisms of the MCU, which is generally
conducted before the OS starts up.

» =17 EX Run Phase
R EERESEITREST, & OSZfTI#TT, ERERD MCU By £ALHI7E L B
TR
This phase takes place during task execution, while the OS is running, and some of the

MCU's safety mechanisms are tested during this phase.
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6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

mREE

Requirement
Collection
BRUYERRI
Software
Requirement

Analysis

BREMRT
Software
Architecture
Design
AR
BoTi&it
Detailed
Software Design
and Unit Design

BT
Software Unit
Testing

AR R FNER B
iz,
Software

Integration and

Baengen )R E R Fan

XA

Document Description

RS

Customer's requirement document

BRD TG H

Requirement analysis specification
RH-FRIBIRR

Software requirement traceability matrix
& s @aEaR

Customer issue communication form

B R AR

Software architecture manual

B R EIBER R

Software architecture traceability matrix
BAFRER TR ARIR 115 A

Software module detailed design manual
BT RKIT

Configuration tool design

B FAIRITEERR

Software detailed design traceability matrix
Safety Frame T2}

Safety Frame project review

QAC Mk &

QAC analysis report

Tessy MIRXIR &

Tessy test report
BB T I R

Software unit verification strategy
3%

Integration strategy

SEF A pdf

Integration manual (PDF)
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Integration

Testing

BN
Software
Qualification
Testing

&l

Release
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S AL SR
Integration test strategy
SRR &
Integration test report
TR TIRE
Resource analysis report
A4 Safety Frame Bt B T B S
Muniu.Safety Frame configuration tool user
guide
A4 Safety Frame B2 & T BE3FBL B B 12 X4y
Muniu.Safety Frame configuration tool software
configuration management document
B RS
Software test report
B SR
Software test strategy
R XA

Release documentation
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7 IhREZ 4 FUNCTIONAL SAFETY

7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate

SGS
Tiiv
R SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

ZERTIFIKAT NR. SEITE(N}

LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Lid. a '<_' ®

Building C, 888 Huanhu West 2nd Road,

Pudong r\_lew Area, a F " M ifi!i &

Shanghai, |
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR/D GENEHMIGTES PRUFZEICHEM ZERTIFIKATSBERICHT NR.
B —— (-

T4A8-AUO1 | T4A80002 |

ABLDEGRPANT | o ol pan ol e cerieale. JkTt

F\mmunal Safety !

ek
S A AR

Certified product(s) SafetyFrame
Zerlifizierte{s) Produkt(e) Version 2.1.0

Tested accordingto  1SO 26262-2:2018
Gopasitnach I1SO 26262-6:2018
ISO 26262-8:2018
1ISO 26262-9:2018

\ "% Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is “accepted” according to
Technische Deten ynd Feramars: above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

\Tng cemhcate m ‘based on voluntary tests. The compliance of the cerlified product against the requirements of above listed functional safety
b standsrds was evalueted Any chsnges to the design. componants or processing may require repetition of some parls of the certificalion to retain

W irements of the testing and certification regulations of 8GS-TUV Saar GmbH have to be complied, see vavw 505
and WS 59 -fuv-saar.com/ate-muc

Certlflcatlnn Body
for 'Functional | Safety & Munich, Feb 22, 2023
~ Cy‘nar\ Seeurlty ’
SGS-TUV Saar r GmbH

Zemﬁzﬂpmngssrsﬂs fur Fi unkﬂbnaf
Cyhsr Sicherhai
T

Gudrun Neumann

SGE-TUV Saar GmbH, Hofmanastr. 50,
&1279 Miinchen. Detitscaland | Genmany

o
Reference to-
\\\\\

8GS Certificalion, .
Database

15026262 ASIL D CERTIFICATE
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ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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PRSI arN
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AR . EERIMRHREIRAR]
IR - R FBER

iEP4wS i7ZC-2019-0123

B S AF

PSS\ PPN
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vv
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AREBRM=RBILIEB

ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE

L B ERARNIREERMP AT

To Be the Global Leading Automotive Basic Software chpqny
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