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1 FEEE DEVELOPMENT BACKGROUND

BEREEBFRANCEAR, FWMELEMNEZENNMERETASESRML. B4
BMAEFRGE., XERARMSINAZREETRTRANEN, ERNBGHERXRTHHZEHK
o RENBFRFAREANENNNERENER, EAAREEENNER S, BE
B %24 (Cybersecurity) # I 8E 224 (FunctionalSafety) —#f, 2 B A M AR ZE & I A o] s B A
KEEER. ANTX—Hhik, BEFRRERAR (1ISO) F 2021 FHE T 1SO 21434 17k, &)
FNEREMAIMNEZLRBIESHER., BEFE (REBEEELERAER) RAET
2024 FETHFFIERHEL, #F—FTHA T AEFEERETENBRAN S LHetcg, FEFRE
EARAELETEBENREREENK,

With the rapid development of automotive electronics technology, vehicles have
transformed from traditional mechanical devices into highly intelligent, electronic, and
networked complex systems. The introduction of these technologies has brought great
convenience to drivers, but at the same time, it has also presented new safety challenges. The
electronic control systems of vehicles not only have to deal with the threat of functional failures
but also must guard against potential cyberattacks. Therefore, Cybersecurity, like Functional
Safety, has become an essential and crucial element in modern vehicle design.

To address this challenge, the International Organization for Standardization (ISO)
introduced the ISO 21434 standard in 2021, which specifically provides guidance and a

framework for the cybersecurity of road vehicles. With the official launch of the "Technical
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Requirements for Vehicle Information Security" standard in China in the second half of 2024, the

technical specifications and implementation standards in the field of automotive information
security have been further refined, marking that the automotive safety field will enter an era of

truly strict supervision.
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2 FEEAMEA PRODUCT OVERVIEW

HIMBHEL B = RH850 U2A FRrFF R B9 Cryptolibrary £13EE {4 hn 224812 (ICUM)EY A
% E 4 (zICUM CORE), FH#HIERREWiN4% CryptoStack (CSM. CRYIF. CRYPTO. KEYM)
A% ICUM CDD(zICUM COM. zICUM CRY), AZEHERT HE NIST ERERZEREZL, 0
AES. HASH. ECC #1 TRNG/DRNG %, #BB&EZBEX SM2/3/4, Xuf BEMETE X
ITIgE: WHRMMEE. ENRERERSHBE. 2B, 2R EHM SecOC F.
CryptoStack F1 ICUM CDD B 7 i# 2 X35 AUTOSAR 4.4.0 AR AT RSN, BT UMERD— B
S ZXIK%), 7E3F AUTOSAR IREEERL .

ZC Technology has developed the MuNiu CryptolLibrary for Renesas RH850 U2A. It includes
the kernel firmware (zZICUM CORE) of the Hardware Encryption Module (ICUM), the Cybersecurity

maeRsn N E B e Page 2



éf e HMELR 7 H &M

A0 A 8 B Easy to know Easy to do
Protocol Stack CryptoStack (CSM, CRYIF, CRYPTO, KEYM) of the main core, and ICUM CDD
(zZICUM COM, zICUM CRY). The kernel firmware not only meets the mainstream international
cryptographic algorithms of NIST, such as AES, HASH, ECC and TRNG/DRNG, etc., but also
contains the domestic cryptographic algorithms SM2/3/4. It can also extend a variety of
algorithm-based functions: symmetric encryption and decryption, asymmetric signature
generation and verification, secure boot, secure flashing and SecOC, etc. Besides meeting the
version requirements supporting AUTOSAR 4.4.0, CryptoStack and ICUM CDD can also be used
as a separate complex driver for integration in a non-AUTOSAR environment.

AMMEF RH850 U2A 1R A AR 4 Cryptolibrary, 71T &1 M A £ 0 5 1 I 3%
(CryptoStack) B3E: Csm #&ik . Crylf ##2. Crypto #EIEF KeyM &1k, FHE5 RH850 U2A
RAZERN B .

ZC, based on RH850 U2A, provides the MuNiu CryptoLibrary and adds the ZC MuNiu
Cybersecurity Protocol Stack (CryptoStack), which includes: Csm module, Crylf module, Crypto
module and KeyM module, making it compatible with the RH850 U2A kernel driver.

> Csmigsh: FREE FAXLEAFGEEReAESKEEESAER

Csm module: Located at the service layer, it is used to handle the configuration

management and scheduling of user information security tasks.

> Crylf #t: IF ECUMKRE, FATLIL Csm i85 Crypto iR BH R £E(E

Crylf module: Located at the ECU abstract layer, it is used to achieve secure

communication between the Csm module and the Crypto module.

> Crypto 185 BHHRE, 1EAAKI Host ik 5 lcum RIXEIEIEZ 5, 151048 XED
fr, SRILINEEIRIE

Crypto module: Located at the Hardware Abstract Layer, its function is to achieve data
transfer between the Host side and the lcum kernel, access relevant components, and

perform encryption and decryption operations.
> KeyM t&3R: HAEESIERERE, AXXIERA. EBSREFHEZENTE

KeyM module: Responsible for key management and certificate management, it is used

to achieve the interaction between keys, certificates and the underlying storage.

EmEz, KF CryptoLibrary ROEHIE A THE RHB50 U2A =@, BAESY R’ TIX
RIEBARME DB ZRETHRLENFTAL, REHFEFTREFNEELLEER.

In short, the MuNiu Cryptolibrary can be flexibly applied to Renesas RH850 U2A products
and has high extensibility. It can be upgraded, configured and redeveloped according to the
requirements of different customer projects, ultimately meeting the information security needs

of different customers.
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3 [N FfIE APPLICATION FIELDS

K& Cryptolibrary TERATEFEELETRKINEFR. AF-REN TREBFESRE
MER: shhiEiEd=s, ESERTR, egEflesRiEaERs s

ZC.MuNiu CryptolLibrary is mainly applied to the controllers with Cybersecurity requirements.
This product is suitable for the following components in the automotive electronic and electrical
architecture: Powertrain Domain Controller, Body Domain Controller, Safety Domain Controller,

and Information Domain Controller.
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AUTOMOTIVE ELECTRONIC AND ELECTRICAL ARCHITECTURE

R PF@iE A4 Cryptolibrary ERFIET RH850 U2A HOREBHIT#E T, TRUHRE
AUTOSAR tREE Tl E R EBRIZ R T EENER L&,

By integrating ZC.MuNiu CryptoLibrary into the automotive electronic control unit based on
RH850 UZ2A, users can meet the Cybersecurity functions required for automotive electronic
control units as specified in the AUTOSAR standard.
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4 IfgEHEA FUNCTIONAL DESCRIPTION

4.1 IEFBIAR Encryption Protocol Stack
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HMARG MBI EZER Csm. Crylf. Crypto. KeyM FOMEIRMEL, Csm #EEREITE
B Csmlob RXIMAAMBNERLEMEE AT R AES-128. CMAC. HASH. ECC.
TRNG %, FHRMHEOHAFIER. Crylf MRINEAEZERSE Csm RREEARRE
Crypto IR, BEME. BE. RE. INEFREE, RPHIENTEEMNEZME.
Crypto #£E 503 RH850 U2A EAZ 5 lcum MNERZESEIENEH . KeyM RSP SIE
PHEE, SFENTHH ECU MBS, IEBHBITRE, EE ICMU RZENEZAFMHEH
ICMU R4 X IHFH8E

ZC.MuNiu Encryption Protocol Stack is mainly composed of four modules: Csm, Crylf, Crypto,
and KeyM. The Csm module realizes users' Cybersecurity encryption algorithm requirements
such as AES - 128, CMAC, HASH, ECC, TRNG, etc. by configuring CsmJob, and provides interfaces
for users to call. The function of the Crylf module is to connect the service - layer Csm module
and the hardware - abstraction - layer Crypto module. Through security functions such as
encryption, decryption, verification, and authentication, it protects the integrity and
confidentiality of data. The Crypto module realizes the transmission of information data between
the main core of RH850 U2A and the lcum encryption kernel. The KeyM module realizes the
management of keys and certificates. It includes functions such as parsing and verifying the keys
and certificates downloaded into the ECU, and connecting to the ICMU kernel driver to store the

keys in the protected area of the ICMU.
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4.2 K4 Cryptolibrary MuNiu CryptoLibrary of ZC

K& Cryptolibrary B9 EE D AR D
The software of ZC.MuNiu CryptoLibrary is mainly divided into two parts:

1)ICUM ®& {4 hn 2 = 3R & 14(zICUM CORE)
Firmware of ICUM Hardware Encryption Module (zICUM CORE)

2) RH850 G4MH ZE1ZHJ CryptoStack(CSM. CRYIF. CRYPTO. CRYPTO(SW))
X% ICUM CDD(zICUM COM. zICUM CRY)

CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)) on the RH850 G4MH main core, and ICUM
CDD (zICUM COM, zICUM CRY)

composite structure CryptolLib /

S _
RTE

ZICUM CRY

2ZICUM CORE
CRYPTO CRYPTO(SW) zICUM COM

-

R4 CRYPTOLIBRARY HJ AUTOSAR 55§

AUTOSAR INTEGRATION OF ZC.MUNIU CRYPTOLIBRARY
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ICUM CDD 3% Crypto EIEH# O zICUM CRY #3120 ICUM BiFLAY zICUM COM &3k 7%

MR, BRIEROENBOR 1,
The ICUM CDD consists of two sub - modules: the zICUM CRY module which contains the
call interface for the Crypto layer, and the zICUM COM module for ICUM communication. The

functional descriptions of each module are shown in Table 1.

1 KRR T BE I A

Table 1 Functional Description of Software Modules

RIFARIR FRERZA MY

Module AUTOSAR Layer

Software

Functional Definition
Module Components

fF7T ICUM REZRASREMHN
WER, WFEVLEE ALES .

zICUM CORE AES-128 % (N 4)
(IR %) It uses the hardware
ZICUM CORE N/A accelerators inside the
(Encryption ICUM, such as the random
Kernel) number generator, AES -
128, etc. (as shown in Figure
4).

WAbIESR ICUM Em. 5
ICUM 1% By 1@ 15 X =) .

zICUM CDD 1) zICUM Crypto Interface &
CRY
(%) 2) ZICUM CDD Microprocessor ICUM
(Main Core) COM Driver, Communication

Driver with ICUM Core,
Crypto Interface, etc.

BREEXEZHAF JOB

EFEENEORE, ATE
SERVICE BEE

CRYPTOSTACK 1) CSM E¥S

2) CRYIF ECU ABSTRACTION

Interface functions for user

() 3) CRYPTO At : : k
- MICROCONTROLLER INformation SeCU”ty ey
(Main Core) KEYM ABSTRACTION and JOB management,

which  are used for
configuration information.

K& CryptoLibrary 83 %5 SHE #r4, FARER) SHE 48EE, CryptoLibrary FEINEE L —LE
VR, ORRESEGEEXR, FTEMREAXH K 23,
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The ZC.MuNiu CryptolLibrary also supports the SHE standard. Compared with the standard

SHE, the Cryptolibrary has some functional expansions, including support for software or

hardware algorithms. The main functions and differences are shown in Table 2 and Table 3.

% 2 K4 CryptolLibrary B9 ZEThak
Table 2 Main Functions of ZC.MuNiu CryptoLibrary

A& Cryptolibrary

Features SHE standard
MuNiu CryptolLibrary
ECB v v
AES 128 CBC v Y
EIIEL
_ CFB 4 4
AES 128 Cipher Modes
OFB v v
XTS v v
AES 128
:\ E\\ AL fi
/ﬁ,._. 'LAIIEEE.II v v
AES 128 Message CMAC
Authentication Code
AREAER
v v
Pseudorando
A& 4 ok 25 m number
Random Number -
Generator AT
Hardware / v
random
number
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A4 Cryptolibrary

Features SHE standard

MuNiu CryptolLibrary

ZERH; Y Y
Secure Boot
EZKEBIEE

. ) 10 >50
Non - Volatile Cryptographic Slot
o 5 KM HiLiE S, S,
Volatile Cryptographic Slot
X # BT UDS0x29 TAIE#4A
Support authentication keys that can be / v

used for UDS0x29.

L £iS M UDS 0x29 TAIE
Security diagnostic UDS 0x29 / v
authentication

ECC / v
FEXSFRINZE
Asymmetric RSA / v
Encryption
Ed25519 / v
ECDH v v
At
D o X25519 / v
Key Negotiation
KDF v v
RSA AR
ATfFiE
il $ RSA Key / v
Key Storage )
Generation
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A4 Cryptolibrary

Features SHE standard
MuNiu CryptolLibrary
RSA Z A 71k
RSA Key / v
Storage
ECC B4R
ECC Key / v
Generation
ECC Z4AT#fi
ECC Key / v
Storage
Custom
Externsion X
N / v
Custom
Extension
Support
SM2 / v
EHEE
National
Cryptographic SM3 / Y
Algorithm
SM4 / v
% 3 K4 Cryptolibrary # SHE Th &g BF
Table 3. Mu Niu Cryptolibrary's SHE Function Description

FEINRE

Main Functions

AR AR

Explanation and lllustration

SHE FR& SA AR
SHE Symmetric - Key
Encryption and
Decryption

XHFRI AES-128, ¥ ECB #1 CBC i3I #R Nz
Symmetric AES - 128, supporting symmetric encryption in ECB

and CBC encryption modes
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R B

Explanation and lllustration

SHE CMAC 8 2IANIEHS
£ E5R%

SHE CMAC Message
Authentication Code
Generation and

Verification

SFFRTN AES-128 JH BIAILHG
Symmetric AES - 128 Message Authentication Code

SHE CMAC L £ 2IAIE
i

ERS5RE

Generation and
Verification of SHE CMAC
Secure Message
Authentication Code

XH%E CMAC WIE, EEREFEBRES
BN

Supports secure CMAC verification, enabling applications to

EXEES 5 ETELN

check the integrity of security - related data.

SHE BAXXZAFEH 7% 128 AL AR ICUM B9 RAM, RH R REWH N
SHE Plaintext Key Store the 128 - bit key into the RAM of ICUM, without
Loading involving security protocols.
XS RAM B AR TT B E(INE M S0 5IE)
SHE Z5ASH Wrap (encrypt and authenticate) the key exported from the

SHE Key Derivation

RAM.

fERZEHIE 128 (AL E $AFMHEE ICUM FE5 R Mt iE=R T

SHE EF &2 £ il %4l Store the 128 - bit key in the non - volatile memory of ICUM
B8] using a security protocol.
SHE BB 04 B 5 AES L THRENLEL FAF B TRNG 4B

SHE Random Number

Generation

Generate pseudo - random numbers using AES, with the seed
generated by TRNG.

SHE &£ B350
SHE Secure Boot

KN 2B s Ay CMAC.
Verify the CMAC of the application startup code.

FRZL LB X ICUM i i O 5[

SHE &&= Enable access to the ICUM debug interface using a security
SHE Debug Mode protocol.
SHE JR7ZSZREX PR SHE JRZS.

SHE Status Retrieval

Obtain the SHE status.

SHE iy QBUH

BUH S BT EARITHIRIE,
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FEINRE R B
Main Functions Explanation and lllustration
SHE Command Cancel the currently executing operation.
Cancellation

BT CSMIREIRRAL Z4h, 0] EiT AUTOSAR #HLHIHR &

SHE $&1%
SHE iRk & Besides the CSM return code, SHE errors can also be reported
SHE Error Reporting through the AUTOSAR mechanism.

AR ICUM M iy B (8] 81 T X B9BR I, #R &5 $EiR
SHE i iy 4b 38 If the ICUM response time exceeds the predefined limit, an
SHE Timeout Handling error is reported.

VAR B

Software update support

N AR AR SIS A2 o] U A A5 A1 MAC ThEE

. Cryptography and MAC functions can also be used during the
should be provided

(Cipher #1 MAC)
T BEYL I

Hardware Random

update process of the application software.

SIFE A BELEL

Supports the generation of true random numbers.
Numbers

AES &Y F&
AES Encryption Modes

(OFB, CFB, CTR, XTS,GCM)

S FFESMY AES AR T
Supports additional AES modes.

BT R XHFY REZNES R MR
Key Expansion Supports the expansion of more non - volatile keys.
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ithms (11 P

"
Y Can %] |

z E“"" Index Name
=0 =) CsmJobAigorithm0

CsmJobAlgorithme amily
=] CRYPTQ_ALGOFAM_ECCNIST

[ A

050000000000
o

00099

<
©

Csm.JobAlgorithm SecondaryFamily
=] CRYPTO_ALGOFAM_SHAZ_256

[ Properties 12 Mm~=0 TOSAR Validation &) Ta Console % Navigator 18

hm [ fContainerDef] 5 vviX_Cfg

RECsm JobtIEERHER IR SHE

SIMAL CRYPTOSTACK e B A EE

CONFIGURATION INTERFACE DIAGRAM OF ZHICONG MUNIU CRYPTOSTACK
HTHBERFNARIMBER, 125 /K4 Cryptolibrary 9% EM, IHF= RH850 U2A LIR
TRNMERTEREM, FHESSWM T A4 CryptoLibrary HIEEETEH., BAURIBARER, &
BoE T H F5eak Safety Library FMERMNEE T/E, TTEREEREXY, BERNEEX

& E TREPRIT,

To meet the diverse project requirements of customers and enhance the expandability of
the Muniu Cryptolibrary, Renesas RH850 U2A has achieved the configurability of each module

and developed a configuration tool for the Muniu CryptoLibrary. Customers can, according to

their different needs, complete the configuration of various modules of the Safety Library on this

configuration tool. It is capable of generating configuration code files, which can be integrated

into the project.
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5 BCEIME CONFIGURATION ENVIRONMENT

BCEIfR

Configuration Environment

Hardware (Chip) RH850 U2A

Compilers Supported Green Hills MULTI v7.1.6

Evaluation Hardware RH850 U2A R7F702300 EABA-C

Debudager Lauterbach (TRACE32 2023/02)
99 lsystem (IC5700)

Configuration Tools Muniu_v5.0.5

Configuration Environment Win10 64bit

Green Hills 5% 82 % I

Green Hills Compiler Options

-mcpu=RH850-U2A -¢c-0Os -ggdb3 -mcpu= RH850-
Green Hills 4gi¥%i%In U2A -mthumb -mlittle-endian -fomit-frame-pointer
Green Hills Compilation -msoft-float -fno-common -Wall -Wextra -Wstrict-
Options prototypes -Wno-sign-compare -fstack-usage -

fdump-ipa-all -std=c99

Green Hills $% &% 0 -mcpu= RH850-U2A -msoft-float -mthumb -e _start

Green Hills Linking Options -nostartfiles -static -Ic -Im -lgcc -Inosys
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6 JEH CERTIFICATES

R AR R EREE R EERE AR ERE R EEEREREEE EEEEEREREERREREREREREREEE

FI”.‘-’*AE%HIIEIEI%'{WR%
R R E (AT

MEFE: HEHFEH103612TH

% & B AAKEEERSRY
[E#k: "MAL]
V4.1.0

= F B A: LRmAREHRRAR

ARG R RENE
B A o B AR

B i %B: 2024SR1632254

W3 (AL R E D A O AL E R T k) B9
HE, ShEENRY SeRE, MU EBEHTUEL.

e |
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AR ZEERNEICIES

CERTIFICATE OF REGISTRATION OF MUNIU SOFTWARE COPYRIGHT
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iR 4 F T IIE B
Z1PE MR EELEERE R EELEEIVIO &8 (H—SHETE = FNERLE

Bl ERIETECR) M (S =RiEbe ) BEXNE, TEARM~m, FRIHT,

RIS : g RHEIRAR
AR iy P
UEBIRS 57C-2021-0019

B MW AE

AREERGF=REICUER

CERTIFICATE OF REGISTRATION OF MU NIU SOFTWARE PRODUCT

 BASRSENIREEMB AT

To Be the Global Leading Automotive Basic Software Company -
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