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1 IHEEMEA FUNCTIONAL OVERVIEW

ST SPC58NH Safety Library I F #B1%Z A LI E T SPC58NH F S TR LS E K, Safety
Library EESH B, TMREABNE AIEZRATEEMNHFTAL, REHIEANI
RreFK,

The ST SPC58NH Safety Library is designed to assist customers in achieving functional
safety requirements based on the SPC58NH platform. The Safety Library is highly scalable and
can be configured and redeveloped according to different customer project requirements,

ultimately meeting the customers' functional safety requirements.

SPC58NH Safety Library F3F-SEEL SPC58NH R AL &AH . B85 MCU AEBIEERAYNIH
MRE = = H HIRE]

The SPC58NH Safety Library is used to implement the software safety mechanisms of the
SPC58NH, including the testing of internal MCU modules and the driving of hardware safety

mechanisms.
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2 Ry FA%niE APPLICATION FIELD

SPC58NH Safety Library SJ Y I FANE R & FR T RNIEFI=. FI:
The SPC58NH Safety Library can be applied to controllers that require functional safety levels.
For example:

> BAEG R
Motor Controller
> EEERL(BMS)
Battery Management System
> RERZNH
Chassis System Applications
> BRREEF(ESC)
Electronic Stability Control
> BB E (EPS)
Electric Power Steering
> RE|REMERRERNA
Chassis Domain Line Control System Applications
> EAH A
Radar Applications

BId ¥ Safety Library St & F SPC58NH I Hlgs A, 1A% 1S026262 ASIL-D HIFRE
*O

By integrating the Safety Library into the control based on SPC58NH, it is possible to meet the
ISO 26262 ASIL-D level requirements.
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3 ECEINE CONFIGURATION ENVIRONMENT

Bt & 2R 18 Configuration Environment

Hardware (Chip) SPC58NH

Compilers Supported Green Hillsv7.1.4

Evaluation Hardware SPC58NH

Debugger Lauterbach (Trace32 R.2018.02)

Isystem (IC5700)

Configuration Tools Muniu_v4.4.0

Configuration Environment Win10 64bit

Green Hills v7.1.4 457 8%1% 0

Green Hills v7.1.4 Compiler Options

R EIE T
Complier
options

SR
Linker

Options

-a -archive --arm -asm=<args> -[no]bigswitch -c -
check -cpu=<cpu_name>-D<name>[=<val> --
diag_suppress -dual_debug -dwarf2 -E -
entry=symbol -farcalls -fsoft

-fnone -G -H -I<dir> -L<dir> -I<name> --long_long
-Ink=<arg>  -listf=name] -list/<type> -map[=name]
-nofloatio  -noobj -nostartfiles -no_misalign_pa-nostdlib
-obj -0 name

-Ospeed -Ospace -O -object_dir="my -0l -
Ol=name,...

-OL -Onopeep -P -p -pg -passsource -S -syntax
-thumb  -U<name> -v -w -# CXX_ENV CXX
CFLAGS_VECTOR_MAKESUPPORT
CXXFLAGS_VECTOR_OPTIONS
CXXFLAGS_CUSTOMER_OPTIONS —Igcc -Ic

-dwarf2 --entry=symbol -map[=name] -Ink=<arg> -L<dir>
-nostartfiles -object_dir="my" -T <scriptfile> --
preprocess_linker_directive_full -
map=$(PROJECT_NAME).map
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4 FFA &= DEVELOPMENT BACKGROUND

BRI, AELMNBFHESEMEREES, WRFERFNLEMHRERBEXNS, BT H
BRENREMER, AEIRLEERUZINEN, REELE, KREELEEINE
BE LS HIARAE 15026262, H 1, 1SO 26262-5(2018) Clause 8 M4BT 2 MEE: Single-point
fault metric(8 SRR E 2) Latent-fault metricCBEREERE 2). IRIBARH ASIL FHREK,
BRiEEENERMEEEFERIEENFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T HIEFIERMCU, AT EFRMCU), EEFHESRSGT, 1EA SEooC(safety element out
of context)#fTIRITH%. MCU AT HEULIREIN 2 MNEEERK, FEXWHENHZEA
#l. MZEy e o R RE SR P, MCU (Y Safety Frame REERE LI A EE
B LR 2,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated

to software.

ASILB ASIL C ASILD
Single-point fault metric 290 % 297 % 299 %

ASILB ASIL C ASILD
Latent-fault metric 260 % 280 % 290 %
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5 IH8EHHIA FUNCTIONAL DESCRIPTION

5.1 &%= Product Feature

Application

R

. Memo . Complex Driver
System Service ory COM Service
Service
1O Hardware
Abstraction
Interface
ECU Abstraction Memory COM Abstraction
. Abstraction
Interface Interface
Interface
MCU Driver COM Driver 1/O Driver

Microcontroller

> OEAEZIEFNERLE] AUTOSAR A

o
X
4]
35
=)
<

Januq xajdwod

Can be integrated as a complex driver into AUTOSAR .
> REIEHR ASIL-D FF3K
Meet the ASIL-D requirements of the controller.
> TEREIIE AUTOSAR B {4224
Can be integrated into non-AUTOSAR software architecture.
> BY RN BMERIATEEN, BEAENEAHR
High scalability: Each module is configurable to meet different customer requirements.
> Safety Library Waf#2 il i

Internal Program Flow Monitoring of the Safety Library.
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5.2 #{4%E4 Software Architecture

composite structure SAFETYLBRARY E K £ 5 mm/

Application

Core Self Test

e
=

ZC Standard Software J 3rd Party Software ST Core Self Test J

’
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Description

BB

Management
Module

i
Test Library

L)
Driver Library

Core HiR&EIR
Core
Self-Check
Module

1B AR
Common
Module

Test Manager

BIST Test

Cmu Test

RegCmpTst Test

FCCU Test

ADC Test

Reset Test

Timer Test

Int Test

SMPU Driver

Cmu Driver

McuConfigDrv

FCCU Driver

Core self Test

Common

Baengen )R E RS Fan

Safety Library B9 12
Management of the Safety Library

BISTAZ R IR

BIST Detection Module
CMUBRY $4a M AR 1R

CMU Clock Detection Module
TR MR

Register Detection Module
FCCUAMIAE IR

FCCU Detection Module
ADCHE AR R

ADC Detection Module
AN R

Reset Detection Module
TTBY A U AR R

Timer Detection Module

FR TS T AR R

Interrupt Detection Module
SMPUIRZ]

SMPU Driver
CmuZ & &3k

Cmu Configuration Module
JEENEC B iE

Boot Configuration Module
FCCUBKZ

FCCU Driver

#f7Core B#&
Execute Core Self-Check

BALBEN . MemMapE X%
General Type Definitions,
MemMap Definitions, etc.
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5.3 EZE T A Configuration Tool

W 02_MuNiuWorkSpace - Classic Designer - ZC MuNiu v4.4_12ENSET03010101 - 0 X
File Edit Navigate Search Project Model Form Editor Validate Run Window Help

- @ S E Q- i oD

[ Configuration Editors = B [# Basic Editor & = g
text to filter... fccu_Control_0 [JAUTOSARIFcculFccuConfig Setifccu_Control]
| Base Servi Models A
ase syervices - - !. Cmu
Communication ¥ ~ W Ty [ Name fecu_Control 0
" : - ~ 8 CrmuGeneral [1..1]
Dianngsticy ¥ & CrmuGeneral 0 debugEnable FALSE =
v b Ecc
v b Ece lockType FCCU_LOCK_TYPE_NO_LOCK >

v 8 EccGeneral [1.1]
S Ecclieneral 0 irqEnableType FCCU IRQ_EN_NOIRQ v

v b ExceptionHdl

v 4+ ExceptionHdl cfgTimeout 7 N
v 8 ExceptionHd|General [1.1] )
S ExceptionHdIGeneral 0 D] neffimeout 0
v B Fecu
?* feeu filterBypass FALSE v
- v 8 FecuGeneral [1.1]
[ Basic Editor & FecuGeneral 0 filterWidth ECCU_FILTERWIDTH_UP_TO 50 US v
- FecuConfigSet [0..1
[ Properties &2 B v 8 FecuConfigSet [0-1]
. v @ FecuConfigSet_ 0
—_ - =
=5 g © foeu_NefConfig [128.128]
Property Value v B8 fecu_Control [1.1]
B8 feeu Contral 0 e
< >
8 AUTOSAR Validation = g
Configure Filters.. =
0 errors, 0 warnings, 0 infos
Description Object URI Resource  EObjectType
< >

BERAWAEIEER, 123 Safety Library 98 &, SPC58NH Safety Library 52
EJLT%N@iJ&‘mE% M, FELIMT Safety Library WEEE T R, X UREARFR, FEEC
BT A E5ERK Safety Library £ MERECE T 6, TTERERERE M, B4 MNEEHF
EREI TP,

To meet the diverse project requirements of customers and enhance the scalability of the
Safety Library, the SPC58NH Safety Library has implemented the configurability of each
module and has developed a configuration tool for the Safety Library. Customers can complete
the configuration of various modules of the Safety Library using the configuration tool
according to different needs. They can generate configuration code files, and integrate the

generated configuration files into the project.
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5.4 3&5{7BYEX Run Phase

MCU _L #,
(PowerOn)

i

MCUT &

(PowerDown)

>  TLE1THEX Pre-Run Phase
LEBTERZE X MCU By &ML FI#ETMI, HFiE T FCCU 28 Normal JR7ZS, —RRULBTERTE
OS BEZ HI#t1T.
This phase is for testing the safety mechanisms of the MCU. During this phase, the Fault
Control and Communication Unit (FCCU) is in the Normal state, and this phase is generally
performed before the operating system (OS) starts up.

» =17 EX Run Phase
W B R EES BT #EST, WM T FCCU 4 Normal JR7ZS, 7 OS fTR# 17,
This phase occurs while tasks are running. The FCCU remains in the Normal state, and this
phase takes place during the operation of the OS.
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6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

XA

Document Description

wREE

Requirement

Collection

HRUUER R
Software
Requirement

Analysis

R EEIT
Software

Architecture

Design
44 4 % 3
BoTigit
Detailed

Software Design

and Unit Design

Baengen )R E RS Fan

B R

Customer Requirements Document

BT KA

Software Requirements Analysis
BRDITHAE B

Requirements Analysis Specification
BHRREBIRE

Software Requirements Traceability Matrix
& P RYjE) AR

Customer Issue Communication Form
BRI B

Software Architecture Specification
RG-SR AIB BRTR

Software Architecture Traceability Matrix
FCCU FE4RR % AR

FCCU Detailed Design Document

FCCU fHix4bIESZR

FCCU Error Handling List

FCCU #RERTFHIC %

FCCU Module Review Record
TestManger 4011155 BB
TestManger Detailed Design Specification
TestManger IR EIC K

TestManger Module Review Record

CMU ¥4His it BR$

CMU Detailed Design Specification

CMU HEERIF BRI R

CMU Module Review Record

RegCmpTst AR T B

RegCmpTst Detailed Design Specification
RegCmpTst # R ERIC

RegCmpTst Module Review Record
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D& =t pu

Document Description

AdcTst ¥401% 11155 BB

AdcTst Detailed Design Specification
AdcTst RT3

AdcTst Module Review Record

ResetTst R FMIZITILAAP

ResetTst Module Detailed Design Specification
ResetTst =R TEEIC K

ResetTst Module Review Record

TimerTst R FEM R IR

TimerTst Module Detailed Design Specification
TimerTst #HRITERICR

TimerTst Module Review Record

IntTst 4% 115 BB

IntTst Detailed Design Specification

IntTst BRI EHRITF

IntTst Module Review Record

SMPU F#4H &I AR

SMPU Detailed Design Specification

SMPU #EIRIFERIC K

SMPU Module Review Record
McuConfigDrv 4R 115 A+
McuConfigDrv Detailed Design Specification
McuConfigDrv #EHIFEIE K

McuConfigDrv Module Review Record

FcE THITH

Configuration Tool Review
BWHFEMRITEERR

Software Detailed Design Traceability Matrix
SafetylLib T2 1¥E

SafetyLib Project Review

BITMRA QAC Dk &

Unit Test QAC Analysis Report

Tessy MIXIRE

Tessy Test Report

B4 B ST SR

Software Unit Verification Strategy
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Document Description

Process

SRR

SR R AN B
(o

Software
Integration and
Integration

Testing

HERGUM
Software System

Testing

Baengen )R E RS Fan

Integration Strategy
ST pdf

Integration Manual (PDF)
S P S
Integration Test Strategy
SRR IRE
Integration Test Report
RIRDITIRE

Resource Analysis Report

K& Safetylibrary B & TREHESH
MuNiu.SafetyLibrary Configuration Tool User Guide

K4 Safetylibrary R & T BB & EIE XY
MuNiu.SafetyLibrary Configuration Tool Software
Configuration Management Document
BIST XK IR &

BIST Software Test Report

CMU 2R &

CMU Software Test Report

RegCmpTst 4 MIRIR &

RegCmpTst Software Test Report
FCCU BNtk &

FCCU Software Test Report

AdcTst Z NI &

AdcTst Software Test Report

ResetTst 2R M X IR &

ResetTst Software Test Report
TimerTst 2N IR &

TimerTst Software Test Report

IntTst 2 MR &

IntTst Software Test Report

SMPU E MR R &

SMPU Software Test Report
McuConfigDrv 24N ik &
McuConfigDrv Software Test Report
TestManger ZAFMRIR &
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FERRE B & =t i pu

Development Document Description

Process

TestManger Software Test Report
V&l R

Release Release Documentation
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7 IhREZ 4 FUNCTIONAL SAFETY

7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate

SGS
Tiiv
R SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

ZERTIFIKAT NR. SEITE(N}

LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Lid. a '<_' ®

Building C, 888 Huanhu West 2nd Road,

Pudong r\_lew Area, a F " M ifi!i &

Shanghai, |
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR/D GENEHMIGTES PRUFZEICHEM ZERTIFIKATSBERICHT NR.
B —— (-

T4A8-AUO1 | T4A80002 |

ABLDEGRPANT | o ol pan ol e cerieale. JkTt

F\mmunal Safety !

ek
S A AR

Certified product(s) SafetyFrame
Zerlifizierte{s) Produkt(e) Version 2.1.0

Tested accordingto  1SO 26262-2:2018
Gopasitnach I1SO 26262-6:2018
ISO 26262-8:2018
1ISO 26262-9:2018

\ "% Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is “accepted” according to
Technische Deten ynd Feramars: above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

\Tng cemhcate m ‘based on voluntary tests. The compliance of the cerlified product against the requirements of above listed functional safety
b standsrds was evalueted Any chsnges to the design. componants or processing may require repetition of some parls of the certificalion to retain

W irements of the testing and certification regulations of 8GS-TUV Saar GmbH have to be complied, see vavw 505
and WS 59 -fuv-saar.com/ate-muc

Certlflcatlnn Body
for 'Functional | Safety & Munich, Feb 22, 2023
~ Cy‘nar\ Seeurlty ’
SGS-TUV Saar r GmbH

Zemﬁzﬂpmngssrsﬂs fur Fi unkﬂbnaf
Cyhsr Sicherhai
T

Gudrun Neumann

SGE-TUV Saar GmbH, Hofmanastr. 50,
&1279 Miinchen. Detitscaland | Genmany

o
Reference to-
\\\\\

8GS Certificalion, .
Database
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