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1 ThEeMEiA FUNCTIONAL OVERVIEW

TC2XX Safety Library FIFEBIE S SCILE T AURIX TC2XX SE S HTHEE e TR, Safety
Library EEE¥ BM, TMREARNEFIEZER#TRENBAL, RELBEEFHNI
HELFR.

The TC2XX Safety Library is designed to assist customers in achieving functional safety
requirements based on the AURIX TC2XX platform. The Safety Library is highly scalable and can
be configured and redeveloped according to different customer project requirements,

ultimately meeting the customers' functional safety requirements.

TC2XX Safety Library FITSCEL TC2XX RIVMVR AR £ . S5 MCU RABIEER AN
TR 2L H B9 E .

The TC2XX Safety Library is used to implement the software safety mechanisms of the
TC2XX, including the testing of internal MCU modules and the driving of hardware safety
mechanisms.
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2 Ry FA%niE APPLICATION FIELD

TC2XX Safety Library T] iy I T H ML & FRF K= Hlss. Blan:
The TC2XX Safety Library can be applied to controllers that require functional safety levels.

For example:

> BAEG R
Motor Controller
> HIMEE R L (BMS)
Battery Management System
> RERZNH
Chassis System Applications
> HESIREEFI(ESC)
Electronic Stability Control
> BB E(EPS)

Electric Power Steering

B34 Safety Library £ EE T TC2XX B98P, TIAZ] 1S026262 ASIL-D HIEFRE
*O

By integrating the Safety Library into the control based on TC2XX, it is possible to meet the
ISO 26262 ASIL-D level requirements.

EAEBRAEN I F K AT Page 2



@® oy 3 ]
%?E = MBS ZHTEM

A M i 1 Easy to know Easy to do
3 BLEIRE CONFIGURATION ENVIRONMENT

Big E2£18 Configuration Environment

Hardware (Chip) INFINEON SAK-TC2XXT-64F200W CA
Compilers Supported HighTec 4.6.6.1/Tasking v4.2r2
Evaluation Hardware TriBoard TC2X5
Debuager Lauterbach (Trace32 R.2018.02)

99 lsystem (IC5700)
Configuration Tools Muniu_v5.1.3
Configuration Environment Win7 64bit

Hightec 4.6.6.1 45i%¥ 85i% 10

Hightec 4.6.6.1 Compiler Options

~-fno-common -fno-short-enums -Os -g2 -W -Wall -Wextra - |
Wdiv-by-zero  -Warray-bounds -Wcast-align -Wignored-
iIFEI  qualifiers -Wformat -Wformat-security -save-temps=obj -
Complier DBRS_DERIVATIVE_TC27X -fno-builtin -iquote -WI,--gc-sections
options -WI,--mem-holes -WI,--no-warn-flags -WI,--cref -fshort-

double -mcpu=tc27xx -mversion-info -std=c99 -maligned-data-

sections
Link -nostartfiles -T".\SafetyLibrary.ld @IROM.objectlist -
inker
. mcpu=tc27xx -WI,--mem-holes -WI,--warn-orphan
Options

Taskingv4.2r2 45 %8531 I

Taskingv4.2r2 Compiler Options

YL TR —th??x ——I§I—Core:vt.c --is0=99 ——!anguage:—gcc,—

volatile,+strings - -switch=auto --align=4 --no-clear --default-

near-size=0 --default-a0-size=0 --default-al-size=0 -02 --

tradeoff=4 --compact-max-size=200 -g --source

-Ctc27x --lsl-core=vtc -I"D:\Git\xxx" -WI-0"${PROJ}.hex":IHEX:4 -

PR WI-0"${PROJ}.sre":SREC:4 - -hex-format=s -WI-

Linker DMCU_SMALL_ENDIAN=1 "../xxx_SW.IsI" -WI-OtxyCL -WI--map-

Options  file="${PROJ}.mapxml|" XML -WI-mcrfiklsmnodug -WI--error-
limit=42 -g

Complier
options

EAEBRAEN I F K AT Page 3
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4 FFA &= DEVELOPMENT BACKGROUND

BRI, AELMNBFHESEMEREES, WRFERFNLEMHRERBEXNS, BT H
BRENREMER, AEIRLEERUZINEN, REELE, KREELEEINE
BE LS HIARAE 15026262, H 1, 1SO 26262-5(2018) Clause 8 M4BT 2 MEE: Single-point
fault metric(8 SRR E 2) Latent-fault metricCBEREERE 2). IRIBARH ASIL FHREK,
BRiEEENERMEEEFERIEENFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T HIEFIERMCU, AT EFRMCU), EEFESRSGT, 1EA SEooC(safety element out
of context)#fTIRITH%. MCU AT HEIULIREIWN 2 MNEEER, FEXUHENHZEA
#l. MZENE T o BRI RE AR AFER P, MCU B Safety Frame REEELI D ELE
B LR 2,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated

to software.

ASILB ASIL C ASILD
Single-point fault metric 290 % 297 % 299 %

ASILB ASIL C ASILD
Latent-fault metric 260 % 280 % 290 %

EAEBRAEN I F K AT Page 4
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5 THEEHIRA FUNCTIONAL DESCRIPTION

5.1 ~=m4¥F5= Product Feature

Application
RTE

(a4 System Service Memory JCOM Service Complex Driver
g Service
o3 /0
= T Hardware
= Abstraction
< Interface

MCU Driver = Memory Driver  COM Driver 1/O Driver

Microcontroller

> EARZIRFNEME] AUTOSAR H
Can be integrated as a complex driver into AUTOSAR .
> WEEHIER ASIL-D FK
Meet the ASIL-D requirements of the controller.
> TTEMEIIE AUTOSAR 314244
Can be integrated into non-AUTOSAR software architecture.
> BYRM SMERIITEEN HEABNEFAFK
High scalability: Each module is configurable to meet different customer requirements.
> XHEF SR
Support multi-core testing
> Safety Library &R Fif 12

Internal Program Flow Monitoring of the Safety Library.

EAEBRAEN I F K AT Page 5
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5.2 {43844 Software Architecture

compaosite structure SAFETYLIBRARY I % J3F TC2xx /

Application
RTE

Test Manager

Register FLASH ECC EDC SMU Drv

SRAM ECC Voltage

Core MPU
LockStep

ZC Standard Software 3rd Party Software

HMIERR TC2XX SafetyLibrary TREFIFK

TC2XX SafetylLibrary Feature List:

iR TR 1P

Module Sub-module Description
M Lockstep B iEE R IEE

Leciaiep LU Comm paizier Check if the Lockstep logic is functioning

Alarm Test
correctly.
S Trap hEE, N2 EHNHEHNAY
Trap.

CPU Trap Test . .
Test the Trap function to see if it enters

the appropriate Trap state.

Raergxn R E B M Fas Page 6
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Voltage Monitors Test

T EE
Test
Library
Clock Monitor Test
SRAM ECC Test
LMU ECC Monitor Test
SRAM Address Monitor Test
SRAM Error Tracking Test
PFLASH ECC Test
PFLASH Address Error
i EE Detection Test
Test
Library

PFLASH ECC Error Detection

Logic Comparator Test

PFLASH Error Tracking Test

Baengen )R E RS Fan

FMER ZAEM
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S MCU (A #BHEER I [ A K % s = Th&E
EGIER
Verify the over-voltage and under-
voltage monitoring functions of the
MCU's internal power supply are
operating normally.

SN EENREESER
Check if the clock monitoring function is
working properly.

&M SRAM ECC #1 EDC B3R EIEE
Test the SRAM ECC (Error-Correcting
Code) and EDC (Error Detection Code)
logic for correctness.

4 LMU ECC #1 EDC BHEERIEH
Verify the LMU (Local Memory Unit) ECC

and EDC logic for correctness.

Sl SRAM B$E iR IR TIRE R B 1E
®

Check if the SRAM's erroneous address
monitoring function is operating
correctly.

S SRAM $EIRIEERIBER B ES
Test the SRAM error tracking function for
proper operation.

&M PFLASH ECC A1 EDC B EBERIEE
Verify the PFLASH ECC and EDC logic for
correctness.

& PFLASH bt fY ECC #1 EDC 12382
BIEH
Check the ECC and EDC logic of the
PFLASH address for normal operation.
&M PFLASH F9 EDC tERIZBERERIEE
Test the EDC comparison logic of the
PFLASH for normal operation.

@l PFLASH $BRIEBRTIRERBIER

Page 7
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SRI Error Detection Test

SRI Error Handle Test

SPB Error Handle Test

SPB Timeout Test

Register Monitor Test

Register Access Protection
Test

CPU Memory Protection Test

CPU Bus MPU Test

M EE
Test
Library

CPU Register Access

Protection Test

AURIX Watchdogs test

Baengen )R E RS Fan
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Verify the PFLASH error tracking function
for proper operation.

S SRI B £ &% &ERY EDC $RiR
Detect EDC errors in SRI (Serial
Communication Interface) bus data
transmission.

S SRI B & AAR ML AR

Detect protocol errors in SRI bus
transmission.

U SPB fHIRHA SR LER

Check if the SPB (Standard
Programmable Bus) error capture
function is operating normally.

Sl SPB B BRI RGN FIRTIER &
EE

Verify the SPB bus timeout and non-
response error function is working
correctly.
SNESEEST R OHEN

Detect if the static configuration registers
have been tampered with.

S SRI FIIMR T F=RIA RIFNER &
EE

Verify the access protection function of
SRI and peripheral registers is working
properly.

w CPUMPU ThEE R B IER

Check if the CPU Memory Protection Unit
(MPU) function is operating normally.
&3 CPU BUS MPU THEER BIEH

Verify the CPU BUS MPU function is
working correctly.

Ml CPU FFaripllRIFIER S LS
Test the CPU register access protection
function for proper operation.

@ AURIX RERE TR S IER

Page 8
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Reset Stable State Check

SBCU Configuration Check

SMU Fault Signaling Protocol
Test

SMU Initialization Check
SMU Configuration Lock Test
SMU Alarms Test

SMU Test

SMU Recovery Timer Test

Non-Lockstep CPU MPU

Initialization Check

Baengen )R E RS Fan
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Verify the internal watchdog function of
AURIX is functioning correctly.

MCU BALf5, 1M MCU 2L EITRE
After MCU reset, check if the MCU has
reached a stable state.
EENSEREMRLE, RERTERER
ST R TNEES S LR
After reset or software initialization, the
software needs to check if the
configuration of the bus control unit is
correct.

& Fault Signaling Protocol BIZhEE 2 &
EE
Test the functionality of the Fault
Signaling Protocol.

S SMU s HECERBIER
Verify the initialization configuration of
the SMU is correct.

S SMU REEBINRERBLES
Check if the SMU configuration lock
function is operating normally.

S SMU B9HE R Alarm fii’k 2B IEH
Verify if the SMU's corresponding Alarm
triggers are operating correctly.

&3 SMU FIFE 2 Action it X 2B IEH
Test if the SMU's corresponding Action
triggers are functioning properly.

&£ SMU B9 Recovery ERT S8 IRE 2/ 1E

nls,

b¢
Check if the SMU's Recovery timer

function is working correctly.

T IEBF I AZER CPUMPU, 450
MPU REC B ¥ i5 LRI S E SR CPU
MPU B Z W BCE & EH

Page 9
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Non-Lockstep CPU BUS MPU

Initialization Check

LMU BUS MPU Initialization
Check

Watchdog Timer Initialization
Check

Interrupt Router Error

Detection Code Test

Flexible CRC Engine (FCE)
Test

DMA Cyclic Redundancy
Check Test

LMU Bus MPU Test

Baengen )R E RS Fan
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For non-lockstep cores using the CPU
MPU, verify the MPU configuration is
correct during initialization or after any
change to the CPU MPU.

X T AEBI LRI A AZE A BUS MPU, &l
MPU REC EE#Ia LIS SZ &K BUS
MPU B Z M BCE & EH

For non-lockstep cores using the BUS
MPU, verify the MPU configuration is
correct during initialization or after any
change to the BUS MPU.

X IEBIZ R A A LMU BUS MPU,

wll MPU IECE AR IR LN S E R
LMU BUS MPU EX Z JEHVECE R S 1EH
For non-lockstep cores using the LMU
BUS MPU, verify the MPU configuration is
correct during initialization or after any
change to the LMU BUS MPU.

M Watchdog ER s ECER S IEH
Check if the Watchdog timer
configuration is correct.

&M AP BT SRC 7728 ECC IR BIER
Verify the ECC function of the interrupt
SRC (Source) register is operating
normally.

S FCE ThRERBIES
Test the FCE (Flash Correction Engine)
function for proper operation.

Sl DMA ZHi##ER) CRC THRER T IE
w
Verify the CRC (Cyclic Redundancy Check)
function for DMA (Direct Memory Access)
data transfer is working correctly.

&M LMU BUS MPU THAE R SBIEH
Check if the LMU BUS MPU function is

operating normally.

Page 10
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LMU Register Access

Protection Test

IOM test

Peripheral SRAM ECC Test

SRAM Address Monitor Test

Peripheral SRAM Error
Tracking Test

EVR Configuration Check

End-to-End Communication

Protection

QSPI Protection

LMU SRAM Data Path Test

Baengen )R E RS Fan
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Sl IMU FFsA BRIPIIRER B LS
Verify the access protection function of
the LMU registers is working properly.
SNBANBE L EEYEEELES
Test the input/output monitoring function
for proper operation.
& SRAM ECC BB RBIEE
Verify the SRAM ECC logic is functioning

correctly.
SMIME SRAM B9 FE R s = ThEE 2
BIEH

Check if the erroneous address
monitoring function of the peripheral
SRAM is operating correctly.

SMIME SRAM $RIRIERINEE RS IE S
Test the error tracking function of the
peripheral SRAM for proper operation.
Sl EVR NP RSECE S T ER
BMLFREGRE I
Verify that the values of the EVR
(Electrical Voltage Regulator) hardware
status configuration registers match the
actual hardware configuration.
CAN/Eth/ERAY/HSSL B E MY LI
End-to-End B{ERIFTI4E
Implement End-to-End communication
protection for communication protocols
such as CAN, Ethernet, ERAY, and HSSL.
QSPI BEHMN LI End-to-End BIFFRIF
Thge
Implement End-to-End communication
protection for the QSPI communication
protocol.

ol LMU SRAM 17 B B2 2 B 1E
®, Run BYER AN

Page 11
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Driver SMU Driver
Library

i E
Test MR SR HE R
Manager

5.3 BZE T & Configuration Tool
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Check if the LMU SRAM data access path
is normal, with periodic detection during
the Run phase.

SEI SMU RIFIIRLECE . SR AhIE.
FSPECE . ECE Bt

Implement the initialization configuration
of SMU, fault handling, FSP configuration,
and configuration lock detection.

&1 Safety Library JUi{ E IR EE
Manage the Safety Library test library and

driver library.

AT HERFLHABTBEER, 125 Safety Library B33 B, TC2XX Safety Library SZIR
TENMEGLTEE M, FELMT Safety Library WEEETH, RATUREAEER, GaEE
T B _E5Epk Safety Library B/ MEHRMECE T &, TTEREERE XY, BEMMNEEXHSE

FE| TSR,

To meet the diverse project requirements of customers and enhance the scalability of the

Safety Library, the TC2XX Safety Library has implemented the configurability of each module and

has developed a configuration tool for the Safety Library. Customers can complete the

configuration of various modules of the Safety Library using the configuration tool according to

different requirements. They can generate configuration code files, and integrate the generated

configuration files into the project.

Baengen )R E RS Fan
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5.4 m{FMix Software Testing

JiXELIE Test Environment

ﬂ

#7518 QAC 72R
Static Code QAC MISRA-C: 2004
TS Tessy

4.2.8

Dynamic Tessy

Evaluation Hardware TriBoard TC2x5 V2.0

Configuration Environment Win7 64bit

EAEBRAEN I F K AT Page 13
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6 1IFEX4H PROCESS DOCEMENTATION

FERRE

Development

Process

mREE

Requirement

Collection

HRUUER R
Software
Requirement

Analysis

R EEIT
Software

Architecture

Design
44 4 % 3 A
BRI
Detailed

Software Design

and Unit Design

Ly QLB
Software Unit

Testing

GG I EIE 309
i

Baengen )R E RS Fan

XA

Document Description

B R

Customer Requirements Document

BT KA

Software Requirements Analysis
BRDITHAE B

Requirements Analysis Specification
BHRREBIRE

Software Requirements Traceability Matrix
& P RYjE) AR

Customer Issue Communication Form
BRI B

Software Architecture Specification
RG-SR AIB BRTR

Software Architecture Traceability Matrix
Safetylibrary ¥4 1% BFH
SafetyLibrary Detailed Design Specification
Muniu B2 & T R&1t

Muniu Configuration Tool Design
BWHFEMRITERRR

Software Detailed Design Traceability Matrix
SafetyLibrary F£4Ri& 1=
SafetyLibrary Detailed Design Review
QAC n Tk &

QAC Analysis Report

Tessy MIXIRE

Tessy Test Report

B4 B ST SR

Software Unit Verification Strategy
E30% S

Integration Strategy

SR FM pdf

Integration Manual (PDF)
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FERRE

Development

Process
Software
Integration and
Integration

Testing

RN
Software
Qualification
Testing

&l

Release
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D& =t pu

Document Description

SRR

Integration Test Strategy

SRR IRE

Integration Test Report

RIRDITIRE

Resource Analysis Report

SafetyLibrary MKk &

Safetylibrary Software Test Report
SafetyLibrary 24 MK ik &1 =
SafetyLibrary Software Test Report Review
R0 XA

Release documentation
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7 IhREZ 4 FUNCTIONAL SAFETY

7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate

SGS
Tiiv
R SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

ZERTIFIKAT NR. SEITE(N}

LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Lid. a '<_' ®

Building C, 888 Huanhu West 2nd Road,

Pudong r\_lew Area, a F " M ifi!i &

Shanghai, |
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR/D GENEHMIGTES PRUFZEICHEM ZERTIFIKATSBERICHT NR.
B —— (-

T4A8-AUO1 | T4A80002 |

ABLDEGRPANT | o ol pan ol e cerieale. JkTt

F\mmunal Safety !

ek
S A AR

Certified product(s) SafetyFrame
Zerlifizierte{s) Produkt(e) Version 2.1.0

Tested accordingto  1SO 26262-2:2018
Gopasitnach I1SO 26262-6:2018
ISO 26262-8:2018
1ISO 26262-9:2018

\ "% Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is “accepted” according to
Technische Deten ynd Feramars: above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

\Tng cemhcate m ‘based on voluntary tests. The compliance of the cerlified product against the requirements of above listed functional safety
b standsrds was evalueted Any chsnges to the design. componants or processing may require repetition of some parls of the certificalion to retain

W irements of the testing and certification regulations of 8GS-TUV Saar GmbH have to be complied, see vavw 505
and WS 59 -fuv-saar.com/ate-muc

Certlflcatlnn Body
for 'Functional | Safety & Munich, Feb 22, 2023
~ Cy‘nar\ Seeurlty ’
SGS-TUV Saar r GmbH

Zemﬁzﬂpmngssrsﬂs fur Fi unkﬂbnaf
Cyhsr Sicherhai
T

Gudrun Neumann

SGE-TUV Saar GmbH, Hofmanastr. 50,
&1279 Miinchen. Detitscaland | Genmany

o
Reference to-
\\\\\

8GS Certificalion, .
Database
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1iFE CERTIFICATE

¥
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BAFEER

A4

ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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