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1 #FA& OVERVIEW

FakE= RH850U2A MCU =8 F B MCU =M R I E K=, HEMIRITHHE EVITA
Ful ZAINEERETE, HERE. RENTELEFRT OTA REEHNRER K. 1Z5F
R I a%xﬁﬁﬂ)v%w 24, RS o ACEPH4E FHUA 400MHz 89 CPU #uls, E MY
EMRE T EIMLEBITIEE, THEZANRE 1S0 26262 EEL 2 ERMNBRERFESHRESITR
S TR EARTFINMEE, BB EREMHEROMEERFE, BRI ITERE.
RH850/U2A MCU &t Z I MLz OS], o= ADAS X BRI SRR G £ RKAEL R
sAENNEERVEER. ZRITARGRMEHITENESZ, BEH—RKSEXMNEEH
AR =S B 5T 5a 7 oK

The RH850/U2A MCU is the first member of Renesas’ cross-domain MCUs, with featuring
architectural design that supports EVITA Full-level cybersecurity functions, enabling the device
to support safe and rapid Full No-Wait Over-the-Air (OTA) software updates as security
requirements evolve. This automotive control microcontroller adopts a dual-core lockstep
architecture and can be configured with up to four groups of CPU cores with a main frequency
of up to 400 MHz. Each core integrates hardware virtualization assistance functions, supporting
multiple software systems with different ISO 26262 functional safety levels to operate
independently without interference in a high - performance running state. At the same time, it
effectively reduces the performance loss caused by virtualization and ensures real - time
computing efficiency. The RH850/U2A MCU integrates a multi-protocol network interface array,
enabling efficient processing of massive heterogeneous data streams generated by diverse
sensors in ADAS and autonomous driving systems. This architecture provides forward-looking
support for system design, meeting next-generation high-speed network transmission

standards and rigorous communication bandwidth requirements.
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2 ETHERNET OTA #fi& ETHERNET OTA OVERVIEW

Ethernet OTA RYEH BN TREFWE"RHEEXRE NEREFR. XAMKME
OTA AR, TTREZFRRMERIFASEIM CAN BRH 7.2 /N ERZE 18 H$h, ERSXFFAB
KBIE. HFELREEL2NE, 4 UNECERIS6 SEM XM M4 B HETER KR EINLE
Ko

The evolution of Ethernet OTA directly responds to the transformation needs of the
automotive industry towards "software-defined vehicles". With the Ethernet-based OTA solution,
the vehicle-level software refresh time can be reduced from 7.2 hours in the CAN era to 18
minutes. Meanwhile, it supports security mechanisms such as A/B partition verification and digital

signature verification, meeting the mandatory certification requirements of the UNECE R156
regulation for software update management systems.

Ethernet OTA RAREANEEERNFER FRMREHA MO XIE, AV ENRFTERRNE=1TT
H: B BENEFREEXEERREK FHETREATRELEBHESIRN ECU E
HEFBR, HK, 1SO 21434 NELREFERFIERERE %fc?ﬁi R 72 IR RS S B
51, BE, BMEBREAERT 50-1006B REFRCMTIEER, XIZBE% CAN/LN B4
AR EAR R

As the core support for the evolution of the intelligent vehicle electronic architecture, the
necessity of Ethernet OTA technology is mainly reflected in three aspects: First, in the face of the
exponential growth of the complexity of in-vehicle software, the traditional offline flashing
method can no longer meet the requirements of high-frequency ECU firmware updates. Second,
the I1SO 21434 network security standard mandates that vehicles should have the ability to
perform hot-fixes for security vulnerabilities within 72 hours. Third, the iteration of autonomous

driving algorithms requires reliable transmission of 50 - 100GB-level data packets, far exceeding
the carrying capacity of traditional CAN/LIN buses.
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3 OTA ZR#3#fix OTA ARCHITECTURE OVERVIEW

composite structure ZC Qinglong FOTA Software /

Boot Crypto
Manager Library
Bootlaoder

SecureBoot

Crypto(Sw)

Updater

Base DRV Flash DRV Crypto DRV Fee DRV Fls DRV Etherent DRV
Gpt DRV Mcu DRV Port DRV

Chip Software

Microcontroller(MCU)
| -| e . Partv o -| e
FOTA R%t5H

FOTA SYSTEM ARCHITECTURE

FMBE  Ethernet FOTA RS E2 ML IF UK MNIBEH = T A FOTA IhRE, @i TCP/IP.
DolP. SoAd. Dcm #&IRSEIR Ethernet @15 UDS i2WRIS, FFi@iLEHES Crypto Library LI
OEM #ISEME B H K., MUTHBIERANTIEEFER:

> Bootloader
BootManager #E3REz it FOTA B EIEINRE, ZFFEECHME SecureBoot TRE, BidkE
AR S 174% Bootloader 1 Application AYEEE MAC &, BB EX SecureBoot BiZitE
EE% Bootloader #1 Application A MAC TS EE MR K, RIERGFLEHE K.

> Ethernet Com
DolP &3k E F TCP/IP #MX S2IL Ethernet B{ER A INEE, .2 1SO 13400 tREE X, @it
AR A . BEBCE. 1ZWTE BINEESSI UDS RISAFE, SEIR Ethernet OTA IgE,

» Crypto., HSM
Ethernet OTA XFrERAFMBAEINRE, IFENMRMNBEEMNBEEEZE S LI LR
S8, EEIEFIMEDERBELSIZHITIM, EE HSM RS E ERE TR IRE A
RIERE .
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The Qinglong Ethernet FOTA system architecture supports the FOTA function in Ethernet
communication scenarios. It realizes the UDS diagnostic flashing for Ethernet communication
through the TCP/IP, DolP, SoAd, and Dcm modules, and meets the Cybersecurity requirements
of various OEM specifications by adapting to the Crypto Library. The following are the function
descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu encryption library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

4  ETHERNET FIBSHTENZ ETHERNET REPROGRAMMING PROCESS
INTRODUCTION

SMRIZHTIRE 5 ZER DolP MBI FEMIRA. By &k, BANITRBEEER HB
id &K WAR S5 117 Ethernet OTA BIZHTRI S T8t . SMERIZHTIR B 5 Z A DolP SLIARE Y B{E
FYRIEMD T E TR,

The external diagnostic device and the in-vehicle DolP entity complete the communication
connection through vehicle identification, connection establishment, and routing activation, and

execute the diagnostic flashing function of Ethernet OTA by sending diagnostic services. The
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process of establishing communication between the external diagnostic device and the in-

vehicle DolP entity is shown in the following figure.

sd Ethernet Reprogramming Sequence /

;

Tester

Check Phy IP addr()

Vehicle Annocuncement / Vehicle
Identification Request()

Wehicle Identification Responsel)

TCP Connect(]

Routing Activation Request()

Routing Activation Response()

alt Loop Diagnostics Request()

Diagnostics Service Request()

Diagnostics Service Response(]

Diagnostics Response()

—#——i——;——d———————————

ETHERNET RIS 12
ETHERNET FLASHING PROCESS

FWMARIRIEN B E’]IE;IQJ'_H—,\ 1) DolP B & IREH AT /NI EE DolP H =, EE DolP
TRIOBRFEATHTANBERK, RESEEHBIBREERE

The purpose of the vehicle discovery process is to inform other DolP nodes in the current
local area network of the DolP attributes of a node. Other DolP nodes can decide whether to
establish a communication connection with it based on the communication requirements of the
current node:

a) LFHEJE, Client AT # AN EBNKIX Vehicle Announcement Message / Vehicle

Identification Request, fEJHEHEFIZEMIL. VIN, EID FEE,;
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After power - on, the Client actively sends a Vehicle Announcement Message / Vehicle
Identification Request in a broadcast manner, carrying information such as logical
address, VIN, and EID in the message.

W EiZ5H B Server BB E E Vehicle Identification Response SE &, HAi#&
TiZaEhiE. VIN, EID HEE.

The Server that receives this message replies with a Vehicle Identification Response
message in a unicast form, which also carries information such as logical address, VIN,
and EID.

Client 5 Server ZEEEMIRA /G, BidEL TCP E#i# 1T UDS 1B1F:
After the Client and the Server complete vehicle identification, they conduct UDS

communication by establishing a TCP connection:

a)

Client B1d =>X#2FFE =15 Server 37 TCP i&E#
The Client actlvely establishes a TCP connection with the Server through a three - way
handshake:

%—%E%'@Pﬁﬁ%ﬂﬁﬁ%—¢%ﬁ9m(ﬁi)hUMW%@ ZEEE
AEPmEFENYGFSS (Sequence Number) , RIEFF i ESRSHRET
ﬁ&o
First handshake: The client sends a data packet with the SYN (Synchronize) flag to the
server. This packet contains the initial sequence number selected by the client, indicating
that the client wishes to establish a connection with the server.
FREF REFERIIZFHN SYN HERE, <sEEF —AHAE SYN
F ACK (#3IA) *r,b\Eﬁéfi?E@ L’Féﬂ%@ﬂlﬂﬁ’]ﬁ 75 Hﬁxaﬁﬁaﬁiﬁ_hﬂ’wﬂﬁﬁ}* gl
S, MHAHIASUEZEAWNFESSI 1, RARSHELWE 7EARNEZIERK,
#}E%ﬁ?—'ﬁ@)ﬁﬁ#‘a@i@m
Second handshake: After receiving the client's SYN packet, the server sends a data
packet with both SYN and ACK (Acknowledgment) flags to the client. The sequence
number in this packet is the initial sequence number selected by the server, and the
acknowledgment number is the client's sequence number plus 1. This indicates that the
server has received the client's connection request and is ready to establish a connection
with the client.

FEREF: BAWERZEIRSSEHN SYN+ACK #IEEE, 2ERER[EXE—IHE
ACK TR SHEIEE, BINSARSHNFFISM 1, %%T@PJ#%E ZUE T RFS =R
MR, FEEEESZAI. R, TCP BERIERNEY, TP uwMRS s UIT iR
iR m
Third handshake: After receiving the server's SYN + ACK packet, the client sends a data
packet with the ACK flag to the server. The acknowledgment number is the server's

sequence number plus 1, indicating that the client has received the server's response
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and the connection is successfully established. At this point, the TCP connection is

officially established, and the client and the server can start data transmission.

sd Three-Way Handshake /

FI LISTEM(}

I
I
SYM-SEMNT SYN=1, seg=x(} I

SYM-RCWVD SYM=1, ACK=1, seg=Yy.
ack=x+1{)

ESTABLISHED ACK=1, seg=x+1,
ack=y+1{)

s

=RIEFIRIE
THREE-WAY HANDSHAKE PROCESS
b) Client &% Routing Activation Request JHEIFKBUEEH, Server IRELFRIBRERD
ZIREHIRIER, BALRBid &% Routing Activation Response 8 B 440 Client,
The Client sends a Routing Activation Request message to request route activation. The
Server either approves or rejects the activation request based on the actual situation and
informs the Client of the activation result by sending a Routing Activation Response

message.

STEAREEHACERE, EMVBE DolP AKX IZHIRI BiEK, FAIZHIES (0x8001) |
ZHFINEE (0x8002) . iZHTEEHIAERE (0x8003) FHMABHAITRE, HIXERHE
MERFIEEMNIZMIR X EEE, ZHRISRIES CANRIELEBRAZR.

After the routing activation is completed, the upper computer sends a diagnostic flashing
request via the DolP protocol. It interacts using payload types such as diagnostic messages
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messages (0x8003), and sends the specified diagnostic message data according to the flashing
process. There is no significant difference between the diagnostic flashing process and the CAN

flashing process.

Payload Specified Support Support

type Payload type name in (DeolP {DolP Port and protocol

value subclause | gateways) nodes)

UDP_DISCOVERY

Generic Dol header

0x0000 ive scknowledge 71.2 mandatory | mandatory | UDP_TEST_EQUIPMENT_REQUEST

TCP_DATA

Vehicle identification

0ocD001 request me p 714 mandatory | mandatory | UDP_DISCOVERY
Vehicle identification

0x0002 | request message 714 oplicnal optional | UDP_DISCOVERY
with EID
WVehicle identification

0x0003 | request message 714 mandalory | mandatery | UDP_DISCOVERY
with VIM
Vehicle

x0004 announcement ; UDP_DISCOVERY
messageivehicle 1.4 mandatory | mandatory
identification UDP_TEST_EQUIPMENT_REQUEST
MESPONSEe Message

0x0005 | ROuting activation 715 | mandatory | mandatory | TCP_DATA
requiest
Routing activation

0x0006 response 715 mandatory | mandatery | TCP_DATA

00007 | Alive check request [AN) mandatory | mandatory | TCP_DATA

0x0008 | Alive check response rAN mandatory | mandatory | TCP_DATA

0x0009

1 Reserved by this part of IS0 13400

w4000
DolP entity status )

Oocd 00 request 718 oplional optional | UDP_DISCOVERY

Oxagoz | DO ety status 719 optional | optional | UDP_TEST EQUIPMENT REQUEST
eSponse
Diagnastic power

04003 | mode Information 718 mandatory | mandatory | UDF_DISCOVERY
request
Diagnostic power

Ox4004 | mode information 718 mandatory | mandatory | UDP_TEST_EQUIPMENT_REQUEST
response

Oxd005

1o Reserved by this part of IS0 13400

0xE8000

DOIP PAYLOAD TYPES

Ethernet BIE4ELLER T CAN RIS, FEETMUANMNBEERNERE, ELNE
100Mbps. 1000Mbps EZE 5, EBUERMNEFEEFZRMEE, KAKEETHENE. B A
F Ethernet BEXRAEERINGY, BETHRINFREERIANTREEER, BHNRES5E
#r ECU Mid A KM O ML #TiERE, T AMKNZRY IMEGENTHRMEL, oJXHF
Eéﬁx%ﬁ%&, MY RMEY, EEFMIFETRIARE.

Compared with CAN flashing,
communication rates of Ethernet. Common rates are 100Mbps, 1000Mbps or even higher, which

Ethernet flashing mainly features much higher

enables data to be transmitted at a much faster speed and greatly shortens the flashing time. At
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the same time, since Ethernet communication adopts a star topology, all nodes are connected

through devices such as switches. The diagnostic device is connected to the target ECU via an
Ethernet interface and network cable, and the Ethernet switch is used to realize data exchange
and forwarding. It can support the connection of more devices, has better network scalability,
and can better support concurrent flashing of multiple nodes.

UAME WX ERIERABA, TR TR VLAN X7 REERT. mAHES
TheE. MA@, XA IP #ibdE. MAC HHt48E . SSUTLS MBEELFReE, &
B RIPRISEERNEEREINE LS,

The network management function of Ethernet is quite powerful. Functions such as VLAN
division, traffic control, and port binding can be achieved through switches. In terms of security,
multiple security mechanisms such as IP address filtering, MAC address binding, and SSL/TLS
encryption can be adopted to better protect data security and network security during the
flashing process.

HMMZR EAVURS TREXHF Boot BaffLiK: 2EIARS WK, DID Wik, SN .
FEAMR, BB EHREHEEZEMIL. VIN, EID % DolP BEREMIZHRIEREE,
UTARMMKE EAUARE TREEFEFARSNHICE:

ZC Xuanwu Reprogramming Tool supports automated Boot testing, including diagnostic
service testing, DID testing, robustness testing, and stress testing. It can freely configure DolP
communication settings such as logical addresses, VINs, and EIDs, as well as the diagnostic
flashing process for different flashing scenarios. The following is the configuration interface of
the ZC Xuanwu Reprogramming Tool:

L 4
Fle Edit Navigate Search Project Run Window Help
0~ S @imedid Fib BIQ- Pl F O D [Quick Access] | 9] &5 [
&1 [ms] #HAND] Bz KElbyte] AR o wirEsTE (O TaklilE & EEREnE +R|G L= 8
Frr) EE TR L R ] wESE W
_22 ReadDataByldentifier - 26,0 621,93 TRUE  FALSE
S borsEEE ” _22 ReadDataByldentifier - 2195 627195 TRUE  FALSE
- 2,61,87 621,67 TRUE  FALSE
fiEk - 275 62F1.75 TRUE FALSE
EEDOPSITR nt.. 03 ExtendedSession 10,03 50,03 FALSE  FALSE
2701 67,01 TRUE  FALSE
k(0N 27,02 67,02 TRUE  FALSE

31,01,F0,02 71,01 TRUE FALSE
85,02 5,02 FALSE FALSE
28,0202 68,03 FALSE FALSE
t.. 02_Prog i 10,02 50,02 TRUE FALSE
01_Defaultsession 70,00 50,02 TRUE FALSE
- 27,03 67,03 TRUE FALSE

1Pt 192.168.1.1
®Os

BhISA

EFREITA

e T
gk
8

[lEnable EID  88bebdada7fo
[CEnable VIN | LSGJB84J7FY068133
[ s

DBYEPEms] 3000

- 27,08 67,04 TRUE FALSE
r 01 DefaultSession 26.1,8420,25,01,20,30,2E 31,2E30.2020  6EF1.84 TRUE FALSE
34,00,44D,C0,10,00,00,00,0E,F6 7 TRUE FALSE

path 36,01 76 TRUE FALSE
37 I TRUE FALSE

31,01,F1,A08A00,07.46 71,00F1,40 TRUE FALSE
31,01,FF,00,44,00,40,00,00,0009762C  71,01,FE.00 TRUE FALSE

34,00,44,00,40,00,00,00,09,76,2C 7 TRUE FALSE

36 ata 36,01 76 TRUE FALSE

37 TransferExit - 37 77 TRUE FALSE

B2 console AR 28 -8-78
EANBRARAT

P
(O
I

10:26:37

10:26:37 OXFDC01090, waux: 6x00BOOEFE ==

10:26:37.  ges: 009400000, mEux: 0x0089762C =

MANZERELAERERE
ZC XUANWU FLASHING TOOL CONFIGURATION INTERFACE
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File Edit Navigate Search Project Run Window Help
OGRS e mdiZdLivBiQ P ifg-Ff-CerD-

&8 [ms] #AI0) R KEbye] AR ~| P oHTRERE D TRRHEE © SRRERE K ‘ T =8
10:20:236565.. 00,00, 05,84, T 1026 36, 51, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00,00, 0 | [z mex [E— ] R ] - ~
10:29:23.7410.. 00,00,01,60, R 2 76,51, _22 ReadDataByldentifier - 22F103 62F193 TRUE FALSE
10:29:237558.. 00,00, 0E, 83, T 1026 36, 52, 00, 00, 00, 00, 00, 00, 00, 00, 0, 00, 00, 00, 00, 00, 00, 00, 00, 0C "2 ReadDataByidertifier - 228105 625105 TRUE FALSE
00.00.00.60 | R 2 62 _22 ReadDataByldentifer - 226187 627187 TRUE  FALSE
00,0008 T 1026 36, 53, CO, 87, 00, FE, CO, B3, 00, FE, C0, BB, 00, FE, CO, 87, 00, FE, CO, £
mones | R S iy _22 ReadDataByldentifier - 22F175 62F1.75 TRUE FALSE
_10_DiagnasticSessionCant.. 03 ExtendedSession 1003 5003 FALSE  FALSE
00,00, 05,88, T 1026 36, 54,00, 00, 00, 00, 00, 00, 0, 00, 06, 00, 00, 00, 06, 00, 00, 00, 05, 0C "
w0060 | R ) 6%, 27 SecurityAccessSeed - 2701 6701 TRUE  FALSE
00,00, 0E, 84, T 1026 35,55, 00, 00, 00, 0, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 0l 27 SecurityAccessKey - 27,02 67,02 TRUE FALSE
oo00,0160 | R N 655, _31_RoutineControl - 31,01F0,02 nn TRUE  FALSE
41488.. 00,00, 0E, 84, T 1026 36, 56,00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 0( 85 _ControlDTCSetting - 8502 €502 FALSE | FALSE
4.2436..| 00,00, 0060, | R 2 76, 56, _28_CommunicationControl - 280303 6803 FALSE  FALSE
10:29:24.2502.. 00,00, 0E, 84, T 1026 36, 57, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, G0, 00, 00, 00, O _10.0i t- |02 F 1002 50,02 TRUE FALSE
10:20:243445.. 00,00,01,60, R 2 75, 57, DelayTimer 01 DefaultSession 70,00 5002 TRUE  FALSE
:24.3547.. 00,00, 0F, 84 T 1026 36, 58, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 48, 57, 30, 30, 3 77 Securityhccessseed - 27,03 6703 TRUE FALSE
4.4409... 00, 00, 01, 60, R 2 76, 58, & ECU Flash Finished X 67.04 TRUE FALSE
00,00, 05,88, T 1026 36,59, 10,01, 10, 00, 00, 01, 10, 00, FO, 00, 10, 00, EO, 00, 10, $4,20,25,01,20,39,2E,31,2,30,2020 | 6EF1,84 TRUE FALSE
00,00,01,60, R 2 76, 59, @ T pregemming e tenty e e ey el #4,FD,C0,10,00,00,00,0E.F6 74 TRUE FALSE
00,00, 05,88 T 1026 36, 54, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, Cxiiif DTEts 76 TRUE FALSE
00,00,01,60, R 2 76, 58, 7 TRUE  FALSE
00,00, 05,84, T 1026 36, 58, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 1,A0,8A,00,07,46 7101F1,0 TRUE  FALSE
00,00,01,60, R 2 76, 58, F,00,44,004000000009,762C  71,01FF00 TRUE  FALSE
00,00, 0E 84 T 1026 36, 5C, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00T, TF B _34 RequestDownload B 34,00,44,00,40,00,00,00,09,76,2C 74 TRUE FALSE
00,00,01.60, R 2 76.5C, 36 TransferData - 3601 76 TRUE FALSE
00,00, 05,88, T 1026 36, 5D, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 0 7 Traneforbit . . 7_, e rae M
00,00,01,60, R 2 76,5,
00,00, 05,88, T 558 36, 5E, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 0D, 00, 00, 00, 00, 00, 00, o | EJ Console mB-d-=n0
10:29:25.0099.. 00,00,01,60, R 2 76, 5E, IS
10:2025.0125.. 00,00, OE.8A T ; . 10:29:53. 3t 00 ACK : 02 FD 60 02 90 00 G0 06 01 60 OF GA 00 3E ~
00,00,01,60, R 1 77, 10:29:53. 3600 reply : @2 FD 50 €1 00 00 0 06 OF A O1 6O 7E 00
0990.. 00,00,0E,84 T 8 31,01, F1, A0, CE, 79, 30, 67,
oo | R S 1 o1 1 A0, 00, 10:29:56.  3E 00 ACK : 02 FD 50 02 90 00 G0 06 01 60 OF GA 00 3E
00,0008 T 2 "0, 10:29:57. 3600 reply : @2 FD 50 €1 00 00 00 06 OF 8 O1 6O 7E 00
00,00,01,60, R 2 51,0,
10:30:00. 3t 00 ACK : 02 FD 50 02 90 00 GO 06 01 60 OF BA 00 3E
00,00, 05,88, T 2 10, 03,
00,00,01,60, R 6 50, 03, 00, 32, 01, F4, 10:30:00. 3600 reply : @2 FD 50 €1 00 00 0 06 OF A O1 6O 7E 00
00,00,0E.84 T 3 28,00,03, 10:30:03.  3F 00 ACK : 02 FD G0 02 00 0D G 06 01 60 OF BA 00 3E
00,00,01,60, R 2 66, 00,
0000 0E B | T 5 85,01, 10:30:03. 3500 reply : G2 FD 50 61 00 B0 0B 06 OF 5A 1 60 7E 00
00, 00, 01, 60, R 2 cs, 01, 10:30:06. 3E 0@ ACK : 02 FD 80 02 90 00 80 06 01 60 OF BA 00 3E
00,00, 05,88, T 2 10,01,
w06 | R . 50,0100, 32,01, 74 10:30:06. 3500 reply : G2 FD 50 61 00 B0 0B 06 OF 5A O1 60 7E 00
v v
< >
=1 @y =
MNZERELERSIEE
ZC XUANWU FLASHING TOOL FLASHING RECORDS
A TEEsE AR - x

IEHF)  REE) (V) BER(G) RERC) SHA) HiHS) EREKY) TEW) IR EEH)
AN ge IREReET 8= | Qe HH
. <Cul/>

Source Destination Protoco Lengt Info "
192.168.1.19 192.168.1.1 ws 67 Disgrostic message Request  Request Transfer Exit
292.168.1.1 192.168.1.19 ooze 58 Disgnostic messag:
Realteksemic_68:00:.. Broadcast e 42 uho has 192.168.1.238? Tell 192.168.1.19
Realteksemic 68:00:.. roadcast Axe 42 who has 192.168.1.2517 Tell 192.168.1.19
192.168.1.19 192.168.1.1 T 54 4411 > 13400 [ACK]
192.168.1.1 192.168.1.19 us 67 Diagnostic message Reply Request Transfer Exit
192.168.1.19 192.168.1.1 ups 74 Diagnostic message Request Routine Control Start routine @xflad ce 79 38 67
192.168.1.1 192.168.1.19 DoIP 68 Diagnostic message ACK
192.168.1.19 192.168.1.1 T 54 4211 + 13400 [ACK] Seq=632657 Ack-17400 in-64317 Len0
182.168.1.1 182.168.1.19 ups 71 Diagnostic message Reply Routine Control Start routine Oxflad ©x8
192.168.1.19 192.168.1.1 ups 68 Diagnostic message Request ECU Reset Hard Reset
Feg0: :Fb10:55da: 158, FF02::1:2 DHCPVG 152 Solicit XID: Gx250c09 CID: 0DO100812715176c4cd717a52048
192.168.1.1 192.168.1.19 ooze 58 Disgostic message ACK
292.168.1.19 192.168.2.1 e 54 4411 + 13400 [ACK] Seqe632671 Ack=17431 Win-64885 Len=0
192.168.1.1 192.168.1.19 s : fc message Reply  ECU Reset Hard Rezet
192.168.1.19 192.168.1.1 TP 54 4411 > 13400 [ACK] Seq=632671 Ack=17445 Win-64872 Len=0

T
Broadcast

, ACK 17445 Ac| 71

81.598235  10:20:30:40:50:60 ARP_Announcement for 192.168.1.1
Who has 192.168.1.19? Tell 192.168.1.1
ARP 42 192.168.1.19 is at 00 :63:00:07

83.850178
4063 53850157

4065 53.850845  192.168.1.19 192.168.1.1 e 54 4494 > 13400 [ACK] Seq-1 Ack-1 Win=65392 Len-0
4066 83.850921  192.168.1.19 192.168.1.1 Doze 69 Routing activation request
4067 83868272 192.168.1.1 192.168.1.19 pozP 75 Routing activation response
4068 83913262 192.168.1.19 192.168.1.1 e 54 4494 > 13400 [ACK] Se 2 Win-65371 Len=0
4069 87.149775 ARP 42 who has 192.168.1.87 Tell 192.168.1.19
4078 91.314706 192.168.1.19 192.168.1.1 us 68 Diagnostic message Request Diagnostic Session Control Extended Diagnostic Session
4971 91328484 192.168.1.1 192.168.1.19 T 56 13400 » 4494 [ACK] Seq=22 Ack=30 Win=B291 Len=0
4872 91.328484 192.168.1.1 192.168.1.19 DoIP 68 Diagnostic message ACK
4073 91.371001  192.168.1.19 192.168.1.1 T 54 4494 > 13400 [ACK] Seq-30 Ack-36 Win-65357 Len-0
4074 91.371651 182.168.1.1 182.168.1.19 ups 72 Diagnostic message Reply Diagnostic Session Control Extended Diagnostic Session P2-default: 58ms P2-enhanced: 5808ms
2075 91.384925 192.168.1.19 192.168.1.1 ups 69 Diagnostic message Request Communication Control SubFunction: Enable RX and TX .
> Frame 4857: 68 bytes on wire (544 bits), 68 bytes captured (544 bits) on interface i -7 }, ide 0000 00 eB 4c 63 0B B7 10 20 30 40 50 60 08 00 45 0O Lh ofp £
> Ethernet II, Src: 10:20:30:40:50:60 (10:20:30:40:50:60), Dst: RealtekSemic_63:00:07 (00:e@:4c:65:00:07) 0010 00 36 67 3 00 00 40 06 fo 1f b 2B 0L 6l cOaB 6> @ -
> Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.19 0020 @1 13 34 58 11 3b 00 00 5d 8f fb 12 32 b 58 18 Ao ]2
> Transmission Control Protocol, Src Port: 13406, Dst Port: 4411, Seq: 17431, Ack: 632671, Len: 14 Bl s aere mamnmesen o .
> Dolp (1S013408) Protocol
> Unified Disgnostic Services, Source: @xdeBa, Target: €x2160
@ 7 LUARi: <live capture in progress> || $34m: 4112 || B2: Default
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