RENESAS  fakan

MMALE CRYPTOLIBRARY
EREE RH850 FIKM /= 5F-
ZC.MUNIU CRYPTOLIBRARY PRODUCT

MANUAL BAESD ON RENESAS RH850 F1KM
AMMARGERRT e EERLEE

ZC.MuNiu Basic Software Platform CryptoLibrary




%YE e MBS 55 F 16 A

%0 A T B2 Easy to know Easy to do

HIMALE CRYPTOLIBRARY E:EE RH850 F1IKM 7= 5 -l
ZC.MUNIU CRYPTOLIBRARY PRODUCT MANUAL BAESD

ON RENESAS RH850 F1KM
HMMARG B FEEEELEE
ZC.MuNiu Basic Software Platform CryptoLibrary

1 FF% 5= DEVELOPMENT BACKGROUND

BEAREBRTRAN CELR, EFWELNEZENNMREELT IS EERML. BFLH
KM ERFRG ., XERARNIIANBREGR TRANEN, ERNGERTHOZEH
o AENBFREHRFAMNEN N ERENEY, EAPFSERENNERE, FIE
B &% (Cybersecurity) ¥l I8 % & (FunctionalSafety) —# 2 AMAIRIERITH AT ERAY
KBER, INX—HEE, ERRRELAR (1SO) T 2021 FHA T IS0 21434 o, &7
FXEBEMOMNE L ERHIESTIER. BEFE (REBEERRERAEX) tRET
2024 FTHFFEIENIEL, #—PHRUTAEEERENENRAIE S LHIFE, IFERS
EAFLEIERHANR LR EERNA.

In the early days, automobiles were relatively closed systems that did not connect with the
outside world. As vehicles evolve towards intelligence and connectivity, Cybersecurity is
becoming increasingly important. The 1SO21434 standard has also been introduced, and the
requirements for Cybersecurity in automotive electronics are becoming stricter, with growing
demands. With the formal launch of China's “Technical Requirements for Vehicle Cybersecurity”
standard in the second half of 2024, the technical specifications and implementation standards
in the field of vehicle Cybersecurity have been further refined, and it marks that the field of

Cybersecurity will enter an era of real strong regulation.
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composite structure ﬁﬁ:ewms/
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definition
R HSIA 3. K7 % EE] -]
Normative References Terms and Definitions Abbreviations

stem Requirements

sffETZe—MEX

General Cybersecurity Requirements

a.A— A HE
Same Form Judgement

10.XEA

Implementation Date

GB 44495-2024 EAHEZE
GB 44495-2024 BASIC FRAMEWORK
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2  =m#tis PRODUCT OVERVIEW

HMBI £ 34 H5 5= RH850 F1KM EfFF & B9 4 CryptoLibrary B 3ERE 4 INZEELR(ICUM)EI A
% E(zICUM CORE), F#MERELEWMINAR CryptoStack (CSM. CRYIF. CRYPTO. KEYM)
% ICUM CDD(zICUM COM, zICUM CRY), WZEHER T #E NIST ZREFRBEMEZL, WM
AES. HASH. ECC #1 TRNG/DRNG %, HHBEEZEL SM2/3/4, RO BREZMETE X
MTIeE: WHRMNBEE. ENRERERASHBE. 228, &R EHM SecOC %F,
CryptoStack F1 ICUM CDD B& 7 5% 2 X35 AUTOSAR 4.4.0 FORRAE RN, FR o] IUERD — D ETh

FIE 2L IR, 7E3F AUTOSAR IR
The ZC.MuNiu Cryptolibrary developed by ZC for the Renesas RH850 F1KM consists of the

kernel firmware (zICUM CORE) for the Hardware Cryptographic Module (ICUM), the CryptoStack
for the main core's Cybersecurity protocol stack (CSM, CRYIF, CRYPTO, KEYM), and the ICUM
CDD (zICUM COM, zICUM CRY). The core firmware not only meets NIST mainstream
international cryptographic algorithms such as AES, HASH, ECC, and TRNG/DRNG but also
includes national cryptographic algorithms SM2/3/4, and can expand various functions based on
algorithms: symmetric encryption and decryption, asymmetric signature generation and
signature verification, secure boot, secure flashing, and SecOC. CryptoStack and ICUM CDD, in
addition to meeting the requirements of AUTOSAR 4.4.0 version support, can also be integrated

as a separate complex driver in non-AUTOSAR environments.

MMETF RHB50 FIKM IR B A4 Cryptolibrary, 7017 &1 M K £ 00 25 0 A%
(CryptoStack) f13E: Csm &5k . Crylf#&iR. Crypto #ERF0 KeyM #&5k, fFH 5 RH850 F1KM
RAZIR IS
Based on the Cryptolibrary provided by RH850 F1KM, we have added the CryptoStack,
including Csm module, Crylf module, Crypto module and KeyM module, to make it compatible
with the RH850 F1KM kernel driver.

> Csmigh: FREE AXLEBAFGEEReAESKEEESAE
Csm module: Located in the service layer to handle user Cybersecurity task
configuration management and scheduling

> Crylf i85 fIF ECUHRE, FAFEI Csm 5 Crypto Bz B2 E£BE
Crylf module: Located in the ECU abstraction layer and used to implement secure
communication between the Csm module and the Crypto module

> Crypto f=2: WEHHMRE, R AN Host k5 lcum RiZEEIBE 5, ThR1AEX
M, KIMBERE
Crypto module: Hardware abstraction layer for data transfer between Host and lcum

kernel, access to related components, encryption and decryption operations.
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> KeyM #h: RIFEERSIEREE, AXIABA. LBEREFHEZENRE
KeyM module: Key management and certificate management for interaction between
keys, certificates and underlying storage
M=, K4 Cryptolibrary R EHE A FEHF= RH8S0FIKM =&, BEBESH EBMH, T
RIEAEDNEFIMEEZERFATARLENTALR, REBHEIAEEFNEEREF K.
In short, the CryptolLibrary flexibly applies to Renesas RH850 F1KM products with high
scalability, and can be upgraded, configured and redeveloped according to the requirements of

different customer projects, ultimately meeting the Cybersecurity requirements of different
customers.
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MNTAEHTFHEAIR

The Cryptolibrary is mainly used in controllers with Cybersecurity requirements. This

product is adapted to automotive electronics in the electrical architecture:

> HINEERL(BMS)
Battery Management System
> BB EHIRR(ADAS)
Advanced Driver Assistance Systems
> HBEIBIEE(EPS)
Electric Power Steering (EPS)
> EBEHSE(BCM)
Body Control Module (BCM)
> KB RL(EMS)
Engine Management System (EMS)

ESP
Cluster

Engine Transmlssmn Gear selector Brake ECU Al-wheel
ECU ECU Iever (ABS, ESP .} Drive ECU
Ll cocian,
| L '
InsctILusT;nt Airbag | Steering angle Electric | '?Y”;m:_lct
X by ECU sensor Steering assist £aciig!
Gateway immobilizer | Leveling control
| Multifunctional steering wheel I

CAM infotainment

Electrical
systemECU

Parking

assistance I

Steering

column ECU

LIN

CAN body/convenient

Radio
Navigation
Fhone
Interface(Box2)
—

Trailer ECU |

Multifunctienal

PTC
Inverter

Climate
ECU

Driver's seat
stationary

ECU

Door ECU
driver

Door ECU
Fr.pass.

| CAN body/convenient

Booster
AMP

ECU

Convenience: |

Door(windowiift)
ECU
Leftrear

1
Door(windowdift)
ECU
Right rear

Auxili.ary LIM
Heatin: | 1
Pazzenger compartment
| monitoring I Suunterll NGS I
=
ARERTHESEY

AUTOMOTIVE ELECTRICAL AND ELECTRONIC ARCHITECTURE

HARBIEREARYE Cryptolibrary
AUTOSAR FrRE BTl E R ERIZ 2 TATEENERL £ TR,

SARE|ET RH850 FIKM AR ZEBIZEAITH, TJRUHE

By integrating the CryptolLibrary into the RH850 F1KM-based automotive electronic control

unit, the user can fulfil the Cybersecurity functions of the automotive electronic control unit as

defined in the AUTOSAR standard.
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sd CRYPTOSTACK /

Cms_<Service>()

csm
User
! T
| |
! |
|
>

T
|
1
|
1

i
|
|

Sendthe data address

tolcum

! I
| I
= 1 I
| |
Crylf_<Services() i |
>
Crypto_s<Service>()
Return with result()
Return with result()
| |
Return with result() | |
——————————————————————— | |
| i
i | |
! I 1 I

CRYPTOSTACK i i2&E
CRYPTOSTACK FLOWCHART

HMMARL INZHILALEZER Csm. Crylf. Crypto. KeyM PINEERMIEL, Csm #EERETEC
B Csmlob kKIMAFBENEEREMEREEZF RN AES-128. CMAC. HASH. ECC.
TRNG %, FHREMHEOHAFER. Cryf MRINEAEZERSE Csm RREEAHRE
Crypto #, BEME. B%. KRR, INEFX2E, RPEEENTEENNER M.
Crypto #3503 RH850 F1IKM F4%5 ICMU I AZE S IR EH . KeyM BRI ZHS
EPBMEIE, SEXNTEHH ECU NESA. IEBBITRR, & ICMU AR KRR FEE
ICMU 2RI X ZF INEE

ZC.MuNiu encryption protocol stack is mainly composed of four modules: Csm, Crylf, Crypto,

and KeyM. The Csm module implements the encryption algorithm requirements for
Cybersecurity software or hardware needed by users, such as AES-128, CMAC, HASH, TRNG, etc.,
through the configuration of CsmJobs, and provides interfaces for user calls. The Crylf module
functions to connect the service layer Csm module with the hardware abstraction layer Crypto
module, protecting the integrity and confidentiality of data through security functions such as
encryption, decryption, verification, and authentication. The Crypto module implements the
transfer of information data between the RH850 F1KM main core and the ICUM core. The KeyM
module implements the management of keys and certificates, including the parsing and
verification of keys and certificates downloaded into the ECU, and connecting to the ICMU kernel

driver to store keys into the ICMU protected area.
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4.2 K4 (MUNIU)Cryptolibrary

K& Cryptolibrary B3 EZE D AR

The software of CryptolLibrary is divided into two main parts:

1) ICUM RE{4 N2 A= R [El#4(zICUM CORE)
ICUM hardware cryptographic module firmware (zICUM CORE)

2) RH850 G3MH F4%H CryptoStack(CSM. CRYIF, CRYPTO. CRYPTO(SW)) [ % ICUM
CDD(zICUM COM. zICUM CRY)
CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)) for RH850 G3MH main coreand ICUM
CDD(zICUM COM. zICUM CRY)

compaosite structure CryptolLib /

— _
RTE

ZICUM CRY

CRYPTO CRYPTO(SW) zZICUM COM

K4 CRYPTOLIBRARY B AUTOSAR 55§
AUTOSAR INTEGRATION FOR CRYPTOLIBRARY

Bk E M Fam EY



%? S MBS 55 F 16 A

0 AR T B Easy to know Easy to do
ICUM CDD 3% Crypto EIEH# O zICUM CRY #3120 ICUM BiFLAY zICUM COM &3k 7%

DFARER, BIERIENBINR 1.
The ICUM CDD includes two sub-modules: the Crypto layer call interface zICUM CRY
module and the ICUM communication zICUM COM module. The functional description of each

module is as shown in Table 1.

1 R AFARIR T BE I I

Table 1 Software Module (TC2XX/TC3XX) Functional Description

R AR HRERAA

AUTOSAR B TheEE X
Soft Modul
ortware oduie AUTOSAR Layer Functional Definition
Module Component
AT ICUM RIEBHIRE 1
iR, ARENLEE AL
zICUM CORE 8%, AES-128 % (% 4)
(hn e %) zICUM CORE N/A Utilizes ICUM's internal
(Encryption hardware accelerators,
Core) such as random number
generators, AES-128, etc.
(as shown in Figure 4)
HALIESS ICUM IR, 5
ICUM #Z 8B 53R 5
zICUM CDD 1) zICUM Crypto Interface %
RY :
(£#2) 2) ;:ICUM CbD Microprocessor ICUM
(Main Core) COM driver, communication
driver with ICUM core,
Crypto Interface, etc.
AP EERE®HAH IOB
= w73 S K
BIEMEARY, BTE
CRYPTOSTACK | 1) CSM SERVICE BEA
(24%) 2) CRYIF ECU ABSTRACTION
2 3) CRYPTO Interface functions for user
(Main Core) KEYM MICROCONTROLLER | cybersecurity keys and JOB
ABSTRACTION management, used for
configuring information

Bk E M Fam EY



§T e MBS 55 F 16 A

&0 AR 1% Easy to know Easy to do

A4 CryptoLibrary 35 SHE #7A4, FIARAERY SHE 4LL, CryptoLibrary EIN8E EH—£
¥R SRRUSEGEEE TEMEEXHINK 23,

ZC.MuNiu CryptolLibrary also supports the SHE (Security Hardware Extension) standard.
Compared to the standard SHE, the CryptolLibrary has some functional extensions, including
support for software or hardware algorithms. The main functions and differences can be seen in
Tables 2 and 3.

% 2 K4 CryptolLibrary B9 = hee

Table 2 Main Features of MuNiu Cryptolibrary

Features SHE standard A& CryptolLibrary
ECB v v
v v
AES 128 cBC
ZEER
Crypto Mode CFB 7 7
OFB v v
XTS v v
AES 128
:‘ l%\i 1 E—
HEIANIERD , ,
Message CMAC
Authentication Code
PABEHLEX
, v v
BEATLIR A Fh i Pseudo-
Random Number
Random
Generator
v
T /

Bk E M Fam 9T
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Features SHE standard A& Cryptolibrary
Hardware
Random
-~ -
RERH S, S,
Secure Boot
E5H R EEE
BX %{ B 10 >50
Non-Volatile Crypto Slots
0 5 KR NiE S, S,
Volatile Crypto Slots
X AT UDS0x29 INEE4A
Support for UDS0x29 Authentication / v
Keys
REISHT UDS 0x29 TAIE
Secure Diagnostic UDS 0x29 / v
Authentication
ECC / v
FEXTFRINE
Asymmetric RSA / v
Cryptography
Ed25519(SW) / v
ECDH(SW) v v
4t
A X25519(SW) / v
Key Agreement
KDF v v
RSA B4R
ATfFiE
il $ RSA Key / v
Key Storage .
Generation

BasRAkn R E R Has 10
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Features SHE standard A& Cryptolibrary
RSA #4A 17 1iE y ,
RSA Key Storage
ECC ZEHEM
ECC Key / v
Generation
ECC
HEATEhE y ,
ECC Key Storage
Custom
Externsion =
X / v
Custom Extension
Support
SM2(SW) / v
E#HEx
National
SM3(SW) / v
Cryptography
Algorithms
SM4(SW) / v

% 3 K4 Cryptolibrary # SHE Th &g BF

Table 3 Description of the SHE functions of the MUNIU CryptolLibrary

- 3 AR AR

key function explanation

SHE X% $A InfE 3%

_ PRI AES-128, 33 ECB F1 CBC M X MR In%
SHE symmetric key

Symmetric AES-128 with support for ECB and CBC

encryption and _ _ .
encryption modes symmetric encryption

decryption

SHE CMAC $§ 2IA\IES
SHE CMAC Message SRR AES-128 38 BINIERD

Authentication Code Symmetric AES-128 message authentication code

ERE5RE
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explanation

Generation and

Calibration

SHE CMAC Z£H 21\
UERS

SHE CMAC Security
Message
Authentication Code
ERSRE

Generation and

XHERE CMACKIE, FERBEFEBRELTEHEXE
ERNTEM
Supports secure CMAC validation, enabling applications

to check the integrity of security-related data

Calibration
SHE BAXX B 7% 128 AL B4AE] ICUM (9 RAM, R R Rl
SHE plaintext key Stores 128-bit keys in ICUM RAM, no security protocols
loading are involved.
XSG RAM B AR T R R (INE M S0 5IE)
SHE Z$ASH Packaging of exported RAM keys (encryption and
SHE key export authentication)
SHE ETZREMNE | EAREHICRE 128 (R AFMHEE ICUM FEZ K M1
AR 75

SHE Security protocol-
based key loading

Storage of 128-bit keys in ICUM non-volatile memory

using a secure protocol

SHE B4 &4 B
SHE Random Number

Generation

2 AES 4RI A REALEL 707 F TRNG 4 BL

Generate pseudo-random numbers using AES, seeded by
TRNG

SHE &£ J&)h
SHE Secure Start

WU A2 B CEBHY CMAC.
Verify the CMAC of the application startup code.

FRZEMUE B ICUM iEi 3 O A9 18]

SHE AiRiER Enabling access to the ICUM debug interface using
SHE Debug Mode security protocols

SHE ARZSZREX FREN SHE JRZ.

SHE Status Acquisition | Get SHE status

SHE wr @ BUH

SHE command

cancellation

BUH S BT IEAENATHIRIE.

Cancels the current operation.

Bk E M Fam

121




HMELR 7 H &M

Easy to know Easy to do

QQLK_]
£ amne

TEIE

key function

R B

explanation

SHE fHiRiR &
SHE Error Reporting

BT CSMIRERILZ 5, HTTIE
2 SHE %

In addition to the CSM return code, SHE errors can be
reported through the AUTOSAR mechanism

1T AUTOSAR #1438

AR ICUM M Ry B [B) i8S FiUE X R9PR &1, HR & 5%

SHE 38 i 4b 38 If the ICUM response time exceeds a predefined limit, an
SHE Timeout Handling | error is reported
AR EHR X

(Cipher #1 MAC)
Application Software
Update Support
(Cipher and MAC)

N AR E FNE AR T 0] DUE A &5 MAC T8
Password and MAC functions can also be used during

application updates

T BEYL I
hardware random

number

ISR R E

Support for generating true random numbers

AES fnZ¥ f& (OFB,
CFB, CTR, XTS,GCM)
AES encryption
extensions (OFB, CFB,
CTR, XTS,GCM)

SEFESMY AES #RTE
Supports additional AES modes

#RY R

key expansion

XY REZNESRMRNA

Support for extending more non-volatile keys

Bk E M Fam
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4.3 EZE T E Configuration tools

i Csm P ¥ CsmConfigSet P Primitivelnfos [12] P %% Csm_ECCGenKeylnfo M %* Csmobal

MBS 55 F 16 A
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ithms (11 P

"
Y Can %] |

e Canif Index Name
=0 =) CsmJobAigorithm0

CsmJobAlgorithme amily
=] CRYPTQ_ALGOFAM_ECCNIST

[ A

050000000000
o

00099

<
©

Csm.JobAlgorithm SecondaryFamily
=] CRYPTO_ALGOFAM_SHAZ_256

[ Properties 12 Mm~=0 TOSAR Validation &) Ta Console % Navigator 18

hm [ fContainerDef] 5 vviX_Cfg
BB Com JobtEERASBURSHE

SIMAL CRYPTOSTACK e B A EE

7C.MUNIU CRYPTOSTACK CONFIGURATION DIAGRAM

ATHEREFPOAEIMEBRR, SRS Cryptolibrary BI¥ R M, TmF= RH850 FIKM 3L
M7 &AL E M, FESSI T AL Cryptolibrary HIEEET B, B URIBEARRER,

AERE TR F5EA Safety Library S MERMNEETE, TEREEREXYE, BERHNEE

MHEMRE TEREE.

In order to meet the different project requirements of customers and improve the scalability

of the CryptolLibrary, Renesas RH850 F1KM realises the configurability of each module and

implements the configuration tool for the CryptolLibrary. Customers can complete the

configuration work of each module of Safety Library on the configuration tool according to

different requirements, and can generate configuration code files and integrate the generated

configuration files into the project.
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4.4 R F3z5 Application scenarios

24 25 Secure Boot

BTFEUNELE
Hardware-based encryption
programme
BETHRHEMELTE
Software-based encryption
programme
mIPFREET R
keystore management
programme

L2 RE KN

Safe Start Failure Analysis
FHREFRATR

Line Production Model

TR Security Upgrade

X509 IE BN ETE

X.509 Certificate Authority
Management

A/B X &Mk

A/B Zone Backup Upgrade
APP B & 48 T %K

APP Data Compression
Download

APP HEL £ TR

APP Data Security Upgrade
' AN TEXE LA
TH)

Supporting Upper Unit Tool
(Genbu Upper Unit Tool)
XHARE OEM "R HSE
Supports different OEM

HMELR 7 H &M
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B L4512 WT Safety Diagnostics
® I PBEFMEBITINGE

Certificate store parsing
function
® NIATFHEMBITINGE
Public-Private Key Storage
Resolution Function
® HAEMEEINGE
key update management
function
® ¥ UDSOx29 AR
Support for UDS0x29 services
® ¥ UDSOx84 AR
Support for UDS0x84 services
o IHENMEELEE
Support for integrated
information security libraries

B L4 7Ef# Secure Storage

® XIFR/IENTRE AL &7 E
Symmetric/asymmetric key secure
storage

® X509 IE P e Tk
X.509 certificate secure storage

® MAC EFfE

MAC value storage

Z4 H & Security log

ZEEMHATERTH
Security Event Log Signature
Storage

Bk E M Fam

B Z4£ifFR Secure Commissioning

® TLIFRMERIE
offline debugging encryption
process

® ZHTRE IR
Diagnostic Decryption Debugging
Privileges

® ZHTRENLZAEER
Diagnostics Get Key Information
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5 FEEEIAE CONFIGURING THE ENVIRONMENT

ECE R

Configuring the Environment

Hardware (Chip)

Compilers Supported

Evaluation Hardware

Debugger

Configuration Tools

Configuration Environment

Green Hills 5% 82 % I

Green Hills ZRi%F3i%E 0
Green Hills Compilation

Options

Green Hills $51&3% 10
Green Hills Link Options

Bk E M Fam
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Green Hills MULTI v7.1.6

RH850 F1KM R7F7015843AFP

Lauterbach (TRACE32 2023/02)
Isystem (IC5700)

Muniu_v5.0.5

Win10 64bit

Green Hills Compiler Options

-mcpu=RH850-F1KM -c -Os -ggdb3
RH850-F1KM

frame-pointer -msoft-float -fno-common -Wall -

-mcpu=

-mthumb -mlittle-endian -fomit-

Wextra -Wstrict-prototypes -Wno-sign-compare -

fstack-usage -fdump-ipa-all -std=c99

-mcpu= RH850-F1KM -msoft-float -mthumb -e

_start -nostartfiles -static -Ic -Im -Igcc -Inosys
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6 JEH CERTIFICATES

R AR R EREE R EERE AR ERE R EEEREREEE EEEEEREREERREREREREREREEE

FI”.‘-’*AE%HIIEIEI%'{WR%
R R E (AT

MEFE: HEHFEH103612TH

% & B AAKEEERSRY
[E#k: "MAL]
V4.1.0

= F B A: LRmAREHRRAR

ARG R RENE
B A o B AR

B i %B: 2024SR1632254

W3 (AL R E D A O AL E R T k) B9
HE, ShEENRY SeRE, MU EBEHTUEL.

e |

el et e e [ e i e e ) e i e e e e [t [ e e el e e e et e e ‘;J_JI'JEF—‘

Ol e e e e e e el e T Tl el T [ el e [

el

elefdigididlgiaidic f..iEi"ﬂ'ﬂJE!"‘rﬂJ’Jd'JrIJJ RIEE 'EEJEF'H'JLI" mmmmmmﬁmwmumr FR R R R R

AR FZENEICIES
MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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5. AE

ARG R BICIES
MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE
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To Be the Global Leading Automotive Basic Software Company

o
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WeChat Official Account Business Contact
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