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1 THEEMEIA FUNCTIONAL OVERVIEW

FMB X BootLoader ZHEMBEHR B XM & 112 FFRlF K 4F(BootLoader), FAMME R
BootlLoader A= HI2S, T U3@iE CAN. LIN. SPI, UART. Ethernet EBEARTIUN BEF
B HINEE. FNMB & BootLoader 235 NXP. Infineon. Renesas. STEZ %A, FHX
FERELE BEFERFMTE, TREEHFEERS.

ZC.QingLong BootlLoader is a program flashing software (BootLoader) independently
developed by ZC Technology. For controllers using the ZC.QingLong BootLoader, the update
function of application programs can be achieved through communication methods such as CAN,
LIN, SPI, UART, and Ethernet. The ZC.QingLong BootlLoader already supports chips from multiple
manufacturers including NXP, Infineon, Renesas, and ST. Moreover, it is compatible with the
program flashing specifications of multiple vehicle manufacturers and can provide customized

development services.

FEHM B X BootLoader RYE AT £, FIMB K Ethernet OTA EF Renesas RH850U2A £ &,
ZE4 Ethernet 285 DOIP THEESCIN T Ethernet RIS IhaE, =188 0] IMi@IT Ethernet @13
AT OTARIFT, HAEREM EIFHERLEE. REREZFEELZEMHEUR ABIKX
Fh. BRAERSE OTA Thig, RESEFRIFINNENRE M. MMER Ethernet OTA EIFEX
FHEREE] Y OTAIMSE, HRREEHAEARS.

Based on the ZC.Qinglong BootLoader, the ZC.Qinglong Ethernet OTA, which is based on
the Renesas RH850U2A platform, combines the Ethernet diagnostic protocol with the DOIP
function to achieve the Ethernet flashing function. The controller can execute OTA flashing
through Ethernet communication. On this basis, it supports and adapts to information security
functions such as secure boot and secure flashing, as well as OTA functions such as AB partition
backup and version rollback, improving the efficiency and security of program flashing. The
ZC.Qinglong Ethernet OTA also supports the OTA specifications of multiple vehicle

manufacturers and provides customized development services.
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2 [ % APPLICATION FIELD

HMFE # Ethernet OTA T F- T RH850U2A R F B HIsS B ERIFThAE . XI5
B9 12 il = B4
The ZC.Qinglong Ethernet OTA can be applied to the program flashing function of

controllers using the RH850U2A series of chips. The supported controllers include:

> ZEBZE % Body Systems Vehicle
FoEflas. TPEEGR. EERS. MXE
Domain controllers, zone controllers, gateways, etc.
> I E G Power Systems
B EERGE
Battery management systems, etc
> JRIZE 4 Chassis Systems
BN ERZEG. FfERtRS%E. BSRERGF

Electric power steering systems, anti-lock braking systems, electronic stability systems, etc
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3 BCEIRE CONFIGURATION ENVIRONMENT

Big E2£18 Configuration Environment

Hardware (Chip) RH850U2A8

GreenHills For RH850 (comp 202015 / muilti

Compilers Supported 716 2020)

Debugger Isystem (IC5000 / IC5700)

HighTec 5% &% HighTec Compiler

-bsp generic

{optgroup=GhsCompilerOptions} -cpu=rh850g4mh
{optgroup=GCoresOptions} -cpu=rh850g4mh
#:sourceDir=.
-large_sda
-Olink
-Onone
-object_dir=objs/AppDemo
-ghsmc_core_count=1
Compiler Options ghsmc_file=./DemoPrj/Debug/MultiCoreConfiguration.ghs
mc
-ignore_debug_references
-dwarf2
-no_init_ram_at_startup
-G
-e=_RESETVECT
{optgroup=GhsCommonOptions} -o ./output/Bootloader.elf
{optgroup=GhsCompilerOptions} -
srec=./output/Bootloader.s19
-L.\libs

v
HRER _IlibCdd.a

Linker Options
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4 FA&E= DEVELOPMENT BACKGROUND

DEEAMMBKUBRKAENERTTE. FRAFNRELR, AXTAENNE B
ERFERRRNET RERHLEIREER, KHEXCRERARTEENESE,

Intelligent and connected vehicles are the future direction of the automotive industry. The
rapid development of smart cars has changed the value of cars. With the rise of user experience
needs, system software has become increasingly important, and the trend of software-defined

vehicles has become irreversible.

BAEEXRE (Software Defined Vehicles, &#7SDV) B RE: RERKAENZIMU
ATERAZOHNBHEER, TABRRENDI AR, SEERER. TIMMEETIR, M
XM AREFTIVEBHNERES, REFVHNVEMEEEEEBRMFNTIHE
RERTR, BREEREND IR N BB KT 240 A5 gLk s TR 4R & BSF IR,

The core idea of Software Defined Vehicles (SDV) is that the future of cars will be determined
by software technology centered on artificial intelligence, rather than the size of the car's
horsepower, whether it has genuine leather seats, or the quality of its mechanical performance.
This will become a common development trend in the automotive industry. The industrial
structure of the automotive industry is following the development path of the computer and
mobile phone industries, and the standard for measuring the quality of cars will shift from the

"hardware" level to the level of intelligence and the quality of software services.

FREERUMEAREIES, REXGNEEMROLLANEF, BEEMLXBBRANELE
mERE, FIbBETRERESIZREBRNRFSEERA. Biiam iENEERILBEESR
R 11217, BfEIZEE CMMI (Capability Maturity Model Integration, 8 /1 i #VE £ A EY)
5 BRIV S FIRERITIRS], RABGRFEERTA 0.32%0, BEEBMHIMERS/ . MAESE
%, FEEE] fHERMNEEMBEZERA.

In the process of automotive intelligence development, although the importance and
proportion of software continue to increase, the research and development cycle of the whole
vehicle is invisibly shortened, so the risk of car recalls caused by software vulnerabilities continues
to rise. At present, the total code amount of high-end cars has exceeded 100 million lines. Even
if controlled according to the highest software standard of CMMI (Capability Maturity Model
Integration) level 5, the code defect rate is still 0.32%o, and the scale of potential problems is not
to be underestimated. Recall events require car manufacturers to pay huge direct and indirect

COsts.
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NTFRELZRFNTLNE, ENEEAFETLARRNES, KOTEHHIN—HFNRRE

e R TV TR BARTIRAEAM, FOTA (Firmware Over-The-Air, ##&ins
RTEEREFAR) R ABRRAERE. ETERREEFARNRERRTRZ—,

For industries in development, facing the major trend of the development of smart cars,
system update functions similar to those of Tesla will inevitably become the premise and
foundation for the sustainable development of the industry. FOTA (Firmware Over-The-Air) has
thus become one of the best solutions for addressing software vulnerabilities and upgrading

Smart car components.

FOTA TR, —iEBE R ARBEMNIIEMNERREREEGHRRS, APER
M URH. 5T ROTARRERLRRGHRE, FBE FOTARTZRAR, THESR
EEMIA., AEFEFNERNFRL FOTA TUYNARITR, eI EREM IR E ECU.
RGHMAFER, RIERFETE. REAE, LAPEAEREFRENTIRT, ARHY

&b
RAEo

FOTA wireless upgrades refer to providing firmware upgrade services for terminal devices
with networking capabilities through the cloud. Users use the network to obtain smart terminal
system upgrade packages on demand and in an easy-to-expand manner, and upgrade through
FOTA to complete system repairs and optimizations. Car manufacturers and suppliers can quickly
and conveniently achieve iterations of car ECUs, system versions, etc., through professional FOTA
upgrade plans, ensuring system security and rapid upgrades, allowing users to experience new

functions without replacing hardware equipment.

Ethernet BE RARSMERELHEER, EBIHRELIENRELH. XXT OTA Ft
RPRRNRESEGXHRREEEE, JUEZREFARNE, BHDBAFFHRK,
B fE A DolP MUK S EIREM MR AN MERY, AR EMSHIRME T TRMNX
R, AOTARRBREMTIERMNEZEARTR, KAABRRTEREHEEASEAHA.

Ethernet typically offers a high data transfer rate, enabling the rapid transmission of large
volumes of data. This is crucial for relatively large software or firmware files during OTA upgrades,
as it can significantly reduce the upgrade time and minimize the user's waiting period. By
implementing the DolP for efficient data transfer and a flexible network architecture, it provides
reliable support for modern vehicle diagnostics and offers a reliable remote upgrade solution to
meet OTA upgrade requirements. This substantially cuts down the costs associated with vehicle

updates and recalls.

BEl, FOTA EXHBIAT, HAXBH A OEM (Original Equipment Manufacturer,
JRAIE & HIYERS) 0 TSP (Telematics Service Provider, SREIFEIRZIZMET) RENERLW
FEHd, WEAE FRAAAGCENEHERMEHRZ—,
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At present, FOTA has gradually been recognized and has developed into a new trend of the

Internet of Vehicles that affects the decisions of OEMs (Original Equipment Manufacturers) and
TSPs (Telematics Service Providers). It is also one of the innovative attempts and trends for car

manufacturers to improve user experience.

e Rk FEMER o Page 6



@® oy 3 ]
$w HMMEHE: ZHAEM

&0 A Tl 1 Easy to know Easy to do
5 TheedHEAR FUNCTIONAL DESCRIPTION

5.1 /= %% = Product Features

> ¥/ Ethernet DolP i fZ5i %8, & 15013400 #11S014229 #isE
Uses Ethernet DolP protocol for data transmission, compliant with the ISO 14229 standard.

> BERTZREE] NEFEHIE

Adaptable to the program update specifications of various car manufacturers.

> XFEZEMENG, FRIBENTETE

Supports multiple encryption mechanisms to ensure the security and reliability of data.

> RN HAREFRMEENERIE
Offers update capabilities for both applications and data.

> ZFABAXREMNYIRE, RIEARSEEEREEITENTEN
Supports AB partition SWAP functionality to ensure the integrity of data during the
upgrade process.

> IR RgE. SRER. TS, RIEARIRELERE
Features safe and stable upgrade processes with mechanisms such as breakpoint
resumption, intelligent restoration, and traceability.

> IRFESERRRN, HEEBITREEIRE 90%
Supports differential restoration technology, which can speed up the upgrade process by
90% compared to standard upgrades.

> XHRBEATAER RHEZNZERE

Supports full package upgrades for enhanced security.

> EEMMNZEEFEF LR, RETENEFENBRATER
Compatible with ZC.Xuanwu program update tools, providing a comprehensive solution
for program updates.
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& workspace - ZC XuanWu v4.2_01INSW002040102 — O x
File Edit Navigate Search Project Run Window Help
- EHROB ML I P RSl e e D [Quick Access] | 12 | o (@] @
E71E] [ms] #RAND] /s EElbyte] BB e® iswrREnE | D TRTHRE © suEEnE $ X[ G L=
BEEF SR ] g
[ _10 DiagnesticSessionControl 10,03 50,03
= )
& ZREE « FunctionalAddress 10,83 50,83
FunctionalAddress 3E,80 7E.80
ik 27 SecurityAccessSeed 27,01 67,01
CANSSERESSEIE _27 SecurityAccessKey 27,02 67,02
_31_RoutineContral 21,01,FD,02 71,01,FD,02,00
CAN-EIEZ | PCANPT32 v | EEEE 0 ~ Functionaladdress 85,82 5,82
EREmaE | EEREE | B [0 |7EA | FunctionalAddress 3E,80 7E,80
FunctionalAddress 28,83,01 68,83
FRTEI0N | FFFFFFFF |2 [canpnn | Functionaladdress 3280 7E80
CRCEEL  |cRe32 | s 762 | _10 DiagnosticSessionControl 10,02 50,02
] _27 SecurityAccessSeed 27,35 67,35
TREAIEID [7DF | s [7EA | AT securityAccessSee:
_27 SecurityAccessKey 27,36 67,36
7 oapo Pl d 24NN 44 1C EC 07 NN AN AN N4 SO 74 9nnccc 4
<
@ [ ok | cancel |
& Console @Eﬂ@«ldﬂvrﬁ":'ﬁ
HEINAEREEIRAT
15:10:06.  BHFSIHEIIS
15:18:@6. Bt :  exiFFFs2en, HIEHKE: ox00000458 =i
€ >

HMMNER—EFEHTLER
ZC XuanWu—Program Update Tool

5.2 B {44244 Software Architecture

composite structure FOTA Software /

Application

Boot
[ ELET-CTg

Handler

Base DRV Can DRV Crypto DRV m Fls DRV
Gpt DRV m Port DRV Flash DRV

Microcontroller(MCU

e I ——————

FOTA R%5E4
FOTA SYSTEM ARCHITECTURE
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HMZF W Ethernet FOTA %Zﬁ%@#’@i’i?%b}{j(lml_'fé%m—rﬂ’] FOTA Ifigg, 1@iL TCP/IP.
DolP. SoAd. Dcm #ELhSCIR Ethernet @{= UDS iZ2HMiRIE, F@ITiER Crypto Library SE31 &

OEM HEMERREF K. MUTARRRNINEE AR

The Qinglong Ethernet FOTA system architecture supports the FOTA function in Ethernet
communication scenarios. It realizes the UDS diagnostic flashing for Ethernet communication
through the TCP/IP, DolP, SoAd, and Dcm modules, and meets the Cybersecurity requirements
of various OEM specifications by adapting to the Crypto Library. The following are the function
descriptions of each module:
> Bootloader

BootManager ki FOTA B EIEINGE, X FIEECIE( SecureBoot THEE, Bt

A S 174 Bootloader F1 Application E’]EH MAC &, RBaIBfE& SecureBoot BT ITE

Eb %% Bootloader #1 Application A MAC #UfTERHF EBMRE, RIEKMHLREFE K.

The BootManager module provides FOTA startup management functions and supports the

adaptation of hardware and software SecureBoot functions. It stores the expected MAC

values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security
requirements.

» Ethernet Com

DolP #E3REF TCP/IP 1Y L3 Ethernet BIFIR A TIBE, #E 1SO 13400 FREE X . B

FIRIRB . M. 12WDE R INEEII UDS RIS 742, LI Ethernet OTA T&E.

The DolP module realizes the Ethernet communication sending and receiving functions

based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It

implements the UDS flashing process through vehicle identification, routing activation, and
diagnostic message functions, thereby achieving the Ethernet OTA function.
» Crypto. HSM

Ethernet OTA X #r@ B A4 INE ERE, i?ﬂtiﬁ”ﬂﬂ*"”/ﬁnﬁnfﬁ, ERERo e il

5Mee, BERIEFHINENERHELEZHIEE, EE HSM RS EEREMENREMNM

RY IR E

The Ethernet OTA supports the adaptation of the Muniu encryption library functions. It

combines asymmetric encryption algorithms with other encryption algorithms to achieve the

secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

e Rk FEMER o Page 9



5?5 FMFHR 55 H & A

& M ﬂ H Easy to know Easy to do
5.3 IB{5%&fE Communication Sequence

SMRIZHTIZR & 5 EW DolP SLE@AIS EIRA . Bk, IWHAVGTRREERE, FRidk
IS W AR 54147 Ethernet OTA H9IZ BRI S ThEE .

The external diagnostic device and the in - vehicle DolP entity complete the
communication connection through vehicle identification, connection establishment, and

routing activation, and execute the diagnostic flashing function of Ethernet OTA by sending

diagnostic services.
SNERIZHTIZE R 5F W DolP SLEEN B ENREN TR,

The process of establishing communication between the external diagnostic device and the

in - vehicle DolP entity is shown in the following figure.

sd Sequence with Class Creation /

Te?ter
[
|
|
|
[

Check Phy IP Addr{)

Wehicle Annocuncement / Vehicle
Identification Request()

Vehicle Identification Response()

TCP Connect()

Routing Activation Request()

Routing Activation Response()

alt Loop Diagnostics Request()

Cliagnostics Service Reguest()

Diagnostics Service Response()

Diagnostics Response()

AKMIZ W R SRR

ETHERNET DIAGNOSTIC FLASHING PROCESS
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FHAIRENENZET /M DolP BHERFEERIREMNARE DolP TR, HE

DolP F S/ RIEECHVE TR, REESSHEEERN:

The purpose of the vehicle discovery process is to inform other DolP nodes within the
current local area network of the DolP attributes of a node. Other DolP nodes can decide
whether to establish a connection and communicate with it according to their own business
requirements.

a) FHJE, Client A #& AT 514 1% Vehicle Announcement Message / Vehicle
Identification Request, 7EJEEFREWZIEMIL. VIN, EID FEE,;

a) After powering on, the Client actively sends a Vehicle Announcement Message / Vehicle
Identification Request in a broadcast manner, carrying information such as the logical address,
VIN (Vehicle Identification Number), and EID (Entity ID) in the message.

b) K%Y B Server I BB EE Vehicle Identification Response J4 &, Hi#
WHiZAEM L. VIN, EID &EE.

b) The Server that receives this message replies with a Vehicle Identification Response
message in unicast form, which carries information such as the logical address, VIN, and EID.

Client 5 Server ZE R EMIRFI /G TS TCP EiE# 4T UDS B2

After the Client and the Server complete the vehicle identification, they conduct UDS
communication by establishing a TCP connection.

a) Client 315 Server B3z TCP &EiE;
a) The Client takes the initiative to establish a TCP connection with the Server.

b) Client &3% Routing Activation Request B E1E K BUEESH, Server IRIBLIRIERARE
B EIREBCEIE R, IR RIAIT A% Routing Activation Response JH B 2440 Client;

b) The Client sends a Routing Activation Request message to request the activation of the
route. The Server agrees or rejects the activation request according to the actual situation, and
notifies the Client of the activation result by sending a Routing Activation Response message.

TAEHACEE, LAAEE DolP il AIXIZHRITiEK, RERISREHNTT OTAE
MIIEE
After the route activation is completed, the host computer sends a diagnostic flashing

request through the DolP protocol and executes the OTA update function according to the
flashing process.
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5.4 MM ZERE T AR S % E ZC.Xuanwu Programming Sequence

HMMZERE TRE X#F DolP BEMXAIUAMREIEIhEE . FRAMANKERETRH#THS
B, BFEEEBEREAXI. BE P, wAS. R SA. Bayithilt TA S,

The ZC.Xuanwu Flashing Tool already supports the Ethernet flashing function based on the
DolP communication protocol. Before using the ZC.Xuanwu Flashing Tool for flashing, it is
necessary to configure the communication interface type, communication IP address, port number,

source address (SA), destination address (TA), etc.

&) DOIPEEES X

faA
BEE00IPEAT,

MGEE] |2

[[3::5:1 192.168.1.1
== 13400
iEHEHESA OEBa

BREHTA 0160

[ lEnable EI* | 838b6bda987f9

[ Enable VIN  LSGJBB4J7FY068133
S PY:-
@kEFEIms] 3000

® Ok Cancel

ZHMSTE DOIP EERE
DOIP CONFIGURATION INTERFACE OF THE XUANWU FLASHING TOOL
RISMITRI BRI B ESATRA xml XX, FHAXNK OEM BISHEHRSRIE, BT
RERSRERS .
Before performing the flashing operation, you need to import a preset XML file to load the

flashing process corresponding to the OEM's flashing specifications, or configure the flashing

process services by yourself.

e Rk FEMER o Page 12



T

ZHI CONG KE o

ﬁnM\ﬂHé

P UERETE D TET

MBI 5 HITE M

Easy to know Easy to do
+R| ¢ & =08

BEER
_22 ReadDataByldentifier
_22 ReadDataByldentifier
_22_ReadDataByldentifier
_22 ReadDataByldentifier
_10_Diagr
_27 SecurityAccessSeed
_27 SecurityAccessKey

_31_RoutineControl
_85_ControlDTCSetting
_28_CommunicationCantrol
_10_DiagnosticSessionCont...
DelayTimer

_27 SecurityAccessSeed
_27 SecurityAccessKey

_22 ReadDataByldentifier
_22 ReadDataByldentifier
_22 ReadDataByldentifier
_22 ReadDataByldentifier
_2E_WriteDataByldentifier
34 RequestDownload
_36_TransferData
_37_TransferExit

31 RoutineCantral

ionCont...

02_ProgrammingSession

01_DefaultSession

01_DefaultSession

path

. ]
227193 62,71,93
227195 62,F1.95
227187 62,71.87
271,75 62,F1,75
10,03 50,03
27.01 67.01
27,02 67,02
31,01,70,02 71,01
85,02 5,02
28,03,03 68,03
10,02 50,02
70,00 50,02
27.03 67,03
27,04 67,04
227184 62,F1,84
221,80 62,F1,80
227186 62,F1,86
221,70 62,F1.70
2EF1,84,20,25,01,20,39,2E,31,26,30,20,20  6E,F1,84
34,00,44,FD,C0,10,00,00,00,0E F6 74

36,01 76

37 77
31,01,F1,A0,BA,00,07,46 71,01,F1,40

YBESH
TRUE
TRUE
TRUE
TRUE
FALSE
TRUE
TRUE
TRUE
FALSE
FALSE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE
TRUE

T R
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE

A~

HiR .

ZRRIETRRS

/}lL*EEEE%F?”E

FLASHING PROCESS CONFIGURATION INTERFACE OF THE XUANWU FLASHING TOOL

RIS REFGBE

. BREITEE

RERXEREFAEmUNERSi3#

EWERE

WP HILA

After the flashing process starts, users can observe the flashing progress and any errors

that occur during the flashing process through the process message monitoring interface.

8418] [ms] #A[ID] W/E  KEbyte
09:33:49:841 00, 00, 07, 5A, R 4
09:33:49:892 00, 00, 07, 52, T 200
09:33:49:921 00, 00, 07, 5A, R 2
09:33:49:944 00, 00, 07, 52, T 68
09:33:49:971 00, 00, 07, 5A, R 2
09:33:49:972 00, 00, 07, 52, T 1
09:33:49:990 00, 00, 07, 5A, R 1
09:33:50:003 00, 00, 07, 52, T 4
09:33:50:012 00, 00, 07, 5A, R 3
09:33:50:160 00, 00, 07, 5A, R 3
09:33:50:180 00, 00, 07, 5A, R 3
09:33:50:181 00, 00, 07, 52, T 4
09:33:50:189 00, 00, 07, 5A, R 3
09:33:50:315 00, 00, 07, 5A, R 5
09:33:50:315 00, 00, 07, 52, T 2
09:33:50:335 00, 00, 07, 5A, R 2
09:33:50:335 00, 00, 07, 52, T 2
09:33:52:338 00, 00, 07, 52, T 2
09:33:54:337 00, 00, 07, 5A, R 6
09:33:54:337 00, 00, 07, 52, T 2
09:33:54:338 00, 00, 07, 5A, R 6
’ i

_Uﬁ” 5 I,\ /}lL*EE:HiX 22

=]

74, 20, 00, C8,

36, 01, 02, F4, 91, 10, 00,

76, 01,
36, 02,
76, 02,

37,
77,

31,01,
7F, 31,
7F, 31,
01,
01,
31,
01,
01,
01,
03,
03,
03,
01,
50, 01,

71,
31,
7F,
71,
11,
51,
10,
10,
50,
10,

ZE5E

D9, FF, A6, C1, DC,

02, 02, BB, 77, C2,
78,

78,

02, 02, 04,

FF. 01,

78,

FF, 01, 04,

00, 32, 00, C8,

00, 32, 00, C8,

1

XUANWU FLASHING TOOL PROCESS MESSAGE MONITORING INTERFACE
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6 1L PROCESS DOCUMENTATION

FERE

Development

Process

XA

Document Description

RIS

Development

Process

LNCEER il
Requirement

Collection

L Sy

Software

Architecture Design

AR R TR
it

Software Detailed
Design and Unit
Design

KRR

Software Unit

Testing

AR AR RN

RS S

Document Description

RO

Requirement Analysis

BROITAAE

Requirement Analysis Specification
BT REBIRE

Software Requirement Traceability Matrix
& P RyjE) @R

Customer Issue Communication Form
BRI R

Software Architecture Manual
RSB R

Software Architecture Traceability Table
FOTA 4% iti5%

FOTA Detailed Design Manual

fcE TR

Configuration Tool Design

B FEMRITERRRR

Software Detailed Design Traceability Table
FOTA 4R 1T

FOTA Detailed Design Review

QAC Mk

QAC Analysis Report

Tessy MiXIRE

Tessy Test Report

R4 B TR IE SRR

Software Unit Verification Strategy
3% S

Integration Strategy

ST

Integration Manual

BaeRaxn R E M e

Page 14
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FRRE D& =f:pu
Development Document Description
Process
Software Integration SN KA
and Integration Integration Test Strategy
Testing SRR IR
Integration Test Report
TIRDTIRE

Resource Analysis Report
FOTA Z MR &

AT FOTA Software Test Report
Software System FOTA Bt 4R 451 B

Testing FOTA Software Test Report Review
P R

Release Release
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7 UE$ CERTIFICATE

o e el fel el el il el relied rel vl ol rel Fel e rel el e el el el Pl e e e e R el ol e Rl e el el P Pl FR R '[.J.':'_"Jf"][-'_":"J'EJ]'I'E."::.I-?]|r!]|r_1i:

g A B R TSR
VST HLER P 3% 0 KL R B B 5

ERS: KERERL0I5T07H

REREEREEEEEEEEER

([ el (e e [l e e e e e e e ree e e el el e el el el

% £ £ & SAWRBootLoader ¥ ft
(% AWER] |
V9.1.0 .

¥ E R A ERGANSERLT

I REEEEEL

[ERERAREE

2]

HARAS R WARA |
/A% M £¥EA
B i B: 2024SR1631834

HEEET

]
]
et
[ ]|
i)

RE GHEHRAERP &M A GHOSEER R HE) 8
M, & ERBRPPOFE, ML ERRTRRE.

(]
=
| )

PEEEERREEE

Sl rel]

al

BREERRREE

S
[
i
]
7=

&l
i ]
B i
diEiRERRERRERERRRRDRERRRRERRENIERERRRRARRAREERE AR
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