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1 IThgeMEix FUNCTIONAL OVERVIEW

TC397 Safety Library AFHEEIZEFASLIMET AURIX TC397 EEMINREREE K, Safety
Library EEEY B, TMUREAENEAMEERATEENT ALY, REHEEFNI
BLEFE K.

The TC397 Safety Library is designed to assist customers in achieving functional safety
requirements based on the AURIX TC397 platform. The Safety Library offers high scalability,
allowing for configuration and further development according to various customer project

requirements, ultimately meeting the customers' functional safety requirements.

TC397 Safety Library F3-T-5L3 TC397 RFIM A2 EMS . B MCU AERRIRAY XA
R EYH AR,

The TC397 Safety Library is used to implement software safety mechanisms for the TC397
series, including testing of internal MCU (Microcontroller Unit) modules and drivers for hardware

safety mechanismes.
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N FA%E APPLICATION FIELD

TC397 Safety Library o] Y BT AL REFRF/RAEHI=F. B0

The TC397 Safety Library can be applied to controllers that require functional safety levels.

For example:

YV V.V V V V VYV V V

3 5th B8 R 4% Battery Management System (BMS)

B He B 12 8% Advanced Driver Assistance System Controller (ADAS)
I HE M 12 88 Intelligent Gateway Controller (Gateway)
FREFIZE R 4 Intelligent Braking System (iBooster)

# 5FaE 2% Electronic Stability Control (ESC/Onebox)

B 5B /1% () Electric Power Steering (EPS)

% 547428 Body Control Module (BCM)

RN EIEZE % Engine Management System (EMS)

JEZI8 % 12 2 % N F Chassis Domain Control System Applications

BIL4 Safety Library SEAEIEF TC397 By HI4, BJiAF| 15026262 ASIL-D BIFREK,

By integrating the Safety Library into the control based on TC397, it is possible to meet the ISO
26262 ASIL-D level requirements.
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3 BLEIRE CONFIGURATION ENVIRONMENT

B & 2A18 Configuration Environment

Hardware (Chip) INFINEON SAK-TC397T-64F300W
Compilers Supported Tasking TriCore v6.2r2

Evaluation Hardware TriBoard TC3X7

Debugger Lauterbach (Trace32 R.2018.02)

Isystem (IC5700)

Configuration Tools Muniu_v5.1.3

Configuration Environment Win7 64bit

4Ri%281%E W Complier Options

--cpu=tc39x --is0=99 - -keep-temporary-
files --integer-enumeration -Wa- -emit-
locals=+equ,+symbols -Wa--section-
info=+list,-console -Wa--
optimize=+generics,+instr-size -Wa- -
Tasking 4 & debug-info=+asm,+hll,+local,+smart -Wc- -
Complier Options  debug-info=default -Wc--align=4 -Wc--
default-a0-size=0 -Woc- -default-al-size=0 -
Wc--default-near-size=0 -Wc- -
optimize=aceFglkIMnopRsUvwy,+predict -
Wc--tradeoff=2 -Wc--language=-
gcce,+volatile,-strings,-comments
--cpu=tc39x -WI--
output=TC397_ADAS.hex:IHEX -WI--
Tasking S##EEW  optimize=1
Linker Options --output=TC397_ADAS.elf --Isl-
file=TC397_ADAS.Is| -WI--map-file -WI--
map-file-format=2
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4 FFA &= DEVELOPMENT BACKGROUND

BEl, AELMNBFEISENHREES, WREBFHNREMHERBEXES, ATH
BARAEMNZEMER, AEVRLSHUREZIEN, RIIELE, AXEEEINED
BE LS HIARAE 15026262, H A, 1SO 26262-5(2011) Clause 8 BT 2 NMEE: Single-point
fault metric(8 SRR E 2)F Latent-fault metricCBEREEE 2). IRIBARA ASIL FHREXK,
BolEEEMERNEEEFTEAZENNER.

Currently, the electronic and electrical architecture in vehicles is becoming increasingly
complex, and the requirements for the safety of automotive electronics are also rising. To meet
these safety requirements, automotive functional safety is gaining more and more attention.
When it comes to functional safety, the first thing that comes to mind is the functional safety
standard ISO 26262. In particular, Clause 8 of ISO 26262-5 (2011) introduces two metrics: the
Single-point fault metric (single-point fault metric) and the Latent-fault metric (latent fault
metric). Depending on the different ASIL grade requirements, the single-point fault metric and

the latent fault metric need to achieve the corresponding grade.

N FHIEFRFMCU, IATEIRMCU), EBEFBEIRGEH, EH SEooC(safety element out of
context) HTTIRITH A, MCU AT HEUELRFIM 2 NEEEKR, FEXWHENNZENH .
M EHLH T IO BRI E R 4R, MCU (Y Safety Library 242 FEst2 SLH 0 BEC 24k 4
R,

For microcontrollers (MCU, hereinafter referred to as MCU), in the electronic and electrical
systems, they are designed and developed as SEooC (Safety Element out of Context). To meet
the above-mentioned two metrics requirements, the MCU needs to implement corresponding
safety mechanisms. Safety mechanisms can be allocated to hardware and software modules. The

Safety Library of the MCU is the implementation of the safety mechanisms allocated to the

software.
ASILB ASIL C ASILD
Single-point fault metric 200 % 297 % =99 %
ASIL B ASILC ASIL D
Latent-fault metric 260 % 280 % =90 %
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5 IhREdEIAR FUNCTIONAL DESCRIPTION

5.1 &%= Product Features

composite structure SAFETYFRAME /

Application

RTE

Test Manager | Wdg Manager |

Test Module Driver Module E2E Lib wdglf
Plausibility Test E){thgDI InthgDr

Microcontroller(MCU)

e P 1

> T1EANE ZIEENERLE] AUTOSAR H

Can be integrated as a complex driver into AUTOSAR.
> ATEMREIGE AUTOSAR B2 rh, R IEERD

Can be integrated into non-AUTOSAR software architectures with flexible adaptation.
> XHFZZNA RN A

Supports multi-core testing and applications.
> Safety Library EH RN EPEFR LR

The Safety Library has internal program flow monitoring.

> BREM: XFZZARNR, EEMMRHEE TLF35584Lib oL S 1L ASIL-D Bk
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High safety: Supports multi-core self-test, and when combined with ZC's TLF35584Lib, it
can meet up to ASIL-D requirements.

> BY RN BERUEEHEAREANATK
High scalability: Modules can be configured to meet the application requirements of

different customers.

5.2 #{+%E44 Software Architecture

composite structure SAFETYLIBRARY 2 % FTc397 /

Application

nAEE SHEDer SCErHendier

LBIST Test PMS Drv E2E Lib - SBC Driver SBC ErrHandler
Clock Test DTS Drv
ExtWdgDrv|
SBC SelfTest SBC Monitor

FLASH Test 0SC Monitor Drv

SRAM Test

IntWdgDrv

SRl ErrHandle

Microcontroller{MCU)

L £ S

BRAFERH

Software Architecture

SCILAI T REARIR
Implemented Functional Modules:

iR TR Eit:pu

Module Submodule Description

Logic BISTEZ & FnZ5 R 467
LBIST Test Configuration and result detection for
iz EE Logic BIST (Built-In Self-Test).
Test Library MBIST SRAM £ 4
SRAM Test Data detection for MBIST (Memory Built-
In Self-Test) SRAM.
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FLASH Test
FW Test
Clock Test
Register Test

DMA Test

SRI ErrHandle

MONBIST

RegMon Test

PMS Driver
Lle))z3
Driver DTS Driver
Library

OSC Monitor Drv
SwlLib E2E Lib

Wdglf
Wdg IRz EE
Wdg Driver SpbcDrv
Library

IntWdg Drv
Wdg
Manager Wdg Manager
Test

Test M
VETEG est Manager

Baengen )R E RS Fan
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FLASHEHE &
Data detection for FLASH memory.
MCU Firmware /2514637
Boot detection for MCU Firmware.
B 5 TR P AR A
Detection of clock rationality module.
¥ e oMl
Detection of registers.
DMAZ R FE 4
Detection of DMA transfer process.
SRIFEIRALIE
Error handling for SRI (System Resource
Interface).
Power BISTHC & 145 R 48
Configuration and result detection for
Power BIST (Built-In Self-Test).
T fras i 240
Detection of register monitoring.
PMS 5 = BC & IK )
Configuration driver for PMS (Power
Management System) monitoring.
S 15 i B A4S IR =)
Configuration and detection driver for
temperature monitoring.
OSC 12 Ec & X =)
Configuration driver for OSC (Oscillator)
monitoring.
E2EfRIP N EE
End-to-End protection protocol library.
FI R A
Watchdog driver interface.
SBCitx Fr 3K 5l
Driver for SBC (System Basis Chip).
MEBE 115K 5]
Driver for internal watchdog.
FIEERR

Watchdog management module.

M B IR
Test management module.
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# B AY TC397 Safety Manual A ESM:

Meets the ESM in the TC397 Safety Manual:

SMC[SW]:MCU:LBIST CFG
ESM[SW]:MCU:LBIST_RESULT
ESM[SW]:DMA:ADDRESS_CRC

ESM[SW]:DMA:DATA_CRC

ESM[SW]:DMA:ERROR_HANDLING
ESM[SW]:DMA:SUPERVISION
ESM[SW]:DMA:TIMESTAMP
ESM[SW]:PMS:MONBIST_RESULT
SMC[SW]:PMS:MONBIST_CFG
SMC[SW]:PMS:MON_REDUNDANCY_CFG
SMC[SW]:PMS:VX_MONITOR_CFG
SMC[SW]:DTS:DTS_CFG
ESM[SW]:DTS:DTS_RESULT
SMC[SW]:CLOCK:OSC_MONITOR
ESM[SW]:CLOCK:PLAUSIBILITY
ESM[SW]:SYS:MCU_FW_CHECK
ESM[SW]:SRI:ERROR_HANDLING
ESM[SW]:NVM.PFLASH:WL_FAIL_DETECT
ESM[SW]:VMT:MBIST
SMC[SW]:VMT:MBIST
AMU.LMU_DAM:REG_MONITOR_TEST
CIF.RAM:REG_MONITOR_TEST
CPU.DCACHE:REG_MONITOR_TEST
CPU.DLMU:REG_MONITOR_TEST
CPU.DSPR:REG_MONITOR_TEST
CPU.DTAG:REG_MONITOR_TEST
CPU.PCACHE:REG_MONITOR_TEST
CPU.PSPR:REG_MONITOR_TEST
CPU.PTAG:REG_MONITOR_TEST
DMA.RAM:REG_MONITOR_TEST
EMEM.RAM:REG_MONITOR_TEST
ERAY.RAM:REG_MONITOR_TEST
GETH.RAM:REG_MONITOR_TEST
GTM.RAM:REG_MONITOR_TEST
HSPDM.RAM:REG_MONITOR_TEST
LMU.RAM:REG_MONITOR_TEST
MCMCAN.RAM:REG_MONITOR_TEST
PSI5.RAM:REG_MONITOR_TEST
SCR.RAM:REG_MONITOR_TEST
SDMMC.RAM:REG_MONITOR_TEST
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SPU.BUFFER:REG_MONITOR_TEST
SPU.CONFIG:REG_MONITOR_TEST
SPU.FFT:REG_MONITOR_TEST
TRACE.TRAM:REG_MONITOR_TEST

5.3 fc& T A Configuration Tool

& | iy Resource [@ Autosar |

Smu - Smu Module Manager

smuconfigset details

This contsiner cantainers the Smu medule specific parsmeters of each SmuCenfigSer

Alarmiltem 4

ainer Hierarchical information:

Alarmlnthction : [SMU_NA

B 1 item selected

AT HERPANABIMEER, 185 Safety Library 93 @1, TC397 Safety Library SEIR
TENMERTEEM, FESLIT Safety Library WEEET R, ERAURBEARER, EEE
TH 5 Safety Library EMERMEEETE, o4& NEERBEXH, BEMNEEXHSE
FRE| TRHRI,

To meet the diverse project requirements of customers and enhance the scalability of the
Safety Library, the TC397 Safety Library has implemented the configurability of each module and
has developed a configuration tool for the Safety Library. Customers can complete the
configuration of various modules of the Safety Library using the configuration tool according to
different requirements. They can generate configuration code files, and integrate the generated

configuration files into the project.
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6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

mREE

Requirement

Collection

HRUUER R
Software
Requirement

Analysis

BGREET
Software

Architecture

Design
AR
BIiTiRit
Detailed

Software Design

and Unit Design

AT
Software Unit

Testing

LR I EIE 354
A

Baengen )R E RS Fan

XA

Document Description

B R

Customer Requirements Document

BT KA

Software Requirements Analysis
BRDITHAE B

Requirements Analysis Specification
BHRREBIRE

Software Requirements Traceability Matrix
& P RYjE) AR

Customer Issue Communication Form
BRI B

Software Architecture Specification
RG-SR AIB BRTR

Software Architecture Traceability Matrix
BRI AT

Software Module Detailed Design Document
& TRzt

Configuration Tool Design

B FEMRIHE R

Software Detailed Design Traceability Matrix
Safety Library Tf21¥ 5

SafetyLib Engineering Review

QAC Mk

QAC Analysis Report

Tessy MR E

Tessy Test Report
BT R

Software Unit Verification Strategy
E 30% i

Integration Strategy

ST pdf

Integration Manual (PDF)
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FERRE

Development

Process
Software
Integration and
Integration

Testing

BAA T
Software
Qualification
Testing

&l

Release
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D& =t pu

Document Description

& P SRS
Integration Test Strategy
SRR IRE
Integration Test Report
RIRDITIRE

Resource Analysis Report

A& Safetylibrary B & TEERESH
MuNiu.SafetyLibrary Configuration Tool User Guide

Kk Safetylibrary R & T R4 E SIE XY
MuNiu.SafetyLibrary Configuration Tool Software

Configuration Management Document
BN RE

Software Test Report

AN SR

Software Test Strategy

RS

Release documentation
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7 JEB CERTIFICATE

ARERGZEEICIES
ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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ARG R BICIES
ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE

B A EBRFAE M E BT A S

To Be the Global Leading Automotive Basic Software Company
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