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ZC.QINGLONG SECUREBOOT PRODUCT MANUAL
BASED ON INFINEON TC377

HIME # BootLoader
ZC.QingLong BootlLoader

1 IHEEMEAR FUNCTIONAL OVERVIEW

HME R BootLoader = HFI MBI B T L M2 FRIFTE {4 (BootLoader), {EAMME
BootLoader 9= fl=%, BJ @i CAN. LIN. SPI. UART ﬁu.aﬁit%fjﬁﬁﬁﬁfﬂ’a%@ﬁlﬂ A
BRI, Z1ME & BootLoader E 33 NXP. Infineon. Renesas. STEZxR&AE, HHEXEHEZR
BE] EFRFIE, TREEFHFRRS.

ZC.QinglLong BootLoader is a self-developed program flashing software (BootLoader) by ZC.
Controllers using ZC.QingLong BootLoader can achieve application update functionality through
communication methods such as CAN, LIN, SPI, and UART. Currently, ZC.QingLong BootlLoader
has supported chips from NXP, Infineon, Renesas, ST, and more, and complies with the program
flashing specifications of various vehicle manufacturers, offering customized development
services.

HIMBE . SecureBoot ZE T IFX TC3xx F4, LI BootLoader B Security TheE., @BiFSLER
SecureBoot, =830 IMIRF Bootloader BFMN HREFEEGHEN, HFH-27E FOTA I
o PUYRIERRFRIFNZ M., BidEI SecureUpdate, #2488 o] IXZE R 'ﬁli%quﬂétﬁ
I/ TNE, RIEFENREMEEBNME . 81 SecureDiagnostic, 1EHIstEBIT EAYIZE
IMERTE, #R ECU ABIEAS WG, RILEHSNEETE.

ZC.Qinglong SecureBoot is based on the IFX TC3xx platform and implements the Security
features of the BootLoader. By implementing SecureBoot, the controller can recognize whether
the BootLoader program and the application have been tampered with, especially during the
FOTA process, ensuring the security of the program update. By implementing SecureUpdate, the
controller can encrypt the interactive data during the flashing process, ensuring the security and
effectiveness of the data. Through SecureDiagnostic, the controller ensures that the data within
the ECU is not stolen by interacting with the upper computer through an authentication process,
thus ensuring the data security of the controller.
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2 N F%uE APPLICATION FIELD

HIMBE # SecureBoot o] iz AT F TC3xx R 5 MR HI s8R FRIFT Thee . HFmRH
e

ZC.QinglLong SecureBoot can be applied to the controller program flashing function using

the TC3xx series chips. The supported controllers include:

7 5321 2§ Body Controller
M 3% 42 1 8% Gateway Controller
IR R R %12 H88 In-Vehicle Infotainment System Controller
B3 % # 51 £ 2 Electronic Parking Brake System
5 E 553 Z 2 Tire Pressure Monitoring System
BBt B 1 R 4 Battery Management System
=iFE % Z % Air Conditioning Control System
@ =H] & % Window Control System
[]?I,\,,L Door Control System

YV V.V V V V V VYV V
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3 BLEIRE CONFIGURATION ENVIRONMENT

Bt & 2R 18 Configuration Environment

Hardware (Chip) TC377TP

Tasking v6.2r2

Compilers Supported
P PP Tasking v6.3r1

Evaluation Hardware Customer board / TC377TP demo board

Lauterbach (Trace32 R.2023.02)

Deb
ebugger Isystem (IC5700)

Configuration Tools Muniu_v5.0.5

Configuration Environment Win10 64bit

S32DS %wi%8&i% I S32DS Compiler Options
-Ctc37x --lIsl-core=vtc -t -Wa-H"sfr/regtc37x.def" -
Wa-gAHLs - -emit-locals=-equs,-symbols -Wa-0gs
-Wa--error-limit=42 -D_TASKING_C_TRICORE_=1
DNUMBER_OF_KEY_PAGES=5 -DAPP_SW=0 -

ZRIEIE T DDEMO_APP=0 -DTEST APP=1 --is0=99 --

Compiler Options language=-gcc,-volatile,+strings,-kanji --integer-
enumeration --fp-model=3 --switch=auto --
align=0 --default-near-size=0 --default-a0-size=0
--default-al-size=0 -O0 --tradeoff=4 -g --error-
limit=42 --source
-Ctc37x --lsl-core=vtc -t -WI-0"${PROJ}.hex":IHEX:4
--hex-format=s ".\Linker\ZC_TC37x_TriCore.ls|" -
WI-OtxycL -WI--map-file="${PROJ}.mapxml" XML -
WI-mcrfikISmNOduQ -WI--error-limit=42 -g --fp-

model=3 --c++=03

PEIEIE T
Linker Options
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4 FFA &= DEVELOPMENT BACKGROUND

BEl, AELMNBFHASFRMBEREES, FHEERFENEINL. . MEKL. &
i BHEOMAREAE LEOLEKRER, REEHOMRERES, ME, ERFENED
S AP, BEMANEKR. £FHNR. EENER. SMOREFTELIRGNEREE.
Hith, & AXNRGIEFEHNF REREBY,

Currently, the electronic and electrical architecture of vehicles is becoming increasingly
complex. Along with the electrification, intelligence, connectivity, and sharing of automobiles,
the proportion of software development in vehicles is growing larger. The frequency of software
updates is also increasing. Moreover, throughout the entire lifecycle of a vehicle, including the
research and development phase, production phase, and after-sales phase, software update
functionality is required in each stage. Therefore, the requirements from customers for software

program updates is becoming more urgent.

FEH, BEEEMAES, FREReBREXEN, SRHEAMERNEE, Eit, &k
FEEIRRIPLHEE, MM EF L SecureBoot 2E T Infineon TC3xx E 4, SLI BootLoader
B9 Security TJRE. BITSLIN SecureBoot, =20 LIRS BootLoader BFHN AREFREH
B, FAZE FOTARER, JRRIEREFRFNZE M.

With the implementation of the Internet of Vehicles, Cybersecurity is gaining more attention.
As chips serve as carriers of information, the protection of data within chips is particularly
important. ZC.QingLong SecureBoot is based on the Infineon TC3xx platform and implements
the security features of the BootlLoader. By implementing SecureBoot, the controller can
recognize whether the BootLoader program and the application have been tampered with,

especially during the FOTA process, which ensures the security of program updates.
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5.1 =¥ S Product Features

W workspace - ZC XuanWu v4.2_01TLKST01030201
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Fle Edit Navigate Search Project Run Window Help
HlmifR2 D eBimdis Fie BIQ I F 0D
&8 [ms] HAND) R KRyl A o ERETIE R[4 3=
17:06:327002.. 18,DA 68, 2. T 2 10,03, mass P ———1 ErE ] P
1706327173 16,DA 27.6.. R s 50,03, 00, 32, 01, 90, _10_DiagnosticSessionContral 10,03 50,03 FALSE
TROGITITA-| 16, DAGAZ | T 4 31,01,22,03 31 RoutineControl 31.01,2203 n FALSE
17:06:327375.. 18,DA,27,6.. R 5 71,01, 22, 03,00, 85 ControlDTCSeting 50z s eaLse
17:06:327377... 18,DA 6A 2. T 2 85,02
psindigl Bugaguing M ; 0 _28 CommunicationControl 28,01,01 68 FALSE
_22 ReadDataByldentifier 221,80 62 FALSE

17:06:327570.. 18, DA 6A 2. T 3 28,01, 01
e | BoAzE. | R N e, _10_DiagnosticSessionControl 10,02 5002 FALSE
Troeae T | 18,00 A2, | T 5 271,60, _10_DiagnosticSessionContral  20,04,01,00,01E3,30,82,01,DF, 30,82,01,85,A0,03,02,01,0.. 68,0400 FALSE
TTe2mee | BOAZE. | R 2 &, £1. 80, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, _10_DiagnosticSessionContral  29,04,04,00,01£0,30,82,01,0C,30,82,01,83,40,03,02,01,0... 69,0400 FALSE
170%328170. | 18.0A 6 2. | T 5 10,02 _10_DiagnostieSessionContral  20,01,FF,03,CD,20,82,03,C9,30,82,02,70,A0,03,0201,02,0... 69,01 FALSE
1706328361, 18,DA.27.6. R 6 50,02, 00, 32, 01, 90, 100 trol  29,03,0044,0004, 01,00,00,0040,78 4EOFOAG... 62,03 FALSE
17:06:32.9179... 18, DA, 6A, 2 T 489 29,04, 01, 00, 01, E3, 30, 82, 01, DF, 30, 82, 01, 85, AO, 03, 02, 01, 02, 02, { -31_RoutineControl 31.01FF,00,01,02 7101500 FALSE
17:06:32.9261.. 18,DA 27,6, R 3 7, 20,78, _34 RequestDownload All 34,00,44,80,14,00,00,00,14,2,00 74200802 FALSE
17:06:345569.. 18,DA,27,6.. R 3 69, 04, 00, _31_RoutineControl 31,01,2202 71,01,220200 FALSE
17:06:34.6373.. 18, DA 6A 2. T 485 20,04,04, 00, 01, EO, 30, B2, 01, DC, 30, 82, 01, 83, A0, 03, 02, 01, 02, 02, | _31_RoutineControl 31,01,FF00,01,03 n FALSE
17:06:34.6464.. 18,DA,27,6.. R 3 7F, 29,78, 34 RequestDownload All 34,0044,80,54, £8,20 74,20,0802 FALSE
17:06:36.2763.. 18,DA,27,6.. R 3 69, 04, 00, _31_RoutineContral 31,01,2202 71,01,220200 FALSE
17:06:36.4298.. 18, DA 6A 2. T 980 29,01, FF, 03, CD, 30, 82, 03, C9, 30, 82, 03, 70, A0, 03, 02, 01,02, 02, 03, { | [] _11_ECUReset 1,01 51,01 TRUE
17:06:36.4470.. 18,0A, 27,6 R 3 7F, 29,78, _11_ECUReset 11,01 51,01 FALSE
17:06:365022.. 18,DA,27,6.. R 9 69,01, 11, 00, 20, 39, 90, BC, 94, 95, 48, AC, 61, E3, D4, 7, E8, C5, 56, TF,
17:06:36.5217.. 18,DA 6A 2. T 80 29,03, 00, 4A, 00, 04, 00, 00, 00, 01, 00, 00, 00, 40, 7B, 4E, OF, 0A, G, SF, §
17:06:36.5398.. 18,DA, 27,6, R 3 7F, 29,78,
17:06:365430.. 18,DA,27,6.. R 5 69,03, 12, 00, 00,
17:06:36.5430.. 18, DA 6A 2. T 5 31,01, FF, 00, 01, 02,
17:06:365531.. 18,DA,27,6.. R 3 7F, 31,78,
17:06:369454.. 18,DA,27,6.. R 3 7F, 31,78, B console e me-o-=-o
17:06:37.7378.. 18,DA,27,6.. R 3 7F,31,78, MRS
17:06:38.5363.. 18,DA,27,6.. R 3 7F, 31,78, 23:45:25.  The message of received mismatch with the desired : 7¢, 31, 78, ~
17:06:38.7445.. 18,DA,27,6.. R s 71,01, FF, 00, 00,

23:45:25.  The message of received mismatch with the desired : 7¢, 31, 78,
17:06:38.8345.. 18, DA 6A 2. T n 34,00, 44, 80, 14, 00, 00, 00, 14, 24, 00,
17:06:38.8546.. 18,DA,27,6.. R 4 74,20, 08, 02, 23:45:25.  PROCESS WENT WRONG
17:06:30.1642.. 18, DA, 6A 2. T 200 35,01,4D, CO, E1, 2F,00, 80, 00, 30, 00, AD, 3C, FF, 00,90, 00,90.73,64,¢ o 5. 00 peading DID_F186: 08 60 60 06 G0 60 G0 60 60 00 60 0 00 60 00 0 60
17:06:39.1935., 18,0A, 27,6 R 3 7F, 36,78,
17:06:302136.. 18.DA.27.6. R 2 76,01 08:50:03.  The message of received mismatch with the desired : 7¢, 31, 34,
17:06:39.5246.. 18, DA 6A 2. T 2050 36,02, 1D, 04, 3€, 05, 1D, 04, 54, 02, 1D, 04, E6, 05, 1D, 04,52, 02, 1D, 04, og:50:03.  PROCESS WENT WRONG
17:06:39.5549.. 18,DA,27,6.. R 3 7F, 36,78,
17:06:30.5740.. 18,DA,27,6.. R 2 76,02 os:s8:28.  MEITLAEALE-
17:06:30.8842.. 18, DA 6A 2. T 2050 36,0382, 02,00, 90, 82, 02, 00, 90, 82, 02, 00, 0, 82, 02, 00, 90, 82, 02, 0 08:58:28.  GRHifh: Oxe0140000, w%4% 0x00142400 ==
17:06:39.9145.. 18,DA,27,6.. R 3 7F, 36,78,

08:58:28 BiMiif: exsezssece, £:0x00000100 +
17:06:30.9346.. 18,DA,27,6.. R 2 76,03,

08:58:28 BLMiff: x80288400, %m4x 0X00000220 =
< >

MNZBE—EFEH LR
ZC XuanWu—Program Update Tool

BRATZETIIRBE NEFEFAE
Applicable to the program update specifications of up to more than ten vehicle
manufacturers

XN AEFNEIEN S

Supports update functions for applications and data.

¥ #¥ BootLoader B #IN8E

Support BootLoader self-update function

XHHIS #5E
Compliant with HIS standards

4% CAN/LIN/SPI/UART 3@ 15
Support for CAN/LIN/SPI/UART communication

ERMNZREFEN LR, RUTEMNEFENHRRITR
Compatible with ZC.XuanWu program update tool, providing a complete program update
solution
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> XFEXFRINGE SHA256 1 AES128 &3k
Support for symmetric encryption algorithms SHA256 and AES128

> XFEFIEXFFRANGE ECDSA F1 ED25519 &3k
Support for asymmetric encryption algorithms ECDSA and ED25519

> ¥ 0x29, 0x84 BR %
Support for 0x29 and 0x84 services

> XFHIEBMT, ERRIE

Support for certificate parsing and signature verification

5.2 #{$%E44 Software Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller{(MCU)
ZC Software _l Tier 1 Software Chip Software | 3rd Party Software !l

Baemakn I E R Fas Page 6
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FOTA RG34
FOTA SYSTEM ARCHITECTURE

IMMEBH FOTA RS Z84 % 3 CANL LIN. SPI. Ethernet B3 = T8 FOTA Iheg, ®id
Dem RS2 UDS IRXCBATFIZHIRIES, FiBidIEES Crypto Library 23K OEM FISEHIE &
ZEER, UTABIERATHEEFER

> Bootloader
BootManager 2 HZ {#t FOTA EEIEIEINRE, X FFIEECAKAE SecureBoot TIRE, BITHE
XA S 7% Bootloader 1 Application BYHAZE MAC 18, /E&ITEX SecureBoot BITITE
kb Bootloader Al Application £ MAC UTH A E MR, RIERHREER,

» Can Com
Can 13k 35 CAN. CANFD BISIhEE.

» SpiCom
Spi IR X FEMRISIIRE, BISERL 5. 6. 7 KEHEE, T XIFEFSPIBER SR
o

» Ethernet Com
DolP #=EE T TCP/IP t/HI LI Ethernet BEUNATIRE, HJE I1SO 13400 R E X, Bid
ZimiR5. BAACE. 120 RIS UDS RIS RTE, I Ethernet OTA T8E,

» Dcm
Dem fRHE T BEER I FFLIISHINEE, HE 1SO 14229 UK 1SO 15765 FrAE X o

» Crypto. HSM
Ethernet OTA XFrERARFMBAEINR, IFENHRMBEEMNBEELZE S LI LR
SI8E, EEIEFIMEDEBHE LS IZMITIME, & HSM IREE B R e TR E A
RERE .

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
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» Can Com

The Can module supports CAN and CANFD communication functions.
» Spi Com

The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.
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5.3 WELEH Memory Structure

Tester ~—CANES HSM Code

Secure boot

Bootloader
Code Flash

Secure boot

Secure update

Application
Code Flash

A

Secure access

Secure update

reserved

HSM Storage

A

Bootloader
Data Flash

Application
Data Flash

reserved

ECU BRI 1E5 4 PFLASH #1 RAM, PFLASH X 4> 24 Application & Data, BootLoader #1 Hsm
X, RAM X% A FLASH Driver 1 Data,
The ECU's memory is divided into PFLASH and RAM. PFLASH is further divided into

Application & Data, BootLoader, and Hsm areas. RAM is divided into FLASH Driver and Data
areas.

Baemakn I E R Fas Page 9
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54 ZE£REE5%L4%£ BEE Secure Flashing and Secure Boot

ROM Code I Root Public Key I

Asymmetric cryptography
ECC or RSA

Symmetric-key algorithm
SHA256 or AES128

Bootloader

SUCCESS  [Calibration value

Verify only

FBL_SecureProgrammin,
— NO Calc_SHA256==Boot_VerificationData

< Or
Calc_AES128==Boot_VerificationData

Application

YES

AP_SecureStart

HME K SecureBoot IIFLERE SR E BaNE.
The ZC.QinglLong SecureBoot supports secure flashing and secure boot functions.

» Z4R|E Secure Flashing

HMBE I SecureBoot IRIEFAETEIEZ K MFFE = Root Public Key, B IEXNFRINZAE E
ECC 8¢ ED25519, NHIEHIRLMRE . INMEREXFF 0x29 kS, BIFMHEAE ECU MNIEBK
1 AN AR Client Certificate, ER¥AANN AITFHITREENRERE, RFIEBIX
RN E & AES128 MEIEFITND, BiT SHA256 SHHIBHTZEMRE, RIERSREN
&M,

The ZC.QinglLong SecureBoot verifies the authenticity of the data using the Root Public Key
stored in non-volatile memory and employs asymmetric encryption algorithms ECC or ED25519.
The authentication process supports the 0x29 service, which validates the Client Certificate sent
by the host machine using the certificate stored in the ECU. If the validation is successful, the
subsequent flashing process is allowed. During the flashing process, data is encrypted using the
symmetric encryption algorithm AES128 and its integrity is verified using SHA256, ensuring the

security of the flashing process.
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>  L4I2 BT Secure Diagnostics

HMME X SecureBoot FEHFTIZWIRTER, X Hr 0x29 FRS, BILIE PHERERIE EAAME
SHMAERE, fNEEER, $UEXEURENRMEBHITERENR, HPNEBHAB
EMESRIREEEERL, HWERMATERPEABE R TE.

When performing the diagnostic process, the ZC.QinglLong SecureBoot supports the 0x29
service to ensure the authenticity and validity of the host machine through certificate chain
verification. After the authentication process, data communication can be encrypted using
symmetric encryption, with the encryption key generated through a key derivation algorithm to

prevent key interception and theft by man-in-the-middle attacks.
> L4 B Secure Boot

A LB EshEBkEEN Application BYIITEH, FIME K SecureBoot XL £ BRITIEE,
BT FRINZE % SHA256 5 AES128 XF Boot # Application I FAfE F# TR £WIE, RIEFE
FRE R,

From the moment the chip is powered on and starts up until it jumps to the Application, the
ZC.QinglLong SecureBoot supports the secure boot function. It performs security verification on
the Boot and Application programs using symmetric encryption algorithms SHA256 or AES128

to ensure the safe startup of the programs.

5.5 0x29 RS #1 0x84 R 55 #F Support for 0x29 and 0x84 Services

MM B H SecureBoot ¥ 0x29 k%, E T 1S014229-1:2020 #rA;, HAPXZFUTHIIL
e i WA
The ZC.QinglLong SecureBoot supports the 0x29 service, which is based on the ISO14229-

1:2020 standard. It supports the following two security concepts:

v ETERENTREERN PKIEBRRIIIE.

Public Key Infrastructure (PKI) Certificate Exchange Process using Asymmetric

Cryptography
v BT PKUERAHkER - NEER, FRATERGSHRIES S NFRERDIEXS
mmn=EE.

Challenge-Response Process without PKI Certificates: This involves using asymmetric
cryptographic algorithms combined with software authentication tokens or symmetric

keys, without the use of PKI certificates.
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Authentication
(2 91 6]

Authenticaction with PKI Authentication with
Certificate Exchange Challenge - Response (ACR)
(APCE)
stmmetric Cryptograplw) strﬂmetric Cryptograp@ Gymmetric CryptographD

FIMF H# SecureBoot X HF 0x29 FAREFI !
ZC.QinglLong SecureBoot supports the 0x29 sub-service list:

Sub-service Description

FRE g

De Authenticate I F ARG B R L RINEIRTS
00 This sub-service effectively terminates
the authentication status.
Verify Certificate It FRRSS Bal S RIEg iR,
01 Unidirectional This sub-service initiates a one-way

authentication process.
Verify Certificate Bidirectional  Itb FBRSS B e) ST IER IES
=
This sub-service initiates a two-way
authentication process.
Proof Of Ownership b F AR BT BB AU BREE Rt
E2
03 This sub-service is used to transmit
ownership proof data to the
diagnostic tool.
Transmit Certificate b F RS AT %8 S5t Fr H A IE
455K OCSP Response £ 2.
This sub-service is used to transfer
the certificate chain or OCSP
Response information required for
authentication.

02

04
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HMME R SecureBoot 3 0x84 BRSS, H T 1S014229-1:2020 #7A; HAAXIFIUTINRE A
ZC.Qinglong SecureBoot supports the 0x84 service, based on the 1S0O14229-1:2020
standard; it supports the following features:

v

v

Anti-replay Counter: FPiEEH

Anti-replay Counter: Prevents replay attacks.

Signature/MAC Byte: FtXJISMIRSHTRIEITE, B REIEHPREIAEN,
Signature/MAC Byte: Calculates in advance for diagnostic services to prevent data from
being modified by a man-in-the-middle.

Encryption Calculation: BEN#RINE, XPinFmiEes, BRTEHIEHPE
AEEL

Encryption Calculation: Uses symmetric encryption to ensure end-to-end data security,
preventing interaction data from being intercepted by a man-in-the-middle.

HKDF: ZX#HFWMARER L, FAMAREEEZEEAXNRINBRSA, FRINEMB
ALett.

HKDF: Supports key derivation algorithms. Using key derivation algorithms to

interactively generate symmetric encryption keys effectively enhances key security.
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T FE XY PROCESS DOCUMENTATION

FERE

Development

Process
wREE
Requirement

Collection

BEFRIMT
Software
Requirement

Analysis

Ly b dny
Software

Architecture Design

LNERES N i
it

Software Detailed

Design and Unit

Design
BB
Software Unit
Testing

B £ PR AT ER O

FMELR ZHEM
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XA

Document Description

I BT SR XA

Customer Requirement Document

BRI

Requirement Analysis

BRAITAAES

Requirement Analysis Specification
RH-FRIBIRER

Software Requirement Traceability Matrix
&P Ryie) @am AR

Customer Issue Communication Form

B R A1 B

Software Architecture Manual

R RMIVIBER R

Software Architecture Traceability Table
BootLoader ¥4H1% 1115 BB
BootLoaderBootLoader Detailed Design Manual
BT RRIT

Configuration Tool Design

R FEMIRITEER TR

Software Detailed Design Traceability Table
BootLoader ¥4 1& 1T E

BootLoader Detailed Design Review
QAC iR &

QACAnNalysis Report

Tessy MIRXIR &

Tessy Test Report

B R IT IR A

Software Unit Verification Strategy

SRR R

Integration Strategy

Baengen )R E R Fan
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FRRE D& =f:pu
Development Document Description
Process
Software Integration &A% F
and Integration Integration Manual
Testing £ AU SR
Integration Test Strategy
SRR R E
Integration Test Report
TR RS

Resource Analysis Report
BootLoader {4 MK IR &

R g BootLoader BootLoader Software Test Report
Software System BootLoader B MK 3k 51 F &

Testing BootLoader BootLoader Software Test Report Review
b &l RIS

Release Release Documentation
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FMFLBL 55 A fa) A

%0 A T B
iE B CERTIFICATE

¥

7

IEH

EENEIL

LSS

V2

QINGLONG SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE

=
B
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AT AAAAAAA.AAA. _;4__';4_4_;__;‘4.. ‘L..-.AAAA.A; LAAAAF
4 b
4 $
4 2
€
:
1 4
4 y
4+
R P R 2 :
4 <
> 5* Aan ‘\IE :
4 b
4 et I TR e il b
4 g%iglz‘{ﬁ‘ MME Fhootloader BifEV1. 0 ﬁ"% {i&“ﬁﬁ}ﬁyﬁ{* ;
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