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ZC.QINGLONG BOOTLOADER PRODUCT MANUAL BASED

ON INFINEON TC213 SMTC

FIMEF & BootLoader
ZC.QinglLong BootlLoader

1 THEEMEIA FUNCTIONAL OVERVIEW

HMMF & BootLoader ZHFIMEHL B T L HIE FRIFTE 1 (BootLoader), EAXMNE K
BootLoader B9 %#I3%, BT U@IT CAN. LIN. SPI. UART ZBEARSIN ARFHNEIH IR,
HET, HMBEH Bootloader 2 X3 NXP. Infineon. Renesas. STHEZROH, FAXEFEZR
BLE] EFRFASE, TREERFLXRS.

ZC.QinglLong BootlLoader is a self-developed program update software (BootLoader) by ZC.
Using the controller of ZC.QinglLong BootlLoader, the application update function can be
achieved through communication methods such as CAN, LIN, SPI, and UART. Currently,
ZC.QinglLong BootlLoader has supported chips from multiple manufacturers like NXP, Infineon,
Renesas, and ST, and it also supports the program update specifications of various vehicle
manufacturers, providing customized development services.

It AR T FIM B Bootloader &F TC213 &, LIMIT SMTC 2 800 004, SMTC 2
800 007, SMTC 3800 008 #SEfI% s, BRERMEXIFFNRET K, HE SMTC HSEH KA
RIS T K.

This document describes the support for SMTC 2 800 004, SMTC 2 800 007, and SMTC 3
800 008 specifications based on the TC213 platform by ZC.QingLong BootLoader. It has already

realized the support for the required functions and meets most of the writing needs in the SMTC
specifications.
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2 [ % APPLICATION FIELD

HMMB R Bootloader TJ T E A TC213 AR5t F i FIzs i FRIFTHEE., IFMIEF
e

The ZC.QinLong BootlLoader can be applied to the controller program update function that

uses the TC213 series of chips. The supported controllers include:

> EFeEfls

Body Control Module
> MRS R

Gateway Controller
> EHRKRGIE G

In-Vehicle Infotainment System Controller
> BTHEFEFIFRS

Electronic Parking Brake System
> PREBENERS

Tire Pressure Monitoring System
> BHMEERZS

Battery Management System
> TUEESRS

Air Conditioning Control System
> FEREHRS

Window Control System
> [ERS

Door Control System
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3 ECEIFE CONFIGURATION ENVIRONMENT

Big E2£18 Configuration Environment

Hardware (Chip) TC213
Compilers Supported Tasking v6.2r2
Debugger Isystem (IC5700)

Tasking ZRi¥es

Tasking Compiler

-Ctc21x --lsl-core=vtc -t -I-Wa-H -l -Wa-gAHLs --emit-locals=-

equs,-symbols -Wa-Ogs -Wa--error-limit=42 - --is0=99 --
. language=-gcc,-volatile,+strings,-kanji --fp-model=3 --switch=auto
SRR . _ .
--align=0 --default-near-size=8 --default-a0-size=0 --default-al-
size=0 -02 --tradeoff=4 --compact-max-size=200 -g --error-
limit=42 --source
-Ctc21x --lsl-core=vtc -t -1"D:\Git\ENSLCOI\ENSLC01_TC213" -WI-
. 0"${PROJ}.hex":IHEX:4 --hex-format=s "./ENSLCO1_TC213.IsI" -WI-
PEIEIR T

OtxycL -WI--map-file="${PROJ}.mapxml":XML -WI-mcrfiklSmNOduQ
-WI--error-limit=42 -g --fp-model=3
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4 FF&H 5= DEVELOPMENT BACKGROUND

BRI, RELMNBTHIRMEREER, FHEEAENSNL. T, MEKL, 3
F, WHEMMAEARE ELILERER., MEEFNARERES, ME, ERENEN
e BT, BEMANER. £FHEKR. EEHNER, &MNREBTELNRGVERINE.
R, & PR AER BB RERRE Y.

At present, the electronic and electrical architecture of vehicles is becoming increasingly
complex. Along with the electrification, intelligence, connectivity, and sharing of cars, the
proportion of software development in vehicles is growing larger. The frequency of software
updates is also increasing. Moreover, throughout the entire lifecycle of a vehicle, including the
R&D phase, production phase, and after-sales phase, software update functionality is needed in
every stage. Therefore, the demand for software program updates from customers is becoming

more urgent.

NFEE FERE, Bootloader 2EFEHIBRAALENINGE. B, FRNEBEE AL
EEFEFE#ESE, FA Bootloader I NKRIHTFT AR S . Eitt, AT HEAENESE
TREFEFSE, XERAEMNGR, MMBHIRET TE#A Bootloader BRFTR—HMMNE
7 BootLoader, HIMEF X BootLoader BEIEAFARMNEE] BFEMIE, XEATFAER
RIEASR, IERPERT TS CHERIR =Rk,

For vehicle manufacturers or suppliers, BootLoader is an essential feature for the
development of controllers. Moreover, different vehicle manufacturers have different program
update specifications, and BootLoader drivers depend on different chips. Therefore, to meet the
various program update specifications of vehicle manufacturers and to be compatible with chips
from different chip manufacturers, ZC provides a complete BootLoader solution—the
ZC.QinglLong BootlLoader. The ZC.QinglLong BootlLoader is applicable to different vehicle
manufacturer program update specifications and chips from various chip manufacturers,

allowing customers to focus more on their own controller product development.
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SMTC & Z2#97E BootLoader #, 1@®ITSLIR Secure Boot. FEZEIREIE. £ RIBEZ£I)
BE, PR 77 MCU BT BHMNLE X, KIMEIRF T Bootloader LM AR T E M,

The SMTC platform architecture, within the BootLoader, implements features such as Secure
Boot, signature bypass verification, and secure flashing, which reduce the security risks during

the MCU update process and greatly enhance the security and reliability of the BootLoader.
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5 IhREIEIA FUNCTIONAL DESCRIPTION

5.1 &= 4§ = Feature Description

» EHTF SMTC & #Mse Compatible with SMTC Platform Specifications

> XENBRERMEVENEEHIIEE Supports application and data update functionality.
» ¥ CAN @15 Supports communication via CAN and other protocols.

> BEEIMNZEEFEF LR, RETENEFEFBATR

Adapts to ZC.XuanWu program update tools, providing a complete program update
solution.

>  TIEXFFRINE SHA256 & % Supports the symmetric encryption algorithm SHA256.
> XFFIEXIRINE ECC BIE

Supports the asymmetric encryption algorithm ECC (Elliptic Curve Cryptography).
> XTI ZERRINELNEE Supports signature bypass authentication function.
> X4 BEIEE Supports secure boot functionality.

> XFEFLERIEIIEE Supports secure flashing functionality.

B ZC XuanWu v2.8 = | B8
I EE
LA .
A1 ms] BAD s REbyel AR - || @ wwmsie| ® TEmurE @ eEEns| . R =]
09:55:38:826  00,00,07,54, R 4 74, 20, 00, CZ, (== mESY  EEms  sEEw -
09:55:38:879 00,00, 07, 52, i 200 36,01,02, 74,91, 10,00.F || 4 10 DiagnosticSessionControl TRUE FALSE 10,03
09:35:38:906 00, 00, 07, 3A, R 2 76,01, | 22 ReadDataByldentifier TRUE FALSE 22F1,93 E
Msaled MMM | T o 36,02,09, FF, A6, CL DC, || 7 23 ReadDataByldentifier TRUE FALSE  22FL80
RN | | LU W || R i S 7] 10 DiagnosticSessionControl  TRUE FALSE 10,03 b
0%0p8300 1000000557, | 7 b 37, | ¥I_10_DiagnosticSessionControl  TRUE FALSE 10,02
Hoooads  ooooni || R 1 . | ¥ 27 securityAccessSeed TRUE FALSE 2711
09:55:38:987  00,00,07,52, T 8 $1,01,02,02.88,77,C2 || 1 57 securityAccessKey m—— FALSE 2712
TR oM. | R 4 RSB, ] _2E_WriteDataByldentifier TRUE FALSE  2EF1980102,03,04,05
Snicd| | OLOGRANL | ® 3 7 378, 7] 2 WriteDataByldentifier TRUE FALSE  2EFL99 v
09:55:30:165  00,00,07,54, R E: 71,01, 02,02, 04, oo = v
09:55:39:166  00,00,07,52, T 4 31, 01, FF, 01, - . ==
09:55:30:175  00,00,07,54, R 3 F, 31,78, O megE| AN | BpIE|mB-0-" 0
09:55:39:299  00,00,07,54, R 5 71, 01, FF, 01, 04, SRR
09:55:30:300  00,00,07,52, T 2 11, 01, oassas1assas R =
09:55:39:319  00,00,07,5A R 2 51,01, : 6x30010020, mEEE: OXBOGBOBAS *=
09:55:38:320 00, 00, 07, 52, Sy 2 10, 03, @x26010166, DOIAT/OR

©9:54:14:545 Bx80020000, % =
09:5541:321  00,00,07,52, T 2 10, 03, a:s4i14:545 e —— o
09:55:43:320  00,00,07,54, R 6 50, 03, 00, 32, 00, C8, 69:54:14:545 xB00FBRGE, =
09:5543:320  00,00,07,52, T 2 10, 01, = i 3
09:5543:322  00,00,07,54, R 6 50,01,00,32,00,C8, excoasooas, = Il
o - B Pt oo b :
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5.2 ¥ {3244 Software Architecture

compaosite structure FOTA Software/

Boot
Manager Crypto
Library

Bootlaoder
Updater

SecureBoot

Base DRV Can DRV Crypto DRV
CanTrcv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

MBI FOTA RS 4249 3 CAN. LIN. SPI. Ethernet BEHH =T/ FOTA Thee, @it
Dem #EERSEIT UDS IRCEAFIZHIRI S, Fi@idEES Crypto Library SEELE OEM #SEHIE R
ZEFKR, T ARREAINEEHR

» Bootloader
BootManager #2HZ it FOTA BEIEIEINRE, X FFIEECIKRE(F SecureBoot TRk, BILEE
F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot Bid &
L3 Bootloader 1l Application §) MAC JUTH I 1%, RIEKHRETR.
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Can Com
Can #E# X% #5 CAN. CANFD B{5I18E.

» Spi Com
Spi IR FEMRIETNEE, BISEE 5. 6. 7 LREHEE, TXEFZHSPIBERSE
o

» Ethernet Com
DolP #2ERE F TCP/IP ¥ SLEH Ethernet BIS A TIRE, & 1SO 13400 #rAEE X, ®id
ZImR5 . BAACE. 120 BINEESIIL UDS RIS RTE, I Ethernet OTA IHEE,

» Dcm
Dem RHLE T RBERMR I FLIISWINGE, H2E 1SO 14229 LK I1SO 15765 FrAE X .

» Crypto, HSM
Ethernet OTA XFrERARFMBEDIRE, XFEXNMRMBEEZMINZZEEE S LML 2R
SI8E, EEIUEFIMENERHE LS IZMITIM, EE HSM IREE R R eI E A
KR E

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The

following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

Baengen )R E R Fan Page 8
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> Spi Com

The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

Baengen )R E R Fan Page 9
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5.3 W E4E4 Memory Structure

compaosite structure Memory /

Application&Data

FlashDriver

ECU MATFE5 4 PFLASH #1 RAM, PFLASH X434 Application&Data #1 BootLoader X,
RAM X 4> 24 FlashDriver #1 Data.

The memory of the ECU (Electronic Control Unit) is divided into PFLASH and RAM. The
PFLASH is further divided into the Application & Data area and the BootLoader area. The RAM
is divided into the FlashDriver area and the Data area.

BatRTEn N E R o Page 10
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5.4 X #F SMTC #IS& Supports SMTC Specifications.

> ZERIE R
Secure Flashing Feature:

MM E # BootlLoader ¥ SMTC MIEHY SecureBoot SREEFT ML ERIBINEE, TERA®E L
BIE:
ZC.QinglLong BootlLoader supports the secure flashing feature in the SecureBoot process

according to the SMTC specifications. The following is a simplified example diagram:

act Lzss & SecureBoot

VERIFY

Data in Sign
HeadFile

Data in Ecu

Memory

Data: 0110101001010100-.

Data:01001001100100100101011...
art Da
\\ H ".’

Hash function

Public Key

Signing
algorithm —_ 5
("encrypt”)

Hash value:1011010010...

‘\\ Software Valid Software Invalid

% Bootloader #147RI B, Bootloader & BITIEMFRMBE L MR /AGH, KREEZL
XHRNE, 2REET, NHFEREZL N XEFREFFEEES R EFESST . Bootloader
FREL Ecu FREA App #iE, FHBIIXIFRINE SHA256 &3k, 1HE B H Hash Value,

When the Bootloader performs the flashing process, it uses the asymmetric encryption
algorithm and the root public key to verify the content of the signature header file. If the

verification is successful, it retrieves the file summary from the signature header and stores it in

BatRTEn N E R o Page 11
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non-volatile memory. The Bootloader then obtains the entire App data from the ECU and

calculates the Hash Value using the symmetric encryption SHA256 algorithm.

XfLt Hash Value F1fFfE7EIEH KM FHE=RPOXHHE, LIMIAMME R Bootloader &2
RIS ThEE.
Compare the Hash Value with the file summary stored in non-volatile memory to

implement the secure flashing feature of the ZC.QingLong Bootloader.

> TEREEIINEE:
Secure Boot Feature

HIME  BootLoader 4% SMTC #5EHY SecureBoot SRIEFH ML L BaNTheE, TERE
b~ fBIE:
ZC.QinLong Supports the Secure Boot process according to the SMTC specifications,

which includes the secure boot feature. Below is a simplified example diagram:

act Lzss & SecureBoot ./

SecureBoot

Data: 0110101001010100-.

Public Key

Data:01001001100100100101011...

Data for Verification:1011010010... !

Software Valid Software Invalid
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% Bootloader $117 LB BaIFINITE MBI, Bootloader ZRERfF &7 Ecu Memory H1#Y
e, BIENHMNBEENLARNHEHTRERE . GRFHMINNIRE Verification Data,
HFEFEEEZ R FESTOXEREHEITXN . EX AN NS R & BRI EE.

When the Bootloader performs a power-on startup or a reset startup, it retrieves data stored
in the ECU memory. It then uses the asymmetric encryption algorithm and a public key to decrypt
and verify the signature of the data. If the verification is successful, the Bootloader obtains the
Verification Data and compares it with the file summary stored in non-volatile memory. If the

comparison is successful, the secure boot function can be realized.

> EEEMIYEE:
Signature Bypass Feature

TIM B BootLoader 3% SMTC #SEHY SecureBoot SAFEH MK ZERISIEThAE, T
B 4 ik = BIE

ZC.QinLong BootlLoader Supports the signature bypass verification feature in the

SecureBoot process according to the SMTC specifications. Below is a simplified example diagram

act SecureBoot

——

SeucreBoot

Check 5Bl

Store SBA

¥ Bootloader 17 LB BN TE M ENE, Bootloader 46 SBI BE&F B AR ENL
EREL, Y SBl BEEMESFRENERZEZRIFIILE SBA EBE A,
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During power-on or reset startup, the Bootloader checks if the Signature Bypass Indicator

(SBI) flag is set. If the SBI is set, the Bootloader will then proceed to check whether the Signature
Bypass Authority (SBA) license has been written.

WEREZEIRKFIE SBAEB A, N Bootloader <46 SBA A% & 5 Application
MNEZEE—E

If the Signature Bypass Authority (SBA) license has been written, the Bootloader will then
check if the signature in the SBA matches the signature of the Application.

Y SBAIERINGE, BEREF SBABRIRSN, EREENTERBIRER. & SBARAK
NHEE, B2 zﬂu&fcﬁﬁd TRAE AV E B R FT SR R SE E MRS AR ER
7o

When the SBA (Signature Bypass Authority) verification is successful, the SBA valid flag will
be saved. In the subsequent secure boot process, if the SBA valid flag is set, the signature refresh
file's authorization and integrity checks in the secure boot and secure flashing processes will not
be required.
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6 FFEXH PROCESS DOCUMENTATION

FERE

Development

Process

XA

Document Description

BREE
Requirement

Collection

HHEBRAMT
Software
Requirement

Analysis

SRR
Software

Architecture Design

ROEFHEIRT T
it

Software Detailed

Design and Unit

Design
BB
Software Unit
Testing

LIgES Jo Ik I

Baengen )R E R Fan
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Customer Requirement Document

ZC SRR TR A

ZC's Software Requirement Analysis
BRATAAES

Requirement Analysis Specification

KB RIERR

Software Requirement Traceability Matrix
&P Ryie) @am AR

Customer Issue Communication Form

B R AR

Software Architecture Manual
BRHRMIVIBER R

Software Architecture Traceability Table
BootLoader 1¥41% 1115 BAH
BootLoaderBootLoader Detailed Design Manual
BT RRIT

Configuration Tool Design
BWHFEMRITIE R

Software Detailed Design Traceability Table
BootLoader ¥4 1% 1T &

BootLoader Detailed Design Review

QAC iR &
QACAnalysis Report

Tessy MIRXIR &

Tessy Test Report
BB IT IR

Software Unit Verification Strategy
E30%

Integration Strategy
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D& =f:pu

Document Description

Software Integration

and Integration

Testing
BRHERG MR
Software
Testing

VL]

System

ST

Integration Manual

SR SR

Integration Test Strategy

SRR R E

Integration Test Report

TR RS

Resource Analysis Report

BootLoader {4 MK IR &

BootLoader BootLoader Software Test Report

BootLoader £ M 3k &1 &
BootLoader BootLoader Software Test Report Review

KA

Release Documentation
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4

i wxmm wEsmers, BRI E
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BRBFREICIES
QINGLONG SOFTWARE PRODUCT REGISTRATION CERTIFICATE

B R R R A

To Be the Global Leading Automotive Basic Software Company ,
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