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BASED ON INFINEON TC277

ZNMZEEF ZC Black Box
1 #Lik OVERVIEW

RERES, BVSESHEHURICE RS (Event Data Record, 485 4 EDR) . 1EARER
FRNEERZ— XERGTEARICRERRESHHNTELRIE, BIEXERER.
RER . RIBF= M ERAREETERE, fIEE. ABSRE. AR AE. [SERE.
FHFHIRESE,

The automotive black box, also known as the Event Data Recorder (EDR), is one of the
important functions of a vehicle controller. This system is primarily responsible for recording
driving data during vehicle accidents, including data from three stages: before, during, and after
the collision, such as speed, ABS status, steering wheel angle, airbag status, and vehicle braking

status.

RETEAMHEXMN T RERE, 5WIENERETHINERL. RETBEIT CAN %
WETEEATES LR, SERE—ENEANEELTHERTTNERENHE (RESE
) B, RETEBHENEZMERLTIDHANERBEREE#ETFER, KARART
JEpU) E?EP?%%‘E’] XEHIER DT ERGFENRENE LRI ERLENRRA.

The black box has anti-tampering and readable/writeable characteristics, similar to the
functionality of the black box on an airplane. The black box continuously monitors the vehicle's
operational data through CAN. When the vehicle's speed change over a certain period reaches
a preset threshold (indicating an accident), the black box stores information about the vehicle's
condition from several seconds before to after the collision. Technicians can use the data stored

in the black box to analyze any faults in the vehicle or to determine the cause of the accident.
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ISR T R TR R TC277 FRRITNERET. BRIXHEZREER NERETFISE.
IR BIEFE, HEIREA. EREER, IFLAMET UDS ZHTRSAVIEEL. BT
FRE CAN BYIE . EF IJTAG EOAEREZFEER AR .

This document describes the black box designed based on the Infineon TC277 platform. It
currently supports the black box specifications of multiple vehicle manufacturers. It supports
multiple data storage, data writing, reading, and clearing, and supports various reading methods
such as reading based on UDS diagnostic services from the upper computer, reading based on
calibrated CAN, and reading via the JTAG interface.
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2 ¥ FB4niE APPLICATION FIELD

AERETHIAEAESEHFENEHAERAERERNER, TEFOTHRA:

The automotive black box plays a significant role in automotive fault diagnosis and

accident investigation, with the following main applications:

>

NBENEE., BYREFHRECRERER . MERNEIEFESITENHERAH
TR NEN, AN THREIVNER, EHEEENMELSEERT@ERS
WEENRFE.

Traffic Accident Reconstruction. By acquiring pre-collision and post-collision data from
the black box and combining it with computer simulation technology to recreate the
accident scene, it helps to eliminate subjective factors and improve the accuracy of
accident reconstruction in both numerical reconstruction and collision morphology
reconstruction.

RBFENFESEZFLE. FREHELSHNBERERETE. BRAFETHE
E—ERXBENEZLENEDS, REFHESHBEEANITELE, BNAX
BERITEIRE.

Traffic Accident Investigation and Forensic Appraisal: The appraisal of vehicle speeds
and driver behavior in atypical collision accidents has always been a challenge in traffic
accident forensics. Data from the black box helps avoid complex calculation processes
and significantly reduces computational errors.

FHeMiE. REFER T SERLERGHEANKRENE HHISSHERX
RE., REEML. SERFER. RRAREWHEABERL. BRANIRETHFE
B, AT HERERGAELFERTHNNR, FHELRTEHNBHHILRIERL
MRELREMRFTERTER.

Vehicle Safety Improvement: The black box records a large amount of data related to
vehicle safety systems, especially information related to collisions such as speed, speed
changes, airbag deployment, occupant seat belt usage, and driver emergency
response behaviors. This data is helpful for assessing the effectiveness of safety
systems in actual accidents and aids automakers and safety suppliers in iterating and

upgrading vehicle safety performance based on real-world conditions.
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3 1={7IRE OPERATING ENVIRONMENT

RCERIE

Configuration Environment

Hardware (Chip) TC277
Compilers Supported Tasking v4.2r2
Debugger Isystem (IC5700)

Tasking ZRi¥es

Tasking Compiler

-Ctc27x --lsl-core=vtc -t -I-Wa-H"sfr/regtc27x.def" -Wa-gAHLs --
ZwWiIFHEIM  emit-locals=-equ,-symbols -Wa-Ogs -Wa--error-limit=42 - --iso=99
Compiler --language=-gcc,-volatile,+strings  --switch=auto --align=0 --
Options  default-near-size=8 --default-a0-size=0 --default-al-size=0 -O0 --

tradeoff=4 -g --source

-Ctc27x  --Isl-core=vtc -t -I"DA\GIt\ENFAWO2\ENFAWOQ02" -WI-

ST .
Link 0"${PROJ}.hex":IHEX:4- -hex-format=s-WI-D_TASKING_C_TRICORE_=1
inker

) "./JENFAWO2.IsI" -WI-OtxycL -WI-mcrfiklSmNOduQ -WI--error-
Options

limit=42 -g
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4.1 PF&E%FE Product Feature

RETHTRFAFETNNETRES. AEENRESFHF,
E SELERBMERRENNERIRT,
BREERA. A, BERETPFEOEET AR LR
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FESHTEHRE™
FEETERIES %AMW@ HETRFBEEW

The black box is used to record the operating status of a vehicle durlng its operation. In past

automotive accidents, severe vehicle damage often made it impossible to obtain the vehicle's

status at the time of the accident, which could not guarantee the rights and interests of the driver

and could not determine if there were any issues with the vehicle. Therefore, the data stored in

the black box can effectively solve the above problems.

pkg ErrorManager /

Software

S5WcC

Error Manager

3)

Flash Driver

3]

Demn

Hardware
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4.2 SEIFZE Implementation Plan
TC277 X ¥50J DFlash Z[E]K/\J4 384KB, H3F DFlash XIS H & IEIEE A EXMNFR,
Itk FA - s b 258
The DFlash space supported by TC277 is 384KB. Due to the characteristic of DFlash that data

is not lost when power is lost, it is used to store fault data.

7£ CDD ZE#Ehn BT EEIE A Error Manager #3188, £F SWC EHE &R, 1Y
8 Error Manager 18Rk £ B EHX{Z 5, /5 Error Manager G EIMNEIES A
DFlash Ffi&#z. T & 4-2 Frox,

An Error Manager module function for fault management is added at the CDD layer.
When a fault occurs at the upper SWC layer, the Error Manager module can be called to pass
fault-related information, which is then written into the DFlash for storage by the Error
Manager module, as shown in Figure 4-2.

SWC BT XA F Error Manager F9/ERRIIBESE &R DFlash R{EEM IR, EBRIEE L
TRAEIE, RIEAEBNZ BFHEEEHNRERER.

The SWC layer can also call the Error Manager's clear function to remove data stored in
DFlash that is no longer needed, ensuring there is enough space to store subsequent new fault
information.

B34 Error Manager #3893 EUEE O o] X 3RERE| DFlash HE KR EUE, RS
BEERELANTE, HENKAZRRGHEEEURTHEERFENRE.

Fault information can be obtained through the read interface of the Error Manager
module and reported to the upper computer tool, facilitating test personnel in obtaining fault
information for troubleshooting vehicle issues.

Clear
Write Read

Error Manager

4- 2 BSTFHEESR
FIGURE 4-2 FAULT STORAGE FRAMEWORK
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4.3 THFETFERTE Fault Storage Process

Check Error Condition

1.Write by BlockiD
2.Write with loop

Buffer.
Set write Lock

Report Error Write Error Info
Os Task Error Manager

Check Write Result

Release write Lock

4- 3 HEFERTE
FIGURE 4-3 FAULT STORAGE PROCESS

ENARRRES T ERRER, WESEIEZEL (Error Manager) SHCRFITIATR

After faults are reported in the application layer's periodic tasks, the fault management

module (Error Manager) will proceed with the following steps:

1.

S EFEICKNRER THE KM,
Check if the fault to be recorded meets the conditions.
PUE Y BT ZIC K IR DFlash X4, Bt EMESFHRIBAE AN,
Lock the current DFlash area to prevent other tasks from calling the write function
again.
B &S5 25 N DFlash X1,
Write the fault information into the DFlash area.
KEEANNERERLEH.
Check if the written result is correct.
Error Manager {235 N5EHK .
The Error Manager module completes the write process.
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Run OS SWC

A4 HFEERRRFE Fault Clearing Process

Check Error Condition

1.Clear by BlocklD
. 2.Clear all Block
Set write Lock

Clear Error Clear Error Info

Os Task Error Manager

Check Clear Result

Release write Lock

4- A BIBERRRE
FIGURE 4-4 FAULT CLEARING PROCESS

ENFAERARESHT TEABRNENEXRGE, WEEIEEL (Error Manager) SfoR#
TATRE:

After the application layer's periodic task issues a request to clear a fault, the fault

management module (Error Manager) will proceed with the following steps in sequence:

1.

KREFBEFRINEEZSHEFRMT.

Check if the fault to be cleared meets the conditions.

P H AT EHRIEN DFlash X5, B IE H M 1ESS 18 RIBRRINEE

Lock the DFlash area that is currently being operated on, preventing other tasks from
calling the clear function.

K tEa RSk,

Clear the stored data.

REBFREREE L.

Check if the cleared result is correct.

Error Manager 1&3R75 R #0352 X

The Error Manager module completes the data clearing.

Baengen )R E R Fan Page 8



ok N
$M - HMMBLE 5 HEM

Easy to know Easy to do

0 A 7 1%
45 HFEIEBGRFE Fault Reading Process

Check Error Condition

Run OS5 SWC

1.Read by BolckiD
2.Read by FIFO

Read Error Info
Get Error

Os Task Error Manager

Check Read Result

4- 5 BERBURRE
FIGURE 4-5 FAULT READING PROCESS

ENRERBMESHRERRHEELE, WEEERR (Error Manager) SWCREHTT
UTREE:
When the application layer's periodic task needs to obtain fault information, the fault

management module (Error Manager) will proceed with the following steps in sequence:

1. Error Manager #1246 M EARTS o
The Error Manager module detects the fault status.

2. EEN{EfEZE DFlash F A9 %R .
Read the data stored in the DFlash.

3. EBEAE, RMFTBURE, F ERIEBAIEEE.

After reading is completed, check the read status and report the read data.
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5 M ZEE = EITRE ZC XUANWU PRODUCT FUNCTION

51 7=&4% S Product Feature

ATESRETHEIERR, MMAREHH X RSN TR T U RE TRFHE

HdEt

TR, EHERARNR T INE RN RER FEEE

To facilitate the data playback of the black box, ZC has launched the XuanWu diagnostic

testing tool, which can read the data stored in the black box, allowing technicians to more

easily access fault data.

MMNZREUN TR

ZC Xuanwu has the following features:

> {ET % Easy to Operate

BT, HTERE

Graphical interface for convenient configuration

B &N R E F#E 0 DID, DTC FF 4 BY excel

Automatically parses black box data such as DID and DTC and generates Excel files

X FAE OEM K2 B ECE A2 BT HISE

Supports diagnostic configurations and standards for different OEMs

> (A RE Flexible to Use

¥ #F CAN. CAN FD. Kline /i

Supports CAN, CAN FD, and Kline protocols

X 1SO 14229, 1SO 15765, 1SO 14230 FErA

Supports standards such as ISO 14229, ISO 15765, and ISO 14230
EESEZ TSN

Supports various hardware interfaces

> T E#|IPRS Customization Services Available

EaERAEN I F B FaT Page 10
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5.2 [EINEE Playback Function

ZR LUV BZBI MRS HARBE FFHESENREES . THRERESNET,
R BTN EEIRE S IUBERAENER RS,

The Xuanwu upper computer can obtain fault information from the black box's storage
space through diagnostic services, complete the parsing of fault information, and display the

parsed fault data signals in a graphical interface.

| workspace - ZC XuanWu v4.3_01ARDAS01020101 - o x
File Edit Navigate Search Project Run Window Help

=2 PBiMBIL S P BRFiGFH OO D |Quick Access|i| &8 | &[]
WEms] WD) MUE kE!by wg PLERSTE O TRYMIE O CHEDIE O DSOARRENS AR A=A
19:15:00.2... 80,281, LSUHASEAT wwshicken

19:15:002... 80,F1,28,.. c 68,8, N ECU power supply: 3.36 V

19:15:004... 80,28, F1,.. 10,83, ér acky .

1015005, 30,F1,28, 50,03, FrT Bt s comn o vt

19:15007... 80,28,F1... 1A,80, StatusofoTC: Tnvali status

19:15:008... 80,F1,28... 5A.20,00,00.00, 00,0, 00, 00,0, 00,0, 00, 00,0, 00, 00,0, 0,01, 00 .| MusberOfFaultetectic "

19:1501.0... 80,28, F1,.. 17,40,3A,15, walia

19:1501.1... 80,F1,28,.. 57,01,40, 2A, 15,00, 00, FF, 2, ' po “le 336V

19:15013... 80,28, F1. 17,€0,73,00, 19:15:01.

19:1501.4... 80,F1,28,.. 57,01,€0, 73,00, 00, 00, FF, 24, Reading DTC By Statu

19:15016... 80,28,F1... 18,00, Number0fDTC: 6

19:15:017... 80,F1,28, 58,06, 40, 10, 01, 03, 40, 1€, 01, 01, 60, 16, 00, 01, 40, 20, 11,01, 40, 20, 13, C: ao1001 11 5( t OfDTE 3

DTC: 40101 DTC: 1

DTC: 601600 Tpmst“wﬂl%mﬁ% Stt SOfDTC: 1
© 402011 null  StatusOfDTC

: 402013 null  StatusOfDTC: 1\

19:15:019... 80,28,F1,..
19:15:02.1... 80,F1,28,..
19:15:02.3... 80,28,F1,
19:15:02.3... 80,F1,28,..
19:15:02.5... 80,28,F1...
19:15:02.6.. 80,F1,28,..
19:15:02.8... 80,28,F1,..
19:15:02.9... 80,F1,28,
19:15:03.1... 80,28,F1,..
19:15:03.1... 80,F1,28,..

1A, 80,

5A, 80,00, 01, 00, 00, 00, 00, 1D, 00, FO, FF, FF, 00, 00, 02, 00, 00, 00, 01, 00, 0...
31,01,01,01,01,01,01,01,

71,01,01,

21,02,

61,02, 00,

21,08,

61,08, 7F, FF,

21,1¢,

61,1C,2A,

mAmAmAm AR AR ADAm AR AB oD
CNEN BN EOE MR N OO R BN YN W o

19:15:02.
Control/RoutineStatus:  Control/Routine failure or Rou

L1502, Reading DI0.02 il s of the hydraulic blo
Filling status of the hydraulic bl ck &Eiﬁmtﬁﬁ#\" 0.0

19:15:02.  Reading DID 08  Vehicle Speed:
Vehicle Speed %3 invalid

19:15:03.  Reading DID_1C Btt ry Voltage:
Battery Voltage MH#IES[E inval

5- 1 #EER
FIGURE 5-1 DATA PLAYBACK
ZH AR SR AT AR R & A B RV EE A0 U AR . VARER IR W ARER R BB AT B] Y
LA UK .
The Xuanwu upper computer can plot waveform charts of the data such as U-phase

current, V-phase current, and W-phase current at the time of fault occurrence over time.

A U-phase current

W-phase current

5- 2 HIERMERAE
FIGURE 5-2 DATA PLAYBACK GRAPHICAL USER INTERFACE
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5.3 M B Test Cases

KR EZFET Python (NI ABIF A, ERRA T I2HARS R Python AP EEH, FSEHA
PZRFFR.
Xuanwu supports the development of test cases based on Python and provides a Python

APl interface for diagnostic services, facilitating secondary development by users.

B & X Python il
Custom Python Script

FERE

Interface Operation

Python API Demo Lib

KRR =

Low-level Driver Layer

BHEOE

Hardware Interface Layer

5- 3 PYTHON API 7r &
FIGURE 5-3 PYTHON API ILLUSTRATION

RIEREFEBMEATER, WXIEBRES T —EXENNRXAG, SFEBENE
ik, B, REEE. EONRE, BIXRIETIMEBNANE.
Based on the requirements of the black box playback function, test engineers have written

a complete set of test cases, including data storage, erasure, repeated read/write, stress testing,

etc., which can be automated through the Xuanwu tool.
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2in.py - ZC XuanWu va.2.1 =[e x ]

* a2cky s
%TE FMELR ZHEM

gk

Eile Edit Refactoring Source Mavigate Search Project Pydev Run Window Help
HN-EO® OB MG I I P B0 QT IHFH OO D Quick Access ;| B | By ¥ (@)
[% PyDev Package Explorer &2 = O [F] TestInMain 52 [F] TestCase_222_transferSmallerBlock [F] TestCase_215_ValidApp = 0
BES|% ¥ S
I f3 TestCase0Dx27 - e
b f} TestCase0x28_0x85 global test_end_flag

test_end_flag = False

b B TestCaseOx2E test_suite= unittest.TestSuite()

I f3 TestCaseDx31 test_suite.addTest(unittest.makeSuite(TestCase@xll))

b f} TestCaseOx34 test_suite.addTest(unittest.makeSuite(TestCase@x27))
test_suite.addTest(unittest.makeSuite(TestCase@x22))

b B TestCase0x36 test_suite.addTest(unittest.makeSuite(TestCase@x2E))

I f3 TestCase0Dx37 test_suite.addTest(unittest.makeSuite(TestCase@x34))

init_.py test_suite.addTest(unittest.makeSuite(TestCase@x36))

- - test_suite.addTest(unittest.makeSuite(TestCase@x37))

» [B] TestCase 101 UDSE test_suite.addTest(unittest.makeSuite(TestCase@x31))
i+ [F] TestCase_215_Valid/ test_suite.addTest(unittest.makeSuite(TestCase@x28_8x85))
b [P TestCase_216_InVali test_su:i.te.addTest(un:i.ttest.makeSuiteélntergramTestCase))

t1 = threading.Thread(target = self.calProgress,args=(test suite.countTestCases(),
i+ [B] TestCase_217_noAp| g (t & f % 2 r"tg ( — . ()

[ @ TestCase_220_FBLRc
i+ [F] TestCase_221 transf
i+ [F] TestCase_222 transf
BeautifulR: rt L testCase_102_HardReset HRhTH -
b 8 BeautifulRepo = testCaze_103_SoftReset L0 F
# logs testCase_104_FuniddrReset ﬁﬁl;hmm
. : teztCaze_1056_ReSetErrSubFunc =
D‘EB mlalnFunctlon testCase_l06_ReSetMismatchLen RhIH
- R outils testCasze_10T_0EMSecureSeed | —
init testCaze_108_FundddrOEMSecureSesd £ |
—init_.py testCase_109_0EMSecureErrSubFunc  fiIN =
_init_py Bcd teztCase_110_DefaultSezzion0EMSecure AT * = A
init teztCasze_111_OEMSecureMismatchlen
—Int_.py TestIn|| tezstCasze_112_OEMSecureKey
4 [ testReport testCaze_113_FundddrOEMSecureKey 250 - i
- H img ‘}“‘Lﬁﬁ % &
@ TestReport.html 99.00 %
¢ python (C\Users ... n36-32\pyt—
] 1 r 4 3

5- 4 BEX WK EFF
FIGURE 5-4 CUSTOM TEST PROGRAM
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54 MNAIRE Test Report

FMHER, ZRIETUEFNE RIS

In response to test results, the Xuanwu tool can automatically generate test reports.

- MXBEIETER
EflEk ABS_3ASGMWES(1C02_APP_20210926 .
- T
BflsE 26
FEflE i 18
IS 8
gk
FrifHia): 2022-01-07 14:42:21
EfTEE: 1m 16s

. _ e I

HATE AR R =2 =3
testCase_0x10_1_01 LA THEFUBERENSIALA 04125 s @
x 728 18, ®
o s
1a:42:21.935697 o 1 T 20 19, @,
14:42:20.96778 o 1 m 728 se, e, o8, 32, 81, F4,
2 TestCase0x10 testCase 0x10_1 02 BIASIETIEIULER 5] 0.161s o)
TestCase0x10 testCase_0x10_1 02 BARETHREIULEREN BRE 0.139 =R

5- 5 MR &
FIGURE 5-5 TEST REPORT
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