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1 IHEEMEAR FUNCTIONAL OVERVIEW

ZR LUV AREE ARGl IR AEFEEE M PC in THEB FRH=s L.
% ¥ UDSonCAN. UDSonIP, UDSonK-Line. UDSonLIN #M{, RMEEAHILERIER, =
NRERFEHSRSmALNER, WK, EFREHR.

ZC.XuanWu upper computer software is used to download application programs and data
from the PC to the electronic controller. It supports UDS on CAN, UDS on IP, UDS on K-Line, and
UDS on LIN protocols. It offers customized integration of customer-specific protocols and is

widely used in the development, testing, and after-sales service stages of electronic controller

products.
BRIXFNEBE BEFRISMSEE R, K&, ER. —A. ERFHEE. DRl &

M. Fim. DRBHALEE. {tiﬁk\ JERHEEIR. BFR. /B Z3. TOGG. L. Audi,
R (UEHRADER)

Currently, it supports the program flashing specifications of various vehicle manufacturers
such as GAC, Changan, SAIC, FAW, Dongfeng Commercial Vehicles, SGM, Geely, Chery, SGMW,
Great Wall, BAIC New Energy, NIO, XPeng, Aiways, TOGG, BYD, Audi, and Volkswagen (listed in

no particular order).
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2 N F%uiE APPLICATION FIELD

MMZXRREFRFS 2NN TR X AT OEM Ml Tierl ZMNY ABHRT. ARUUTE
MAEXEE, KRRFEBULLE EHENHTRERRSIE.

ZC.XuanWu program refresh and diagnostic testing tools can be applied in various
application scenarios for OEMs and Tier 1 suppliers. Users can conveniently perform program

flashing work in laboratories, test vehicles, and actual vehicles.

ZR UM ERNATERBEFREIRNEFRS:
ZC XuanWu upper computer software is currently used for program flashing of various

electronic controllers:

% 51288 Body Control Module (BCM)

= iA1Z 8% Air Conditioning Controller

DC/DC 1= #l#§ DC/DC Converter

B 7 Bfy /1 @132 8§ Electric Power Steering Controller
K ENH 1% %82 Engine Management System (EMS)
LR FE 12§ Transmission Control Module (TCM)
Bt B TR & 4t Battery Management System (BMS)

2 17231 2§ Vehicle Control Unit (VCU)

B3 47132 %I 2§ Motor Control Unit (MCU)

B %1 By /1 ¥ M £ 4k Electric Power Steering System (EPS)
BAH13E HF0 & St Anti-lock Braking System (ABS)

B 7 FaE M2 5 27 Electronic Stability Program (ESP)
FFIPIE R %t Active Collision Avoidance System (ACC)
25 3| /135 %I & 4t Traction Control System (TCS)

ADAS 321528 Advanced Driver Assistance Systems Controller

V VV V V V V VYV VYV V YV VYV V V V
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3 BLEIRE CONFIGURATION ENVIRONMENT

‘ it B #f1% Configuration Environment

PCAN . Mongoose . Kvaser .
Hardware USBCAN (ZLG) . VN1640 .
TC1016. OBD-RJ45

Configuration Environment Win7/10 64bit

PCAN. Mongoose.
USBCAN (ZLG) - Kvaser. VN1640.

=
(= )
/ 4\

“ 6\\ \J /
&

OBD-RJ45 TC1016
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4 FA&E = DEVELOPMENT BACKGROUND

AEERE. WEL., AN KERT, BFEmAMRTARES, EEHRENE
&, MCU HEEDMFHHILAD, TR, FBRENLH4. REAELERYE 7 3.
BENEK, W bug hEME, Mk K X=E.

With the major trends of electrification, networking, and intelligence in the automotive
industry, the number of electronic and electrical components is increasing, and the electrical
structure is becoming more complex. The number of MCUs (Microcontroller Units) has grown
from a few initially, to dozens now. The scale of software has increased tenfold or even a
hundredfold compared to the beginning, and software bugs are also multiplying, becoming
increasingly 'out of control'.

BRI, BEEMALITNEEREEREE EHaRGAX NSRS, EEEFLESE,
BENMEREAANBERAEREJLF LM ELPHA T T KKK . WE, AERFRT S
TEIREM-40°CEI 120°C, Eah, EEE, BRTHHREZ, RHESIFTFIRRE, B
RO EREREGREANER, 2EUNEZHOAMETRE, TJRURIE CAN 8%, X
34 TRE PRI ET B DIBE AL A I =R 7 Ay Ao

At present, the time from vehicle research and development to market launch is becoming
shorter and shorter. The development and testing time for controller software is also reduced.
In recent years, it has even become a 'manufacturer strategy' to sell the whole vehicle first and
then develop the software functions for newly launched models. Nowadays, the working
environment for automotive controller products ranges from -40°C to 120°C, with strong
vibrations, environmental humidity, and electromagnetic interference. Once the controller's
casing is opened, it basically can no longer meet the original requirements; the installation
locations are also mostly not easy to disassemble. The ability to refresh the program through the

CAN bus and Ethernet has become a 'must-have' for controller products.

BEO ECU
PCAN
CAN/CANFD
Mongoose
Bex X - ZC.XuanWu 1 USBCAN ETHERNET
Kvaser
KLine
VN 1640
TC1016 Lin
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5 IO8EHHIA FUNCTIONAL DESCRIPTION

5.1 =¥ 5= Product Feature

> {ET % Easy to operate

B E, HEEE

Graphical interface for convenient configuration

BTk XX (S19/BIN/HEX/VBF/MBF)
Automatically parse programming files (S19/BIN/HEX/VBF/MBF)

XX TR, 2304 block BRTE, block B3tk 53 o] Bic
Support multi-file download, single-file block segment download, and configurable

block segment address mapping

> {FHRE Flexible to Use

X #F CAN. CANFD. Lin B%. KZ&. IXKMRBIH

Supports CAN, CAN FD, LIN bus, K-line, and Ethernet refreshing

X5 UDS 2 #7 1ISO 14229 1Y

Supports UDS diagnostic ISO 14229 protocol

IEMER. ZHE 1SO15765-2. 1S013400-2. 15014230, 1SO17987-2 tiY
Supports network layer, transport layer protocols ISO15765-2, ISO13400-2, 1SO14230,
ISO17987-2

X EZMEHEN

Supports various hardware interfaces

X FZMRBIEALE

Supports a variety of flashing specifications

X EHRS

Supports multi-channel flashing

JHEXRIFRIE. TEENESH

Customizable flashing process and configurable timing parameters
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MM ZX R Bootloader Efr#l
ZC.XuanWu Bootloader Upper Computer
OEM for flashing specifications
and Boot test support

RIS HISEH Boot Jisk 4%

IR GAC
K= Changan
—R FAW
RAREFHAE DFCV
ERBH SAIC-GM
ELil Geely
i Chery
FRBARZE SAIC-GM-Wuling
K Great Wall Motor
JER R R BAIC BJEV
Bk NIO
N XPeng
Z0th AIWAYS
TOGG TOGG
SR} BYD
B Audi
KA Volkswagen

>  ZLERIH Secure Flashing
B 2 RFUEPEE

Supports service 29 for certificate transfer
B F 84 RRELERIF

Supports service 84 for Secure Flashing
B E 31 BRBIEBE

Supports service 31 for certificate signing

B 35 AES-CBC/AES-CMAC k. RSA EiL. HASH &%

Supports AES-CBC/AES-CMAC algorithms, RSA algorithm, HASH algorithms
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> MR X FF Testing Support
B X FF UDS I2ETIR

Supports UDS diagnostic testing
B TS ABITIZHTIEE R excel
Can import and parse diagnostic inquiry forms in Excel
B RIESHTEZ R B4 B A
Automatically generates test cases based on diagnostic inquiry forms
B iR Python APl $0, S#F Python JUIX A HIFF &
Provides a Python API interface, supporting the development of Python test cases
B 3% python B 1L

Supports Python automated testing
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5.2 BE{XIhEE Specific Function

5.2.1 &F UDS Bl 5 UDS-based Flashing

ZR UG ETERATEE IFHEY THEFIEFESR. BX4SAE &
PO MH#TRESHRENRSAESHEE. ARTXMH, EEEEZE FLUMEE
FTHEIBEFESsR. ETHNEER, ERUNEIE-FRAERXNETEANNE,
B—1ABENRE KRS

ZC XuanWu upper computer software is primarily used by vehicle manufacturers or suppliers
to download programs to electronic controllers. After importing the files, customers can
configure communication parameters and service process parameters. After parsing the files and
connecting the devices, customers can download the programs to the electronic controllers.
During the download process, customers can see the operation status and content of each

process message, each content corresponding to a service.

R
File Edit Navigate Search Project Run Window Help
Al CROR - HETL I A S B RSP SRR S [Guick Aceess] | &5 | &[4
B978] [ms] FRAD] KB EElbye] RS o EEETE R & =08
[y smEE ] R ~
_10 DiagnosticSessionCentrol 10,03 50,03
_10_ DiagnosticSessionControl 10,02 50,02
_10_DiagnasticSessionContral 27,11 67,11
o ERES X _10 DiagnosticSessionControl  27,12,12,34,56,78 67,12
A _34 RequestDownload 34,00,44,70,10,10,00,00,00,03,90 74,20,0F FF
. e 31_RoutineControlCre 31,01,02,02 71,01,02,02,04
BEEREESHAE C = ; i cSessi
_10_DiagnasticSessionContral 31,01,02,02,37, F4,EC,D? 71,01,02,02,04
mEmEE  pcanpTaz Llmmmm L _10 DiagnosticSessionControl  31,01,FF,00,44,30,06,00,00,00,12,00,00 71,01,FF,00,04
_34 RequestDownload 34,00,44,80,06,00,00,00,12,00,00 74,20,0F FF
EEEAE | EEREE BUE 04 [ _31_RoutineControlCrc 31,01,02,02 71,01,02,02,04
EEREES[0x] | FFFFFFFF ID#®  [canip 11 - _10_ DiagnosticSessionControl  31,01,02,02,20,0D,C0,FF 71,01,02,02,04
cRe®  |creaz | D _10_ DiagnosticSessionControl  31,01,FF,00,44,30,18,00,00,00,00,00,20 71,01,FF,00,04
i _34 RequestDownload 34,00,44,80,18,00,00,00,00,00,10 74,20,0F FF
gD [70F | o [7ec | O 21 RoutineControlCre 31,01,02,02 71,01,02,02,04 .
EESE HEsHES < >
B B Console - H-= 8
D [ oc ] i i
R _ Cancel No consales to display at this time.
<

ATHEZEANARMEBEBR, ReEXHR EUNRGNTY B, KR EAyE 4o ik
EFETEELZHRS . ERUREARTR, AREFRAELXNENRSETRM. MBR.

TFEMX AERE.

To meet the varying project requirements of customers and enhance the extensibility of the
Xuanwu upper computer software, the Xuanwu upper computer software allows customers to
configure diagnostic services on their own. Depending on different requirements, customers can

add, delete, enable, and disable various services on the configuration interface.
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5.2.2 Bah LMk Automated Testing

ZXEREARBE SWASEHIE 7K B E

. SAZXRETER

AMRgAke, FAE L ER HERITA R EE’J;‘ﬂUiﬁ%@JJﬁo

ZC.XuanWu has developed a test case library based on the diagnostic specifications of

TS UTBR 55 BT iz .

various vehicle manufacturers. After importing into ZC.XuanWu, diagnostic service testing can

be conducted directly. Moreover, users can modify and develop their own test case libraries on

this basis.

stinMain py - ZC XuanWu v4.2.1

Edit Refactoring Source Navigate Search Project Pydev Run Window Help
1w 2 - BROR -SR] EE- R R S EVE SEUR R RS RO g Quick Access || B | By ¥
[£ PyDev Package Explorer &2 = O [F] TestInMain 2 | [F] TestCase_222 transferSmallerBlock  [F] TestCase_215 ValidApp =
B®(% <
> B TestCase0x27 -
> B TestCase0x28_0x85 global test end flag
- test_end_flag = False
> i TestCaseOx2E test_suifes unittest.TestSuite()
> 3 TestCaseDx31 test_suite.addTest(unittest.makeSuite(TestCasedx11))
> B TestCase0x34 test_suite.addTest(unittest.makeSuite(TestCase@x27))
test_suite.addTest(unittest.makeSuite(TestCase@x22))
> i TestCase0x36 | test_suite.addTest(unittest.makeSuite(TestCasedx2E))
> 3 TestCase0x37 test_suite.addTest(unittest.makeSuite(TestCasedx34))
B _init_.py test_suite.addTest(unittest.makeSuite(TestCase@x36))
- test_suite.addTest(unittest.makeSuite(TestCase@x37))
> [F] TestCase 101 UDSE test_suite.addTest(unittest.makeSuite(TestCasedx31))
> [F] TestCase 215 Valid/ test_suite.addTest(unittest.makeSuite(TestCasedx28_8xa5))
» ) TestCase_216_InVali tEstisuitE.addTest(unittEst.makeSuitE IntergramTestCase))
o 1 = threading.Thread(target = self.calProgress,args=(test_suite.countTestCases(},))
> [B] TestCase_217_noAp t2 = threadmg Thread(target = self.generateReport,arg i
> [F] TestCase 220 FBLRc e - = o=
> [F] TestCase_221 transf
> [F] TestCase 222 transf
BeautifulReport L testCasze_102_HardReset FiH) -
> & BeautifulRepo & testCaze 103 SoftReset I B
i logs testCasze_ 104_FuriddrReset ﬁ!«imﬁam
. : testCase_105_ReSetErrSubFunc E
& m.a‘"F“"m“" testCaze 108 ReSetMismatchlen Rl
> f utils testCase_ 107 OEMSecureSeed B 1 - =
B _init testCase_ 108 FunkddrOENSecureSeed I ¢+
_init_.py testCasze_109_DEMSecureErrSubFunce R
[ _init_py Bl testCase_110_DefaultSession0ENSecure  FiT) E-=05
B _int testCase 111 DEMSecurelismat chlen
—Imt—py Testln|| testCase_112_OEMSecureKey
4 [ testReport - testCass 113 FunkddrOENSecureKey M7 - =
o[ @ img Fa B E FE
@ TestReporthtml 00,00 5%
> @ python (CAUsers ... n36-32\pyt _ 1l
R — T — 5 d C

FHMHER, XRIETUBNERNIRE

In response to test results, ZC.XuanWu tool can automatically generate test reports.

R B 4BS_SASGIWESQ? C02_APP_20210926
RflEE: 26

RfIE: 18

IR 2

Gk

FHfiE: 2022.01-07 14:42:21

SEfTHEL m16s

Wit ARIETER

. _ e

12021610857 oan 1 x na 10, 61,

14:42:21.935697  Can 1 x na 18, 61

e:2:21.960778 o 1 78 se, 61

o
12216858 o ER Y 7 se, a1, e, 32, 8, F4,
o
o

PR i 22 i
BHARIE TR TIER 0412 i [ues
ol

f
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5.2.2 iz A5l & pY Test Case Generation

ZHRSANZHNIBEER excel fF, B IXAE RN FAFIFI B 30N BIA .
After ZC. XuanWu imports the diagnostic survey spreadsheet in Excel, it can generate
test cases and automated test scripts.

[@ runtime XuanWua0.product - 2C Xuanta v4s = X
Fle Edit Navigate Search Project Run Window Help
o-pe[Eleniuvissismia-ig- i s vo-o- [QudeAeces] i 5 | & @ (@]
- 0 x & & FEsUpE %G L=0o
- @ | BEER RETFIREEE B, ] BRI L]
[ Fast_Inital - 00 0
pee > TestCaselxi0 v v £ B TestCaselxl0’ & 81 StanCommunication - a1 ¢
P - - s s ~ | B 10 StartDiagnosticSession 83 ECUEOLMode 1083 5083
T EEEE pr— = [ 1A ReadECUID 03_SoftReset 1AB0 5A.80
initpy on File
. & 18 ReadDTCByStatus 0x00: report all stored DTCs w... 18,00 8
g 1“2**2: 2*2;‘” izzij ;‘: 22 z; x:"" ::E z EE M 1A ReadECUID 80_ReportECUldentificationTa.. 14,80 54,80
estCase 0x10_02.py on File By
31 ID 01 Delay ntrol 21,01,01,01,01,01,01,01 710
[¥ TestCase_0x10_03.py 2022/7/30 20:07 Python File 8K8 B =
[3 TestCase_0x10_04.py 2022/7/30 20:07 Python File 8K8
[¥ TestCase_0x10_09.py 2022/7/30 20:07 Python File 8K8
[3 TestCase_0x10_10.py 2022/7/30 20:07 Python File 8K8
[¥ TestCase_0x10_11.py 2022/7/30 20:07 Python File 8K8
[¥ TestCase_0x10_12.py 2022/7/30 20:07 Python File 8K8
[F TestCase_0x10_13.py 2022/7/30 20:07 Python File 8K8
[3 TestCase_0x10_14.py 2022/7/30 20:07 Python File 8K8 < 2
[F TestCase 0x10_15.py 2022/7/30 20:07 Python File sKs © console BEE|ME-m-=0
[¥ TestCase_0x10_16.py 2022/7/30 20:07 Python File 8K8 ESANBEERAS wwshzek.cn
[F TestCase 0x10 17.py 2022/7/30 20:07 Python File sKs ~
[# TestCase 0x10_18.py 2022/7/30 20:07 Python File 8KB 20:06:46. 3 g
[F TestCase 0x10 18.py 2022/7/30 20:07 Python File sKs
[# TestCase_0x10_20.py 2022/7/30 20:07 Python File 8KB 20:06:46. Fattthl: oxseeacese, HBI<E: 0x000A9C28 FT
[B TestCase 0x10 21.py 2022/7/30 20:07 Python File 8K8 _ N , .
[ TestCase 0x10 22y 202277730 2007 Python File ses 20:07:03.  EMRESLMHAHIAIT! 0: \xuanwu\excelFile\TestCase.x1s
[3 TestCase_0x10_23.py 2022/7/30 20:07 Python File 8K8 - . -
- 20:07:03. EREFLIR WD - \ xuanwu\eclip
[¥ TestCase_0x10_24.py 2022/7/30 20:07 Python File 8K8 BB R AR .
[3 TestCase_0x10_25.py 2022/7/30 20:07 Python File 8K8
[¥ TestCase_0x10_26.py 2022/7/30 20:07 Python File 8K8
[3 TestCase_0x10_27.py 2022/7/30 20:07 Python File 8K8
[F TestCase_0x10_28.py 2022/7/30 20:07 Python File 8K8
[3 TestCase_0x10_29.py 2022/7/30 20:07 Python File 8K8
[¥ TestCase 0x10 300y 2022/7/30 20:07 Pvthon File 8K8 v
< >

5.3 #{4ZE44 Software Architecture

composite structure Z; #, BOOTLOADER | fiz #1 /

Security Lib
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R TR

Module Submodule

ST

Ul
Interface

ZHRSE
uDS Diagnostic

Services

fRtfTeR

Analyzer
y Parser

TR odiifdes
(XuanWu APP Application
Core) PP
Program

CAN #&1Z
CAN

Communication

CANFD &1

CAN FD

Communication
COM

Eth @5

Ethernet

Communication

Lin @15

LIN

Communication

Baengen )R E R Fan
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ik
Description

H F SWT/JFace W &

Eclipse Workbench

Based on SWT/JFace and
Eclipse Workbench

EHTF 14229, 15765 1Y
HIBR 55 B9 BARSEI
Specific implementation of
services based on the
14229 and 15765
protocols

CRC ¥4, UDS AR @4
B XML f@gtfr

CRC verification, UDS
service parsing, and XML
parsing

RSN AEFNEXE
BEIRE

Information and
operations related to the
flashed application
program

XT CAN BfEREEKIL
Specific implementation of
CAN communication

%F CANFD B A9 B AL
o

Specific implementation of
CAN FD communication
KT UAKRMBIEBRASL
/1

Specific implementation of
Ethernet communication
XTF Lin BiERRKSIIL
Specific implementation of

LIN communication
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R TR iR

Module Submodule Description
LT ZLG_USB, CAN, Mo

ngoose, PCAN, TC1016, V
N1640, RJ45 % OBD Fi&
B ER
ERRE Implementation of
Device Connect Device connections for devices
such as ZLG_USB, CAN,
Mongoose, PCAN,
TC1016, VN1640, RJ45 to
OBD, etc.
12534 I EI B A SLEL,
TEARS TTUVBEE
KEVERE
12534 i Specific implementation of
J2534 J2534 Protocol  the J2534 protocol, mainly
including operations
related to communication
with the lower computer
ERRENTEEXE

ity TEE
Security Security algorithm library

Lib Security Library .
provided by the customer
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TEREERRER SR,
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SWBRSSHI%k, THXMHIIR, FREkEIIERMER

BERXER, EERESH B

The interface overview includes the process message monitoring interface, diagnostic

service list, download file list, transmission configuration list, and information output box.

Customers can perform operations such as configuring diagnostic services, parsing project files,

monitoring message information, configuring communication parameters, and setting up

information security algorithms here.

@ runtime-XuanWu40.product - ZC XuanWu v4.2_01TLKST01030202 - O X
Fle Edit Navigate Search Project Run Window Help
Amid SRR Ho T = H A B R R TR R R R [Guick Access] || & | By [
#1i8] [ms] FHAND] WE EEbyel RE P pEREnE +#R|¢ L =08
(16:02:53.4081.. 00,00,07,7E, T F 10, 03, Py P [ ~
16:02:53.4137... 00,00, 07, BE, R 5 50,03, 00, 32, 01. F4, 10 DiagnosticSessionContral 10,03 50,03
16:0253.5140.. 00,00,07, 7€, T 2 27, 01, _27 SecurityAccessSeed 27,01 67,01
16:02:53.5238... 00, 00, 07, BE R 6 67, 01, 2E, F6, 17, 78,
bkl B I Rl _27 SecurityAccessKey 27,02 67,02
16:02:53.5230.. 00,00,07,7E, T 6 27,02, C7, B8, 32, £8, .
1602535936 | 00,00, O BE N ) J, _31_RoutineControl 31,01,FD,02 71,01,FD,02,00
1sl02‘sal544sm 00‘ od 07‘ 7E' . Y 31‘ 01. .02, _10 DiagnosticSessionCantral 10,02 50,02
15:02:5?5539‘” no‘ DD‘D?‘BE. N 5 1 01D 02 00, 10 DiagnosticSessionControl 10,02 50,02
16:02:53.5631 oo' od 07' 7E. T 5 10‘ 02' o 27 SecurityAccessSeed 27,35 67,35
16:02:53.5833... 00, 00, 07, BE, R 6 50, 02, 00, 32, 01, F4, 27 SecurityAccessKey 27,36 67.36
16:02:53.5845__ | 00, 00. 07 7E T 2 10,02, _34 RequestDownload 34,00,44,1F FF,82,00,00,00,04,58 74,20,0F FF
16:02:53.6751.. 00,00, 07, BE, R 5 50,02, 00, 32, 01, F4, _31_RoutineControlCre 31,01,FD,03 71,01,FD,03,00
16:02:53.7753.. 00,00,07.7E, T 2 27,35, _2E_WriteDataByldentifier 2,F1,F0,32,32,32,32,31,31,31,31,31,31.2..  BEF1FO
16:02:53.7797... 00,00,07, BE, R 6 67, 35, 3D, OF, 00, 55, _31_RoutineControl 31,01,FD,00,44,00,03,00,00,00,0D,00,00  71,01,FD,00,00
16:02:53.7790... 00,00,07, 7E, T 6 27, 36, 67, 51, BA, 26, _34 RequestDownload 34,00,44,00,03,00,00,00,0D,00,00 74,20,0F FF
16:02:53.7842.. 00,00,07, BE, R 3 7F, 27,78, _31_RoutineControl 31,01,FD,04,44,00,03,00,00,00,00,00,00,..  71,01,FD,04,00 .
< >
& consale = b | ~m-=0
LEAEEERAE
16:82:34. PROCESS WENT WRONG ~
16:82:34. SEFRE. aTSMasterCANE IR
16:82:45. Receive message failed : 67,36
16:82:45. The message of received mismatch with the desired : 7F, 27, 78,
16:82:45. PROCESS WENT WRONG
16:82:45. aEsFsr. zaTsMasterCANE D=
v
< >

ZHR TR BRs#HFH UKW Doip BiFr, AP TTIXEEE IXKMMARAT ip #hit, RIE
Doip IR X Ih&E, #E# TPC/UPD 47T,

ZC.XuanWu tool currently supports the latest Ethernet DolP flashing, where users can
configure the Ethernet protocol version and IP address, and select the TPC/UPD transmission

method based on the DolP message functionality.
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- YR — 5 X
Fle Edt Novigate Search Project Run Window Help
=04 P OB Oimuid Fi> WIQiS il v~ [Quick Access] | 9 | @ [Pl @
21 (me) WAL R KRy mE o wEEE S R +x%x/§8=0
BEEn BT RER B ] =
o [ 10 DiagnosticSessionCont.. - 1003 5003 TRUE
10 DiagnosticSessionCont... 01 DefaultSession 10,02 50,02 TRUE
e [ DelayTimer 01 Defaultsession 6000 5002 TRUE
27 SeaurityhccessSeed - 2105 6705 TRUE
wmnE [ | mEnm 27 Securiyhccesskey - 2106 6705 TRUE
10 DisgrosticsessionCo auhSession L
e Y _10_DiagnosticSessionCont... 01_Defaultss 31,01,FF.00,44,00,40,00,00,00,300000 71 RUE
[ J10_DiagnosticSessionCont.. 01 7420 TRUE
R [7FF IDER [ CANID 11 v _34 RequestDownload 37.... - 34,00,44,00,40,00,00,00,30,00,00 7420 TRUE
Rexm [crels <] mmsso e 10_DiagnosticSessionCont... 01 DefaulSession 310102 7101760200 TRUE
D e _31_RoutineControl - 31,01,0FFF 71,01,0FF.00 TRUE
e 31 RoutineControl - 31017701 7101560100 TRUE
HESH [SESSES | DOPRS |DORSHEE [ 10 DisgnostcsessionCont.. - 1ot s TRUE
@ ez
& DoPsmER x
% < >
EEpoPsI © Console {5 Project Explore BREEB Me-0--0
LR RERRAT]
e T— -
weg  [zezi0  |mos [0 ] s, AHTFEE: ooip
Bomss ORE(ms] 2000 sasiel. BB
1810529, BURBIFER:
18:15:29. ALK RO
16:15:29.  PROCESS FINISHED
Cancel | |- 18:07:32.  BUARIFFE
9 isasern  BUREFER:
[EECI I
18:10:01.  pROceESS FINISHED
BRI
BREFERE
[EEIEUN I
15:19:10.  PROCESS FINISHED
w0052, RIEMEE: votp

PONZENIES:

R

B &S ik 100Mbit/s, &

B = CANFD A9 50 %, #r/ CAN A9 200 £Z,

The Ethernet flashing speed can reach up to 100 Mbit/s, which is 50 times the speed of
CAN FD and 200 times the speed of standard CAN.

Nevigste Search Project Help
oY indild e B i x % = =
8 me] B0l k& KEbp AR | o wwmETE 3 & EEE
1818.400620.. 00,00,10,00, R PR AT v SETIERE pr—ee -
1818.480651.. 00,00,05.80, T 32770 3515, 26,00, 00, 00, 00, 00, 00, 00 FF, 00, 00. O, OO 0O, 00, 00, 0, 60, 00, 60, 0O, 00, 00, 0D, 0. P i estrtatits e T
kot o b ! 7 e [ _10_DiagnosiicSessionCont... 01 DefaulSession 1002 50,02
s oo X 2 e 0] DélayTimer 01 Defauhsession 6000 s002
1818:490095.. 00,00,06.80, T 32770  35,1C.03, 1A 01, 00, 03, 18, 01, 00, 03 1C.01, 00, 03, 1D, 01, 00, 03, 1€, 01, 00, 03, 1F, 01, 00, .
[ 27 SecuriyhccessSeed - 2705 67,05
1818491257.. 00,00,10.00, R s T
[ 27 SecurkyhccessKey 5 2706 67,06
1818:492155.. 00,00,10.00, R 2 7IC e R T
1818492185, 00,00,06,80, T 3770 36,10, 5C 73,7475, 62 5, 75, 74, 5F, 63,68, 61, 6, 6E, 65 6C, 2€. 63,00, 00, 63, 66, 20, 3. . 1l faenskcSelortorts (1] etadrsostion Ll s e
1818492571, 00,00,10,00, R 3 maeTs, O o .. 01D 0000300000 7820
1818:49.3508.. 00,00,10,00, R 2 76,10, 4 34 RequestDownload 37.... 34,00,44,00.40,00,00,00.30,00.00 7420
18:18:49.3535... 00, 00, OE. 80, T 32770 36, 1€, FF. FF, FF, FF, FE, FF, FF, FF, FF, FF, FF, FF, FF, FE,FF FF, FF, FF, FE FF, FF,FE FF. FF, FF, FE FF, [ 10 DiagnosticSessionCont.. 01 DefaultSession 31,01 FF.02 7101 FR0200
181840375.. 00,00,10,00, R s wam, & 31 ReutineCortrol 1010FFF 101Dk FE00
1818494798, 00,00,10.00, R 2 T & 31 RovtineContrl 51015501 101560100
18:18:49.4832... 00, 00, OF, 80, T 2770 36, 1F, FE, FF, FF. FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF. FF, FF. FF FF, FF, FF, FF. FF, FF, FF, [0 _10_DiagnosticSessionCont.. - nm 51,01
1818:495235.. 00,00,10.00, R 3 TN
1816:496162.. 00,00,10,00, R 76,1F
1818:496187., 00,00, 05,80, T 32770 36, 20, FE, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, 0 (1 -
1816426578, 00,00,10,00, R 3 736,78, A T L 3 = 0
1816:497495.. 00,00,10.00, R 2w, XD WD UEY KNG BREO AN A B5Y Xew IRD ERE
1818497521, 00,00,080, T 32770 36,21,F%, FF, FF FE, F. FF, FF, FF, FF, F, FF, FE, F, F, F, , F, F, FF. FF FF, FF FE, FF,FE, FE,FF, . XRE Qes=Ta aqan
1818:497808.. 00,00 10.00, R T wwTm 7 :
1818498935.. 00,00,10,00, R 2 w2 - — = -
Source Destination protocol Length  Info
1818:498857.. 00,00,06.80, T 32770 36,22, FF. ¥, FF. F, FF. FF FF, FF, FF, F, FF, F, F, F, F, F, F, F, FF FF FF, FF, FF, F,FF, F, FF, ...
172.16.2.3 T 1514 58065 = 13480 [ACK] SequT4LS595 Ackel
1818499202.. 00,00,10,00, R 3 TR36TE 721621 T 1514 58865 - 13460 [ACK] 5eq=7521095 A
1818500129.. 00,00,10.00, R 2 w2 172.16.2.10 T 60 13400 = 58865 [ACK] Seq=12151 Ac
1818:50.0153.. 00,00, 06,80, T 32770 36,23, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, FF, F, .. 1n2.18.2.1 ot 1514 58865 + 13400 [ACK] Seq-7422465 Acl
s g r e | ok o 172.16.2.1 e 1514 58885 = 13480 [ACK] Seqe7423925 Ackel
Elabel o ti] 172.36.2.2 Ter 1524 58865 ~ 13480 [ACK] Seq-7425385 Ackel
Bl winnm K 4 5 172.16.2.10 i 60 [TCP Mindow Updste] 13400 + 58865 [AC
1818501525 00,00,06.80, T 32770 36,24, FF, F, FF . F, FF, FF, FF, FF, F, FF, F, /. F, F, ¥, F, F, P, FF, FF, FF, FE, FE,FE, FE, FF, .. masza T 1524 Ss865 - 13480 [ACK]
181850185, 00,00,10,00, R 3 mwT J| e e s T 1524 58865 ~ 13480 [ACK]
854 220078302 172,16.2.3 TP 2524 58865 - 13400 [ACK
= 9585 230977207 172.16.2.10 o 50 [TCP Window Update] 13400 - 59865 [ACI
N o535 230.077209  172.16.2.1 e 1524 55065 - 13400 [ACK] Seq-7491225 Ackel
o587 230077289 172.16.2.1 T 1524 58865 - 13480 [ACK] Seq-7432685 Ac
o580 230.073133  172.16.2.10 e 60 13400 - 58865 [ACK] Se
8580 230078215 172.16.2.1 e 1516 55365 ~ 13409 [4cK] Se
8590 230078215 172.16.2.1 T 1514 58365 + 13480 [ACK] Se
oso1 230079215 172.16.2.1 ep 1524 58885 - 13480 [ACK] Seq-7437065 Ack1
0532 23007839 172.16.2.10 e 50 [TCP Window Update] 13408 + 58365 [AC
8593 230.070371  172.16.2.1 e 1524 58865 - 13400 [ACK] Seq=7438525 Ac
5594 230078371 172.16.2.1 Tt 1514 58365 = 13460 [ACK] Seq=7439985 Ack=.
ss9s 20078371 172.16.2.1 e 1524 58885 ~ 13480 [ACK asraas A
8506 230078703 172.15.2.18 236,21 T 60 [TCP Window Updste] 13400 + 53855 [AC
<
Frame 7354z 54 byte: on wire (432 bits), 54 bytes captured (432 bits) T 45 54 41 C5 61 3¢ 16 db 34 CF 3 04 00 45 08 WETA
i, R TR A R e a6 &0 85 30 06 8 80 ac 10 02 01 ac 10 - (B
Inteenet Protocol Version 4, Sre: 172.16.2.1, Dst: 172.16.2.10 92 02 €5 134 58 cb db 71 24 00 00 2¢ 1c 50 10 x

5.5 ZE#IF & Customized Development

ZKRIFFEH TR, RIEMAFBRTEEH IR

ZC.XuanWu supports customized development, which involves developing a tailored

version based on user requirements.

BINER: ATEERFLET 5744P FEMBEYIRFIRMNET X R IA.

Baengen )R E R Fan
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Il A i 1% Easy to know Easy to do
Success Case: Custom version of Xuanwu refresh tool for a customer's production line

based on the 5744P platform for motor controllers.

EFITNEE: T4 ECU R LMW THIMFHT~ mBWIE, MRS = L IREBURI#T S H4-F0R
WiCE, #TaRFH, FRBRFERMNKIRE tREREEIEE.

Custom Features: The tool can scan QR codes on ECU devices for product verification,
retrieve refresh files and refresh configurations from the server, perform automatic refreshes,

and upload refresh results and test reports to the backend database.

EaERAEN I F B FaT Page 15



%TE S MBS 5 HTE M

0 AR T B Easy to know Easy to do
6 JE CERTIFICATE

el

memuﬂﬂmmmmmLrlmmmmmmmmmmmmmuanmmmmmmmmmr_ﬂmmr_ﬂmmmuarﬂ‘smmmdarﬂ

A A R R [E B R AR AR
frﬁﬂliﬂ*%ﬁiﬂﬁlﬁﬂf%

EBS: HEFFW0216005
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TRERMHZENEICIES
XUANWU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE

To Be the Global Leading Automotlve Basic Software Compqny :;ff'_,v/ . o
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