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1 FEANZ SOLUTION INTRODUCTION

FHNARERFTIZMNESH AT, AMBEERERBFRENAINAR, FOTAEELEE
ENNVE., ERERGNAMEITIENR, KEBTFFOTATBEMNFTREARES.

In the early days, automotive electronics were primarily hardware-centric. However, with
the ongoing development of automotive electronic software, FOTA is taking on a significant
role. As automotive software continues to be updated and iterated, the demand for FOTA

features in automotive electronics is also increasing.

MCU imfy FOTA B2 RFEH 7 OTA EFR T HHNEE—IL:

The FOTA on the MCU side is a vital component of the automotive electronics OTA

update process:

> ZEFE) (SecureBoot) T IUH B IE T E BRIE B,

Secure Boot effectively prevents attackers from maliciously modifying the software.

> FHERER{E (Updater) T IMEE #7 Bootloader B, #ifR Boot fF AR ITHIRIS RIE;
Updater can update the Bootloader software, ensuring that the Boot process aligns with

the latest flashing procedures.

> T&FR (FOTA) TMEARFETEERHITERELLTER, BEE AB X Z0H
5%, TSR IRE HIEE.
Wireless updates (FOTA) can execute remote wireless upgrades during the vehicle's
operation, and when combined with features like AB partitioning and differential

flashing, it can efficiently upgrade firmware capabilities.
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2 &4 B35 SECUREBOOT

HMMABE T I A P4 SecureBoot SEE TR, FFOJE XN B fFE T KFREHIEIRE F
Tx:
ZC can provide customers with a complete SecureBoot solution and can customize the

development according to specific project requirements and hardware modules:

® ETHMHMEmAE
Hardware-based encryption solution
® ETHMmMEmITE
Software-based encryption solution
® TIRFHEIENR
Key storage management solution
& LEFIMKRINMT
Secure Boot failure analysis
® FHRAFKRIATTE
Production line production mode solution

® KEEAETH

Data compression download

o HIEIMZEHR

Data encryption upgrade

Z 2 /35 (SecureBoot) & MCU HEARINEE, BIBHIMERREKLIL, ZAH LR
NTRAEFETT, FEEER. EABIN R BaEERNEN, REBmTEATH
MCU Baizfa, AREFNITZE, XAFAEXK Flash AXEEFNEETEEMEIH
HITRIE, WEESHER. MREWIEXM, %A MCU & TFRIEHRE, BOoMEEEE
PMEFAEZETT.

Secure Boot is a fundamental feature of the MCU, implemented through hardware
encryption modules. This mechanism must operate independently of the user program and
cannot be compromised. As the foundation of the entire secure boot trust chain, Secure Boot is
primarily used to verify the integrity and authenticity of key programs in the user-defined Flash
after the MCU starts and before the user program is executed, to ensure they have not been
tampered with. If the verification fails, it indicates that the MCU is in an untrusted state, and some

functions or even the entire program cannot be executed.
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composite structure SecureBoot /
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Application

L S - — — | APP_KEY Verify
only

4 BEE1{=1E4R Secure Boot Trust Root

=

L& RBMRBT R ES I, BTRHHEVBEERNITHTRIBMNZSR. SEREH
AT EERRKBRIIEZEZRHHNESBNRGXBEERITNENE— DB EK.
tFERBARTRIERAAGNEEET RS, EANIZE OEM ARt S
WHE, FEEEXRPRET.

Secure Boot relies on the hardware support of the chip to provide the initial trust root with
executable code and keys. The trust root key is used by the trust root code to verify the first
boot phase of the signed software or the content of the key data part of the signed software.
This signed software is used to verify the code of subsequent operational phase software
components. The key should be supplied by the OEM to the hardware manufacturer during

the production phase and stored in protected memory.

24 BE1{E %% Secure Boot Trust Chain

ZEBRMEEEEEEERAEBELN, B EERKBN root X E—MERS|SEFHTT
SAE, BERCTh N B @ B IE A R AV R AT I RS I LS | SHT R A XU
The Secure Boot Trust Chain is established by the trust root code. The root of the trust root

code verifies the first stage of the boot loader. If the verification is successful, the verified
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software can be executed and the validity of the subsequent boot phase software can

continue to be verified.

act SecureBoot
Frist Secure | ~__| SecondSecure | - | Third Secure
//’ BootLoader - BootLoader ] BootLoader
L
L
&
-
i £
BootROM |~ —| BootLoader
~
» 5
T
) *
-
| FristSecure | —.| SecondSecure | __— | Third Secure
BootLoader BootLoader " | BootLoader

3 Secure Boot Routine

> L& BEFNITFE Secure Boot process

1B HHE A AN 2 o] SLEL T EHR AV R RS IE BRSO B8, BBt oI B L R A e il A2
P E R, MBRE XA RS AHRNBEXFERHRMBE X, WRMBE XN INEE
ZEAEREZES, MIENREENFERAAMNMBANBBLRIENET. AARARNEE,
Bl ARNEFRALPRE, RZTR.

Encrypting data content can protect data from being disclosed and also prevent data from
being tampered with during transmission. Encryption algorithms are generally divided into
symmetric encryption algorithms and asymmetric encryption algorithms. Symmetric
encryption algorithms use the same key for both encryption and decryption, while
asymmetric algorithms use a public key for encryption and a private key for decryption. The
public and private keys exist in pairs; for example, data encrypted with the public key must
be decrypted with the private key, and vice versa.

AES BRE ANNRINBELR, HAFZERER, NEFKMR 2EKENBHRKER
HRESFMR . M TENHINBEE LR, S£EHE RSA M ECC WMINZE . RSA I
BEHEFHEFATERNEESRE,

AES is the most commonly used symmetric encryption algorithm, known for its fast
computation speed, low memory requirements, and flexible block and key length design.
For asymmetric encryption algorithms, typical examples include RSA and ECC. The RSA

encryption algorithm is often chosen for signing and verifying images.
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MBS A& 095 & SecureBoot BLFHTE {4 Il AR (HSM) 8 A A% & 14(zHSM CORE) M1 %
F RN B O &3 (SHE CD). WZEMRT #E B SHE eI IIRMMBE .
HEINMEBEMSRE . BISESNREBaIF) RO REMEE, W HASH |
ECC256 U R EEEEF.

The QinglLong SecureBoot developed by ZC includes the core firmware of the hardware
security module (zHSM CORE) and the customer application interface functions (SHE CD). In
addition to meeting the conventional SHE functions (key injection, symmetric encryption and
decryption, message authentication code generation and verification, random number
generation, and secure boot, etc.), the core firmware can also be extended to support various
algorithms, such as HASH, ECC256, and national cryptographic algorithms.

3 FZkE {4 UPDATER

FMMBHEL ] IX A AR Updater T AR, FOIE X B 45 € F K AR HE S 2§ 7
x:

ZC can provide customers with a complete Updater solution and can customize

development according to specific project requirements and hardware modules:

® FIARAKILEINEE Version verification function

TR (Updater) @AREBRFREARERNEETFTR, TEMB TR Bootloader Al
ERIEHITEN, 6 OEM BRI EREN R, "REBFREEFLNEALSES, BT
REAFRIRR B A R G ER D ARR TN BE VIR R, BEEBEXLXEN{UHENRN OEM RIEHSE.
TREN B EHNER, ATE Bootloaderﬂ#ﬁzlﬁi SECERFTH OEM RIEMSE I K18
% Bootloader {EZERY Bug, oI IEIT Updater ¥ 5 #r Bootloader ThE, R EMHFRE
THEEHFRSHHEARIE.

The Updater is an important means for the upgrade and iteration of automotive electronic
software, mainly used to update the flashing process of the Bootloader to comply with the latest
flashing process scheme of the OEM. During the development and use of automotive electronic
software, due to hardware limitations and the lack of some software module functions, it usually
only meets the initial version of the OEM flashing specifications when first released. In the case
of subsequent application software updates, in order to synchronize the adaptation of the

Bootloader software to the latest OEM flashing specifications and to fix bugs in the Bootloader,
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the Bootloader function can be updated through the Updater software, reducing the workload

of software upgrades and improving the efficiency of software upgrades.

FMBIF A BB I Bootloader #F Updater BYRRAHRLE . AR FEINGE. o IASLIA
B OEM HIMSEEXR, T EFIF %%, Updater AR GEHFHEZNEENER, ©IUHAR
Bootloader 7Efi AId 72 A 0] DUR Y B — Rt 1T E L X

The Qinglong Bootloader developed by ZC supports Updater's version verification, upgrade,
and other functions. It can meet the specification requirements of different OEMs and can be
customized for development. The Updater plays an important role in software updates, ensuring

that the Bootloader can also be updated and iterated like the application software during its use.
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F oSt B A E B oRFNREHERE R FF & -

ZC can provide customers with a complete FOTA (Firmware Over-The-Air) solution and can

customize development according to specific project requirements and hardware modules:

% [EE Backup rollback
T REFH R Seamless upgrade
RELFUITR

(KR EMHTH

A/B X & FH4R A/B partition backup upgrade
Z 0 F+4R Differential Upgrade

1)

Supporting upper computer tools (Xuanwu upper computer tool)

® HIFAR[E OEM | HKME

Support for different OEM manufacturer specifications

BE & RS AR ThRE
REEIRNELR GERBER.

As software functionality becomes increasingly complex, ensuring that software can be

updated through wireless upgrades and that software rollback features are available is becoming

more and more important during the software update process.

ECU Reset

Power OJ T

Bootloader

hd
B
Undfined

e . Application A Application B
/,\ A validAorB?
v ‘
Default Session Default Session
$10 sosl Tm $01 $10 5031 Tsm $01
Extended Session Extended Session
J, $10 $02 1 $10 502
ProgrammingSession ProgrammingSession
Locked Session Locked Session
lSecumy Access 1Security Access
Unlocked Session Unlocked Session
l $11 801 l $11 501

> A/BXEHBFHLE

BrenmenR Rl {4as

ECU reboot

ECU reboot

, ERAFRERTESR, RIERGEBBILTEARNR
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A/B Partition Backup Upgrade

FHEARIET, HUNARFRESEITNEBAEFES, STRIEERBE PR
HTRNNBEFELEER, LWNEHIFAEESHITNBEFRNE ATBHEETREK
WENAEFRRR, BENA A/B PXEMNTTRINE, BN AEFEFRIEF T INHT

BR, RIETNBRGNTTEY, 5—7TH, NB%E%%%%W e IR A s i
RERFETIR, XETHPNEARR, RARS TRBRGOFRIE.

In traditional upgrade processes, the old application is usually overwritten by the new one.
If the upgrade process fails or is interrupted, and the old application has already been erased,
the hardware cannot execute the application function normally. To avoid the application
becoming ineffective after an upgrade failure, the A/B partition backup upgrade feature allows
the old application to be rolled back during the upgrade process, ensuring the reliability of the
application software. On the other hand, the A/B partition backup upgrade feature allows the
application software to be upgraded while it is running, improving the user experience and
greatly increasing the efficiency of the application software upgrade.
> ENTR

Differential Upgrade

EZPTHREXRIBETR, 2RIEEZEDEXZKGIFERAS BIrRAZ 8 FAER D IREUH 5k
HIERZEN B, ARERFRIEREZGEFED ERMRA L#HITIERM IR B FrhR
AREE. EQARTRANTUATE MCU AP RIRET B B0 UTE TERER THHM
THRIIIE P IVINFE.

Also known as incremental upgrade, differential upgrade is the process of extracting the
differences between the source version and the target version using a differential algorithm to
create a differential package. The device then uses a restoration algorithm to restore the
differences on the source version, thus upgrading to the target version. The differential upgrade
solution not only saves MCU internal resources and space but also saves on the download
process and the power consumption during downloading and upgrading.
> TRFAR

Seamless Upgrade

HMMER FOTARE ENARFES, KIMERARINGE, FWMRNHARMREL RAXSLL.
FEARES. FEDNERTEH, ERARGETHIEF TEHEFRGEE ZRLET
H, NARHETKTHRE, ¥ERIRGHEREER B R4, X—UBRAEEHEITHIT
SERA, BERRE. R EWMEHRLEN, BENT AB X%, X—IRBEHELRE,
X— RN MR, WA ERARENNEZFRENS, BFPREMENTRE,
RAFRGRG HE IR, EETRIART N B REDHR, A ERARNERLT,
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JUARAKRBREN T EXNENFERENEHH A IRMOFRNE, BT EEARE
MNEMBENERE. BETELNERATENE, BRIETREAFRENTRM.
ZC.Qinglong FOTA, by integrating with the application, achieves a seamless upgrade
function. The vehicle application software automatically completes the download of the latest
software data through version comparison and obtaining upgrade tasks, while the application is
running, completing a seamless download. After the application software completes the
download, it installs the latest software data into the B system, which is executed while the vehicle
is running, i.e., seamless installation. Finally, when the vehicle is powered on again, the device
performs an A/B partition switch, which is the activation process, a perceptible process. For
devices with "seamless upgrade" capabilities, the process that users can perceive is only the
"activation" of the new software system. The B system switch, which may take tens of minutes,
can be greatly shortened in the "seamless upgrade” scenario, reducing the power consumption
of the vehicle during the upgrade, shortening the customer's vehicle downtime, and ensuring

the system's constant availability.
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composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrcv EthTrev LinTrcv
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU) |

Chip Software

ZC Software _l Tier 1 Software 3rd Party Software !l
FOTA Z%t44

FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B =T/ FOTA Theg, @it
Dem RS2 UDS IRXCBATFIZHIRIES, FiBidIEES Crypto Library SEI & OEM FISEHIE B
ZEFEK, UTHESERTHEER R

» Bootloader
BootManager #2HZ {#t FOTA EEIEIEINRE, X IFIEECARAE( SecureBoot TIRE, BITHE
KRS #26% Bootloader F1 Application AIHEAZE MAC &, /BB EX SecureBoot @i itHE
t# Bootloader 1 Application £ MAC T8 MR, RIEKHZL TR,

» Can Com
Can 1IR3 CAN. CANFD BISIhEE.
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> Spi Com
Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, TXIFSTSPIBERSE
o
» Ethernet Com
DolP fZERE F TCP/IP #MYSLER Ethernet BIS A TIRE, #E ISO 13400 #rAEE X, @1d
EHIRF . BRAEAUE. 1Z2WTE B INAESCIL UDS RIS R, 3L Ethernet OTA IhgE.
» Dcm
Dem 1R E TR ERRIFFLIIZHITIEE, HE 1SO 14229 MK I1SO 15765 #RAEE X .
» Crypto, HSM
Ethernet OTA XFFERAFMBEYIRE, ZFENMRMBE EZMINZE XL S LML LR
58, BEERIEFINEIRHEELEISHINGE, Ei HSM RS E ER &N E MM
KRR

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security
requirements.

» Can Com

The Can module supports CAN and CANFD communication functions.

» Spi Com
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The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It combines
asymmetric encryption algorithms with other encryption algorithms to achieve the secure
flashing function. It adapts to the certificate authentication function to meet the security

diagnostic requirements and adapts to the HSM to improve the stability and verification speed

of the Cybersecurity function.
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