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MANUAL BASED ON INFINEON TLE9893

HME I BootLoader
ZC.QingLong BootlLoader

1 IHEEMEIA FUNCTIONAL OVERVIEW

HMFE & BootLoader ZHAMM B B F & BITZFRIFTE {4 (BootLoader), ERHMME L
BootLoader Fy##I88, T i@IL CAN. LIN, SPI. UART E@EAXLIY ARFHNEH K.
MM B A BootLoader 3 NXP. Infineon. Renesas. STELZRSA, HEXIFSRELE] 12
FrRIFTASE, TJiRIEEH T ARS .

ZC.Qinglong BootlLoader is a self-developed flash programming software (BootLoader) by
ZhiCong Technology. Controllers using ZC.Qinglong BootlLoader can achieve the update
function of the application program through communication methods such as CAN, LIN, SPI,
and UART. ZC.Qinglong BootLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of many car manufacturers,

offering customized development services.

HEHMME L Bootloader &AL £, FIMEF L FOTA ET Infineon TLE98I3 ¥ 5, LMY
OTA TIgE, HEHIZT DIIT AB &, WrmE R, ERFIE, RETEFFNZE M. B
MIXFREZREE 1 OTARSE, HRHEFALRS.

Based on ZC.Qinglong BootlLoader, ZC.Qinglong FOTA, built on the Infineon TC3xx platform,
has realized the OTA (Over-The-Air) functionality. The controller can perform A/B backup,
breakpoint resumption, rollback, and other functions, enhancing the security of program
refreshing. It also supports the OTA standards of many car manufacturers and provides

customized development services.

BRI E Mo Page 1



@® oy 3 ]
%?E = HMMEBHE ZAEM

0 A T3} B Easy to know Easy to do

2 [y A<uiE APPLICATION DOMAINS

HMME R FOTA o & i T-ET TLE9893 RIS A MIERIsREFFRIFT It . AV iE TR 6
S

ZC.Qinglong FOTA can be applied to the controller program refreshing function based on
the TLE9893 series chips. The supported controllers include:

>  FNJIE G Power Systems

ERistlsg. BHEERSG. BYEHSRE

Engine controllers, battery management systems, motor controllers, etc
>  JE{ZFE % Chassis Systems

BB N ERGF

Electric power steering systems, etc

BaeRakn R E R Has Page 2



T SR 541 A

Easy to know Easy to do

3 B EIFE CONFIGURATION ENVIRONMENT

BCEINR
Configuration Environment

TLE9891

Hardware (Chip) TLE9893
Compilers Supported = Keil p Vision V5.38.0.0

Lauterbach (Trace32 R.2020.02)

Deb
el Isystem (IC5700)
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4 FhEE DEVELOPMENT BACKGROUND

BREATMNEKAERKAENRETTE., SEAFENRELR, AT TARAENNE #
fEERAREFRNES, RGRMEERAEE REEXAERANTEZNES.
BHEXAZE (Software Defined Vehicles, fai#k SDV) U BEBRE: RERKAZEMZMUA
TERENMZOCHNERGRAR, MABEAENSHIRN. EEERER. YIMMEETFAR, M
R ARETVERNAREES ., RETEN~VEMHEFEEBNRMFINTENLE
BE1R, KR 2NN S RARAR M T K 4 B BE MK RS IR FIER PR 55 R 45K

Intelligent and connected vehicles are the future direction of the automotive industry. The
rapid development of smart cars has changed the value of cars. With the rise of user experience
needs, system software has become increasingly important, and the trend of software-defined
vehicles has become irreversible.The core idea of Software Defined Vehicles (SDV) is that the
future of cars will be determined by software technology centered on artificial intelligence, rather
than the size of the car's horsepower, whether it has genuine leather seats, or the quality of its
mechanical performance. This will become a common development trend in the automotive
industry. The industrial structure of the automotive industry is following the development path
of the computer and mobile phone industries, and the standard for measuring the quality of cars

will shift from the "hardware" level to the level of intelligence and the quality of software services.

EREERUEAREIESR, RERHFNEEMRSIEAMES, EBEEMABAHANET
i, FtHTRERESIZAEBRNNRFSEET. Boiem A ENEERDEE
2R 11247, BMFEIRER CMMI (Capability Maturity Model Integration, &&11 i EE EHiE
) 5 BN EERGIRAERETES], RIBEREEZRIA 0.32%0, & BBMAMERS/ N, T8
BIEM4 FEREE] FHERNNEEMEIERA.

In the process of automotive intelligence development, although the importance and
proportion of software continue to increase, the research and development cycle of the whole
vehicle is invisibly shortened, so the risk of car recalls caused by software vulnerabilities continues
to rise. At present, the total code amount of high-end cars has exceeded 100 million lines. Even
if controlled according to the highest software standard of CMMI (Capability Maturity Model
Integration) level 5, the code defect rate is still 0.32%o, and the scale of potential problems is not
to be underestimated. Recall events require car manufacturers to pay huge direct and indirect

costs.

SFAELZRANTEMNES, AXNEEARETIYEARAGER, XUTHI—HNRS
EHTHRE VR AT O] 358 A R ARIIR IR, FOTA (Firmware Over-The-Air, F=sh%&in
TR TIHEEAR) et ARG RE. #HTEERERGEHEINREREIAEZ—,
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For industries in development, facing the major trend of the development of smart cars,
system update functions similar to those of Tesla will inevitably become the premise and
foundation for the sustainable development of the industry. FOTA (Firmware Over-The-Air) has
thus become one of the best solutions for addressing software vulnerabilities and upgrading

smart car components.

FOTA T4k, migldid zim BB ENINENZIRESRERAFAERS, AAEH
MEIZE. 29 ROTARBRE L mARGHRE, FHBEL FOTA#HITTZmAR, THERS
BEEMRA. AEFNEFNRNFEL FOTA TUYMARTR, EITEREMIIAZE ECU.
REMAFER, RIERFLE. REFE, ILBAEAREREFRENAERT, AR
BE.

FOTA wireless upgrades refer to providing firmware upgrade services for terminal devices
with networking capabilities through the cloud. Users use the network to obtain smart terminal
system upgrade packages on demand and in an easy-to-expand manner, and upgrade through
FOTA to complete system repairs and optimizations. Car manufacturers and suppliers can quickly
and conveniently achieve iterations of car ECUs, system versions, etc., through professional FOTA
upgrade plans, ensuring system security and rapid upgrades, allowing users to experience new

functions without replacing hardware equipment.

BB, FOTA EXH#IAT, HAEM AN OEM (Original Equipment Manufacturer,
iR &HER) # TSP (Telematics Service Provider, JREMIERSIZMEE) RERAEEEN
MiEE, hWEAE HRTAFPGCRNEFERMESZ—.
At present, FOTA has gradually been recognized and has developed into a new trend of the
Internet of Vehicles that affects the decisions of OEMs (Original Equipment Manufacturers) and
TSPs (Telematics Service Providers). It is also one of the innovative attempts and trends for car

manufacturers to improve user experience.
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5 INBEHEA FUNCTIONAL DESCRIPTION

5.1 /= 545 5 Product Features

> {FF CAN/LIN il fE@EdE, FF4& 15014229 #11S015765 #sE

Utilizes the CAN/LIN protocol for data transmission, in compliance with the 1ISO14229 #1
ISO15765 standard

> ERTEREBEE NEFEHNE
Adaptable to the program update specifications of various car manufacturers
> XFZENENE, RIEBENRETE
Supports multiple encryption mechanisms to ensure the security and reliability of data
> RN AREFRMEEENEFTE
Offers update capabilities for both applications and data
> IR, SRR, JEBNeeiE, RIEARIEZERE

Features safe and stable upgrade processes with mechanisms such as breakpoint
resumption, intelligent restoration, and traceability

> XFEDEERA, HbE@EARE EIRE 90%

Supports differential restoration technology, which can speed up the upgrade process by
90% compared to standard upgrades

> IFEAAR REFEZNLERE
Supports full package upgrades for enhanced security
> BEIMNZREFEFNLR RETBENEFENBRTTE

Compatible with ZC. Xuanwu program update tools, providing a comprehensive solution
for program updates
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% workspace - ZC XuanWu v4.3_01ARDAS01020101
File Edit Navigate Search Project Run Window Help
(il GVimsiS Fip BiIQRviFvifivflrO O

B3] [ms] #RHAID]
: . 80,28,F1,..

. 80,F1,28,..

.. 80,28, F1,..

. 80,F1,28,..
80, 28, F1
. 80,F1,28,..
. 80,28 F1,..
. 80,F1,28,..
. 80,28,F1,..
80, F1,28
. 80,28 F1,..
.. 80,F1,28,..
. 80,28 Fl,..
.. 80,F1,28,..
.. 80,28, F1,
. 80,F1,28,..
. 80,28, Fl,..
. 80,F1,28,..
.. 80,28, Fl,..
.. 80,F1,28,
115:03.1... 80, 28, F1,...
19:15:03.1.. 80, F1, 28,...

W/g KElby..

DA D ADADADADADADAD A DA D

- X

__QuickAccess =AM 2

R M®vymv=0

RnE PIRESIE O FEiSE & & _LERM
1 81, BN RETERAE www.shzckj.cn
3 1, 68, 8F, . ECU power supply: 3.36 V
2 10.83, e St 19:15:01
2 50, 83, sg &0 A ) 3% Reading DTC Status: 7300 BUS OFFiX[&
2 1A, 80, StatusOfDTC: Invalid status
35 5A, 80, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 01, 00, ... | NumberOfFaultDetections: @
4 17,40, 3A, 15, Vehicle Speed: Invalid
9 57, 01,40, 3A, 15, 00, 00, FF, 2A, ECU power supply: 3.36 V
4 17, €0,73,00, 19:15:01.
9 57,01, C0, 73, 00, 00, 00, FF, 2A, Reading DTC By Status:
2 18,00, NumberOfDTC: 6
26 58, 06,40, 10, 01, 03,40, 1C, 01,01, 60, 16,00, 01,40, 20, 11, 01,40, 20, 13,... | DTC: 401001 null  StatusOfDTC: 3
> 1A 80 DTC: 401cel null  StatusOfDTC: 1
s DTC: 601600 TPMSHMEMME StatusOfDTC: 1
35 5A,80,00,01, 00, 00, 00, 00, 1D, 00, FO, FF, FF, 00,00, 02, 00, 00,00,01,00,0.. | nrc’ 402011  null  StatusofbTe: 1
8 31,01,01,01,01,01,01,01, DTC: 402013 null  StatusofbTC: 1
3 71,01,01,
2 21,02, 19:15:02.
3 61,02, 00, Reading ECU Identification:
Vehicle Name:  Invalid
2 21,08, System Name: Invalid
4 61,08, 7F, FF, Customer Specific Part Number: Invalid
2 21,1¢, BBNumber:  111100001111111111111111
3 61,1C, 2A, S/W Version: 001000000000

S/W Supplier Specific Part Number: 0000010000

19:15:02.
Control/RoutineStatus:
19:15:02.  Reading DID_62

19:15:62.  Reading DID @8 Vehicle Speed:
Vehicle Speed i invalid

19:15:03.  Reading DID_IC  Battery Voltage:
Battery Voltage BIMLELE invalid

Control/Routine failure or Routine not run

Filling-in status of the hydraulic block:
Filling-in status of the hydraulic block JEEHMEFTRE e.0

5- IHMNZE--BEFEHTIR
5 - 2 ZCXUANWU-- PROGRAM UPDATE TOOL
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5.2 & %3244 System Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _| Tier 1 Software Chip Software | 3rd Party Software !l

FOTA RG24
FOTA SYSTEM ARCHITECTURE

HMB T FOTA RS54 35 CAN, LIN, SPI & T FOTA TheE, @it Dem HEHRSEIR
UDS IR IBRTFIZ RIS, F5@ITIEELD Crypto Library LR OEM FSEHIE B LS E KR, U
T AEEEATIRE L

» Bootloader
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BootManager 18112t FOTA BaIEIRTNRE, ZHEHEBCERE M SecureBoot ThaE, BIdEE
AR S 74% Bootloader F Application BJHAZE MAC {8, /BEIBTEX SecureBoot BiT1THE
EE3R Bootloader 1 Application B MAC $UfTER T B MRL, RIERHFREF K.

» Can Com
Can #ER % #F CAN. CANFD @{5Ih8E.

» Spi Com
Spi X IFEMRISINEE, BITER 5. 6. 7 LEHRE, TXFEH SPIBERMNSIR
o

> Dcm
Dem R E TBEER I IFTIISHITNGE, 2 1SO 14229 UK 1SO 15765 FrAE X .

» Crypto. HSM
Ethernet OTA XHFEECAFMZEINRE, ZFENTMBEZMMBE XL LA LR
EIEE, ERIEBINEVEHELEIZHINE, G HM RSEEXENENTRE M
REERE.

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

» Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com
The Can module supports CAN and CANFD communication functions.

» Spi Com

BaeRakn R E R Has Page 9
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The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
Dcm

The Dcm module realizes the diagnostic function based on the support of the
communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.

Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

BRI E Mo Page 10
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5.3 ZREMET Deployment Modes

TLE989X A HFRE b I MR GSTNRE, =B ¥R A 256 KB FLASH1, 32 KB RAM = 128 KB
FLASH1, 16 KBRAM, ANEWEHEIL ZINEEMEREHIINEFEZR EAREMNE&, UTH
TLE9893 ZEANMEF # FOTA FHIAENEE AR

Address Memory/Module in MCU Block
0x11000000-0x11007FFF NVMO Bootloader
0x12000000-0x1203FFFF NVM1 Application A
0x12000000-0x1203FFFF NVM1 Application B

% 5- 1 TLE9893 NEHED

TABLE 5 - 1 TLE9893 MEMORY DISTRIBUTION

ET TLE989x, FIME X FOTA XF MM MEERL, o AR FREARRAKILT
=,
Based on TLE989x, ZC.Qinglong FOTA supports two software deployment modes, which

can provide users with different implementation solutions.

> B ABHXAE:
Software AB Partition Scheme:

Application B
Program Application A

Jump

5-4 Rk AB DX TR
FIGURE 5-4 SOFTWARE AB PARTITION SCHEME

BaeRakn R E R Has Page 11
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NE 5-4 Fr7x, # Application Kigi 8 AXF B X, AXHBXNXE—NHEX, —1
EREX . BUEX AT=1T App 34, ERUEX BT Bootloader TNEHHTARAAY App #R {4,
MUEX FAEECEX T LB B Y%, Boot Manager &7 B &0 BT HI Mgk sE #a X .

As shown in Figure 5-4, the Application area is divided into Area A and Area B, with only
one active area and one inactive area. The active area is used to run the App software, while
the inactive area is used for the Bootloader to download new versions of the App software, and
the active and inactive areas can be freely switched. The Boot Manager will determine which

active area to jump to at startup

RS
Advantages of the scheme:

® Application A #1 Application B BT, REGEIM7IETT
Application A and Application B do not interfere with each other and can run
independently.
® [IRGE VHRAVEXFEARIT] Tl ER
Rolling back is convenient; simply switch the active area and reset to complete the rollback.
® NFEM M Frhi N TIRE

No hardware support for address mapping functionality is required.
TIRERR
Disadvantages of the scheme:

® A BAXMMINEA—E, FTEEAFWEMI 2 ECAE K Application 2.
The address allocation for partitions A and B is inconsistent, requiring the use of two sets

of address allocations to generate Application software.

> BtEHoXITER:

Software Backup Partition Scheme:

BaeRakn R E R Has Page 12
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Back up Data

Roll Back Back up
Application

Program Jump

Boot Manager

Bootloader

5-5 R EMAXTTR
FIGURE 5-5 SOFTWARE BACKUP PARTITION SCHEME

AN 5-5 Frox, % Application R AT XMENX, E7XATHEETH
Application, &4 X BT FEEFBIZITH Application, X App B AFFHEE R
Bootloader @13 ¥ Back up Data X1 AY%HE T 2k [E] Application SEAYEIE.

As shown in Figure 5-5, the Application area is divided into a running area and a backup
area. The running area is used to store the running Application, and the backup area is used to
store the Application that was running before the update. When the App software needs to be
rolled back, the Bootloader completes the rollback by downloading the data from the Back up
Data area back into the Application.

RS
Advantages of the scheme:

® Application = {THbiEE E
The Application running address is fixed.
® Back up Data XiFA/Ne] Uit [E 4e B A TR 48
The size of the Back up Data area can be reduced through compression algorithms.

UIE 738
Disadvantages of the scheme:
® [MRFE—EMNE

BaeRakn R E R Has Page 13
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Rolling back requires a certain amount of time.
® (¥ Application IR AIBARAS, Foi&¥ 1B ARA YR EH#T AR A
Only the Application can be rolled back to an older version; it is not possible to switch an

old version back to a new version.

BaeRakn R E R Has Page 14
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6 ITFEXHY PROCESS DOCUMENTATION
HFE Rz

Development

Process

XAt

Document Description

R e S

Development Process

BOF RO
Requirement

Collection

BRI
Software Architecture

Design

B FERRIT R ITTIR
it

Software Detailed
Design  and  Unit
Design

BT

Software Unit Testing

BRI RUNR

PR BT SR 3

Document Description

BRDAT

Requirement Analysis

BRAITHAE S

Requirement Analysis Specification
BB REIRE

Software Requirement Traceability Matrix
&P RE A mR

Customer Issue Communication Form
B AR

Software Architecture Manual
BAZRMIEERR

Software Architecture Traceability Table
FOTA #F4mi% itk B $

FOTA Detailed Design Manual
LB T RiZit

Configuration Tool Design
BATEMRITIEER R

Software Detailed Design Traceability Table
FOTA MR ITITH

FOTA Detailed Design Review

QAC Ttk &

QAC Analysis Report

Tessy MIXIR &

Tessy Test Report

BB ITTRIIE R

Software Unit Verification Strategy
30k

Integration Strategy

SR

Integration Manual
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& RE D& =F 1 pu
Development Document Description
Process
Software Integration SN SRS
and Integration Integration Test Strategy
Testing SO IR &
Integration Test Report
TIRDITIRE
Resource Analysis Report
FOTA MR &
AN FOTA Software Test Report
Software  System  eora g flikiR &I
Testing FOTA Software Test Report Review
¥ Ziil BRI X1
Release Release

BASRSENREREMP AT

To Be the Global Leading Automotive Basic Software Company
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