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1  TheeMEiA FUNCTIONAL OVERVIEW

RH850/U2Cx SafetyFrame AT HEIE A LM E T RENESAS RH850/U2Cx &M NEEL £
23K, SafetyFrame BEASY R, TMREBABMNEADEZERHFTERENBFAL, &EH
EEFPNIELEF K.

The RH850/U2Cx SafetyFrame is designed to assist customers in achieving functional safety
requirements based on the RENESAS RH850/U2Cx platform. The SafetyFrame is highly scalable
and can be configured and redeveloped according to different customer project requirements,

ultimately meeting the functional safety requirements of the customers.

RH850/U2Cx SafetyFrame FAFS2I1 RH850/U2Cx RA ML &4 . 15 MCU A Bt
BR B9 R IR AN RE 1 2 AL HI Y IR N T RE

The RH850/U2Cx SafetyFrame is used to implement software safety mechanisms for the
RH850/U2Cx series, including fault testing of internal MCU modules and the driving functions of

hardware safety mechanisms.

Baengen )R E R Fan Page1



ng e B 5 F & A

A0 A 8 B Easy to know Easy to do
2 N FB%uE APPLICATION FIELD

RHB850/U2Cx SafetyFrame a] & I T H st L & FR B RAVI=H#s. Bl
The RH850/U2Cx SafetyFrame can be applied to controllers that have functional safety level

requirements. For example:

> HhEIERS(BMS)
Battery Management System (BMS)
> HReBEIRFIR(ADAS)
Advanced Driver Assistance Systems (ADAS)
> BN X IEFIER(Gateway)
Smart Gateway Controller (Gateway)
> FRERMERG(Booster)
Intelligent Braking System (iBooster)
> ZESFRERFI(ESC/Onebox)
Vehicle Stability Control (ESC/Onebox)
>  BENBS1EE(EPS)
Electric Power Steering (EPS)
> T HEHER(BCM)
Body Control Module (BCM)
> K EEBRSG(EMS)
Engine Management System (EMS)
> REHZERFENHE
Chassis Domain Control System Applications
> X

Regional Controllers

BITH Safety Frame S EI & T RH850/U2Cx y=HIH, BJIAEF| 1SO26262 ASIL-D HIFHRE
By integrating the Safety Frame into RH850/U2Cx-based controls, it is possible to meet the
1SO26262 ASIL-D level requirements.

Baengen )R E R Fan Page2



O ey MR BN

Easy to know Easy to do

3 ECEINE CONFIGURATION ENVIRONMENT

fic B #1158 Configuration Environment

Hardware (Chip) RENESAS RH850/U2Cx
) GHS_For_RH850 Compiler
Compilers Supported
v2020.1.5
FG2 RH850/U2Cx U2Cx_C and
Evaluation Hard
valuation Hardware U2Cx 3
Debuager Lauterbach (Trace32 R.2024.02)
99 lsystem (IC5700)
HMMAH BECETHVE1.0
Configuration Tools ZC.Muniu Configuration Tool
V5.1.0

Configuration Environment Win10 64bit

YRiERFIEIN Compiler Option
-Onone

-OB

-no_data_delete

-delete

-dual_debug

-ignore_debug_references
GreenHills 4§ ¥ i% _.ObjeCt‘dir:ObjS

-init_ram_at_startup

I {optgroup=GhsCommonOptions} -0
GreenHills RH850_SafetyFrame.elf

:postexec="'gsrec -B -hex386 ./out/
RH850_SafetyFrame.elf -o
RH850_SafetyFrame.hex'

-full_debug_info

Compiler Options

-G
-ghu99
-cpu=rh850g4kh
-bsp generic
GreenHills %% & i%
&2 -e _RESET
GreenHills Linker
Options
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4 F&EE DEVELOPMENT BACKGROUND

BEl, AELMNBEFESENEREESR, WREFEFNLEHERBOEXNS, H7TH
EARENREMHR, AERLSHREZIEN, REVELE, RREELEIINED
BE L2 IIARA 15026262, He, 1SO 26262-5(2018) Clause 8 M4BT 2 MEE: Single-point
fault metric(2 s AR E 8)H Latent-fault metricCERABEER). RIBARA ASIL FHEX,
BRiEEEMBERNEREERELIHENNFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, 1ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

ST HIEFIRR(MCU, IATEFRMCU), EEFBHSEZ%ZT, {EH SEooC(safety element out
of context)i#fTRITH .. MCU ATHEN LRI 2 MNEEEKR, FELIHENNZEN
Hlo mRELE o] U ECEIRE AR AR . MCU Y Safety Frame Z& ERtE LI 2 ECE!
B R ENH .

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated

to software.

ASILB ASILC ASILD

Single-point fault metric 290 % 297 % 299 %

ASILB ASIL C ASILD
Latent-fault metric 260 % 280 % 290 %
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5 IffEHEA FUNCTIONAL DESCRIPTION

5.1 ~=&¥F= Product Feature

composite structure SAFETYFRAME /

Application

RTE

Test Manager | Wdg Manager |

Test Module Driver Module E2E Lib wdglf
Plausibility Test ExtWdgDri| IntWwdgDr

Microcontroller{(MCU)

ZC Software Tier 1 Software | Background |

AUTOSAR 2243
AUTOSAR Architecture

> SIEAEZIEFEE] AUTOSAR H

Can be integrated as a complex driver into AUTOSAR .
> TTERLEIIE AUTOSAR B3R, RIFERD

Can be integrated into non-AUTOSAR software architectures.
> XFEENA RN A

Support multi-core testing and applications.

> Safety Library & NIPREFm Az
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St XFEZZERNR, EEREMEBEE TLF35584Lib o] LI SIA ASIL-D &K

High security: Supports multi-core self-testing, and can achieve up to ASIL-D requirements

when paired with ZC 's TLF35584Lib.

B R SERTREBERRESONAER

High scalability: Each module can be configured to meet the application requirements of

different customers.

5.2 #{4ZE4# Software Architecture

composite strucure SAFETYFRAMERS BE RHE50U2C /

Application

Lbist Test
Flash Test

Sram Test

Port Test

Clock Test
Wdt Test
Register Test

Interrupt Test

Voltage Test

Adc Test

Test Manager Wdg Manager
TestLib

DriverLib SwlLib

Pms Driver E2E Lib

Ots Driver

Plausibility Test

Ecm Driver

ZC Standard Software 3rd Party Software

224 Software Architecture
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R

Module

TR

Sub-module

AMBER ZHEM

Easy to know Easy to do

fir
Description

Test Library

IR=hEE
Driver
Library

SwlLib

Wdg IEzhE
Wdg Driver

Lbist Test

Sram Test
Flash Test
Port Test
Clock Test
Interrupt Test
Register Test
Wdt Test
Voltage Test
Adc Test

Pms Driver

Ots Driver

Ecm Driver

E2E Lib
Plausibility Test
Wdglf

SbcDrv

IntWdg Drv

Baengen )R E R Fan

Logic BISTAIMemoryft & F14E 46
Logic BIST and Memory configuration
and result detection

Sram £3E1E

Sram data detection

FlashZ & 48

Flash data detection
PortA= iR B & ia

Port module startup detection

A TR M AR SR A T

Clock rationality module detection
kil

Interrupt detection

=R oAl

Register detection

Fi e

Watchdog detection

B & i i 4

Voltage monitoring detection
AdctEIR 13

Adc module detection

R IS = B & IR B

Power monitoring configuration driver
mE B EEE IR

Temperature monitoring configuration
driver

Ecmi& IR BC & K =)

Ecm module configuration driver
E2EfRIP N EE

E2E protection protocol library
HIEAEMRREE

Data plausibility verification library
B AEED

Watchdog driver interface
SBCtx 1 JK &)

SBC chip driver

REBE 155K 5

Internal watchdog driver
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Wdg

Wda Manager B EERSR
Manager E : Watchdog management module
Test M B TEAR R
Test Manager
Manager Test management module
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5.3 EZE T A Configuration Tool

4 Mgt
Mol

7
5

[Tee vy

] Temtiwes Lotagm s Mgintumige

AR, CROP, EMSANTETM TESTGROUS COUNT, EEnEe e IS, D,

ZEIMBRAT HEEFANAEME TR, 1RE SafetyFrame 194 1, RH850/U2Cx
SafetyFrame SCIL 7 &/ MR ECE M, FHEKI T SafetyFrame MECE TR, B UIREAR
EFEK, EEREIR LK SafetyFrame EMERIVECE TE, TR ERBEXMH, KENL
MECE X HEKEI TIEFRENT.

During the operation phase, to meet the varying project requirements of customers and
enhance the extensibility of SafetyFrame, the RH850/U2Cx SafetyFrame has implemented
configurable modules and has developed a configuration tool for SafetyFrame. Customers can
complete the configuration of various SafetyFrame modules according to different
requirements using the configuration tool, generate configuration code files, and integrate the

generated configuration files into the project.
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5.4 iz{7BfE& Run Phase

act 02_DynamicArchitecture /

MU E B,

System PowerQOn

A= TR

PreRun Phase

=T HB

Run Phase

MCUT FB,

System PowerDown

>  FizfTEX PreRun Phase
BT EREX MCU YL &S #A TN, —RUILKTERAE OS BalZB#T.
This phase involves testing the safety mechanisms of the MCU, which is generally
conducted before the OS starts up.

> =T EX Run Phase
R EEESEITNH#TT, 7 OSEiTI#HTT, RRED MCU R HIEL B Bt
Rl
This phase takes place during task execution, while the OS is running, and some of the

MCU's safety mechanisms are tested during this phase.
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6 1IFEX4H PROCESS DOCUMENTATION

FRRE

Development

Process

EREE

Requirement
Collection
BHTROMT
Software
Requirement

Analysis

Ly gy
Software

Architecture

Design

LY QCRER Ry il
Bttt
Detailed

Software Design
and Unit Design

AR TTR
Software Unit
Testing

KUK ME R
Software

Integration and

Baengen )R E R Fan

XA R

Document Description

B RERRXE

Customer's requirement document

BRDATHIESH

Requirement analysis specification
RUFKIERR

Software requirement traceability matrix
&P o iamak

Customer issue communication form
BRI BB

Software architecture manual

R ZRARIBERR

Software architecture traceability matrix
BARBERIR TR R

Software module detailed design manual
fc& TR

Configuration tool design

B FARITEIRR

Software detailed design traceability matrix
Safety Frame T #21F

Safety Frame project review

QAC Ttk &

QAC analysis report

Tessy MR IR &

Tessy test report

BB TR UE SR

Software unit verification strategy

& AR I

Integration strategy

ST pdf

Integration manual (PDF)
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Integration

Testing

AT
Software
Quialification
Testing

¥ Ziil

Release
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S AR SR

Integration test strategy

SRR IR &

Integration test report

TR IS

Resource analysis report

K& Safety Frame Bo B T E{FHESH
Muniu.Safety Frame configuration tool user
guide

K& Safety Frame Bt & T B HFEC & B8 44
Muniu.Safety Frame configuration tool software
configuration management document
BRI &

Software test report

B3 SR g

Software test strategy

RIS

Release documentation
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7  IhREZL4 FUNCTIONAL SAFETY

7.1 IheERE£TEHIRE Functional Safety Assessment Report

7.2 THEERAIEP Functional Safety Certificate
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SGS

Tiiv

s SAAR
CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

ZERTIFIKAT NR.
LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Lid. ®
Building C, 888 Huanhu West 2nd Road, a F &'(—'

Pudong New Area,

Shanghai,

P.R. China

PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NRAID GENEHMIGTES PRUFZEICHEN ZERTIFIKATSBERICHT NR.
T4A8-AUO1 TAA80002

is an integral part of this certificate.

ASIL D COMPLIANT Jst ein infegraler Bestandtell dieses Zertifats

Funwanal Safety
S
S A AR
Certified product(s) SafetyFrame
Zerlffizierte(s) Produki(e) Version 2.1.0

Tested according te  1SO 26262-2:2018

4 Goprut nach ISO 26262-6:2018
Y 1SO 26262-8:2018
b § 1ISO 26262-9:2018
'\ \\ ' Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is "accepted” according to

Technische Daten tund Parameter

above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

“\Thg cemhca(e i hased on valuntary tests. The compliance of the certified product agamst the requirements of above listed functional safety
«_standards was evaluated. Any changes io the design, components or processing may require repstition of some parts of the certification to retain
meceruncahnn All-applicable reguirements of the testing and certification regulations of SGS-TUV Saar GmbH have to be complied, see www.5gs-
7 uc and W, SOS-uv-Saar.com/gte-muc

Certlflcatmn Body
for Funcﬂun ‘Safety &

L

T Cyber Sec rity
SGS-TUV Saar GmbH

Zen‘rﬁzmmngssleﬁe ﬂJr F wrﬂ«mr cherheit &
Cyhar Sicherhel
W
S \\\\ :
SGS Cortification. (0
Database

Munich, Feb 22, 2023

Gudrun Neumann

SGE-TUV Saar GmbH, Hofmannstr. 50,
B1279 Miinchen. Detirschland | Germiany

1SO26262 ASIL D CERTIFICATE
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EENE

Bt

A

ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE
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To Be the Global Leading Automotive Basic Software chpqny
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