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1 IHEEMEAR FUNCTIONAL OVERVIEW

HME X BootLoader = HAMM B B F WA TR FRIFTE 4 (BootLoader), FRHMME
BootLoader fy#2H=s, o Ui@iT CAN. LIN, SPI. UART #@%Hi%ﬁ&ﬁﬁﬁﬁﬂ’ﬂ%@ﬁlﬂam
BRI, #1M3F I BootLoader B35 NXP. Infineon. Renesas. STEHZFinS, HEXEHLZR
BE] BRFERFHAE, TREEHFEARS.

ZC.QinglLong BootLoader is a self-developed program refreshing software (BootLoader) by
ZC. Controllers using ZC.QingLong BootlLoader can achieve the update function of the
application program through communication methods such as CAN, LIN, SPI, and UART.
ZC.QingLong BootlLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of many car manufacturers,

offering customized development services.

HIMBE . SecureBoot B2E T IFX TC2xx 4, I BootLoader i Security ThRE, BITLI
SecureBoot, #=HI#E ] IXIR7A] Bootloader AN AREFEAHEN, HalEfE FOTA 312
. T RIEFERRIFTRNZ S M.

The ZC.QingLong SecureBoot is based on the Infineon TC2xx platform, implementing the
security features of the BootLoader. With the implementation of SecureBoot, the controller can
detect whether the BootlLoader program and application program have been tampered with,

especially during the FOTA process, ensuring the security of the program update.

SME# SecureBoot FE X 3 FAW-VW CAN ZHRIBISE, L —EALRIBRIE. &
FARIP . RIKERE . HKLEIEZFIEE,
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The ZC.QinglLong SecureBoot adds support for FAW-VW CAN Diagnostic Programming
Specification, FAW-VW Programming Flow, Degradation Protection, Pipeline Programming,

Pipeline Verification and other functions.
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éf 2Kk AMBHR 7 FE M

X0 A T8 B Easy to know Easy to do

2 R FH%uE APPLICATION FIELD

HMEF L SecureBoot BT FIF{EMR TC2xx RIS IR HISREFRIFTINGE . HFHIIEH
A

The ZC.QinglLong SecureBoot can be applied to the controller program update function

using the TC2xx series chips. The supported controllers include:

> EHEflEs

Body Controller
> MXEflas

Gateway Controller
> FHRERRGEGISE

In-Vehicle Infotainment System Controller
> BTHEFRS

Electronic Parking Brake System
> BMWEERS

Battery Management System
> TEREIRS

Air Conditioning Control System
> EFEEHRS

Window Control System
> ERYS

Door Control System
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3 ECEIME CONFIGURATION ENVIRONMENT

BECEIER
Configuration Environment

TC213
_ TC234

Hardware (Chip) TCOT75

TC277

Tasking v4.2r2
Compilers Tasking v6.2r2
Supported ,

Tasking v6.3r1

Lauterbach (Trace32 R.2018.02)
Debugger

Isystem (IC5700)

Tasking ZRi¥e%
Tasking Compiler

I

-Ctc23x  --lIsl-core=vtc -t --is0=99 --
language=-gcc,-volatile, +strings --
PRIFIRT switch=auto  --align=0 --default-near-
Compile Options size=8 --default-a0-size=0 --default-al-
size=0 -0O2 --tradeoff=4 --compact-max-

size=200 -g --source

-Ctc23x  --Isl-core=vtc -t -WI-
. 0"${PROJ}.hex":IHEX:4 --hex-format=s
./FTDASO01_TC234.IsI" -WI-OtxycL -WI--

Link Options ,
map-file="${PROJ}.mapxml": XML -WI-

mcrfikiSmMNOduQ -WI--error-limit=42 -g
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4 F&E5 DEVELOPMENT BACKGROUND

B, RELMNBTHIRWERERSR, FHEERENEINL. Tl MEKL, &
Z, WEMMRERELSEREXR, RAEFNAREXRES, MB, ERENED
AT, SRMAMKR. £70KR. ERHIER, S TNRBFELHRGNERIIE.
b, &P F R KRBT,

Currently, the electronic and electrical architecture of vehicles is becoming increasingly
complex. Along with the trends of electrification, intelligence, connectivity, and sharing in the
automotive industry, the proportion of software development in vehicles is growing larger. The
frequency of software updates is also increasing. Moreover, throughout the entire lifecycle of a
vehicle, including the research and development phase, production phase, and after-sales phase,
the capability to update software is required at each stage. Therefore, the demand from

customers for software program updates is becoming more urgent.

HE, BMEEBENGEN, EEREWREZEN, SREAGENEGE, B, XEH
FPEIERIPAHEEE, MM EF R SecureBoot 2&T Infineon TC2xx E &, LI BootLoader
89 Security T18E, 1@ILISLIN SecureBoot, =88] IMIR %! BootLoader FHIN HREFEEH
HW, FA=E FOTAERER, TRRIEEFRIFHNZ M,

Furthermore, with the implementation of the Internet of Vehicles, information security is
gaining more attention. As chips serve as carriers of information, the protection of data within
the chips is particularly important. ZC.QingLong SecureBoot, based on the Infineon TC2xx
platform, implements the security features of the BootLoader. By implementing SecureBoot, the
controller can detect whether the BootLoader program and application program have been

tampered with, especially during the FOTA process, ensuring the security of the program update.
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5 IhREHEIR FUNCTIONAL DESCRIPTION

5.1 = @m4$F = Product Features
> BEATZEATIREBE NEFEHILE
Suitable for the program update specifications of up to a dozen car manufacturers
> RN ARFNEENENIE
Supports update functions for applications and data
» X ¥%F BootLoader B E #INRE
Supports self-update functionality for BootLoader
> XFFHIS #5E
Supports HIS specifications
> 4% CAN/LIN/SPI/UART &i&1E
Supports communication via CAN/LIN/SPI/UART, etc.
> BEEMMNZREFEFLE, RETEBENEFERBRTR
Adapts to ZC.Xuanwu program update tools, offering a complete solution for program
updates
> XIEXFRANZE SHA256 F1 AES128 &%
Supports symmetric encryption algorithms SHA256 and AES128
> XZFARXFRANE ECC #0 RSA K
Supports asymmetric encryption algorithms ECC and RSA

72 (ms] HEO] @R Kby A% ® eERENE *x

ERAEE AT
|
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5.2 & {43245 Software Architecture

compaosite structure FOTA Software/

Application

Crypto
Library

FOTA
Handler

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller{(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

FOTA RG24y
FOTA SYSTEM ARCHITECTURE
MMEN FOTA RS54 % 4 CAN. LIN. SPI. Ethernet B35S TH FOTA Thie, ®iT
Dem #8353 UDS IR XM AIZWIRI S, FiBITIERS Crypto Library SEI1E OEM #ISEMIE B
ZEFRK. UTARERNINEEER .

Chip Software

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS

messages and diagnostic programming through the Dcm module, and meets the information
myeRakn N E R tFas Page 7
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security requirements of various OEM specifications by adapting to the Crypto Library. The

following are the functional descriptions of each module:

>

Baenssn R EREMEGas

Bootloader

BootManager 1812t FOTA BaIEIRTIRE, ZHEIEBCEREH SecureBoot TheE, @itk
M S 7% Bootloader F1 Application FYHAZE MAC 1B, BEaITER SecureBoot L_Ji HE
Eb % Bootloader 1 Application B MAC T E B MR, RIERHFREEK
Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.

Can Com
Can #5833 #% CAN. CANFD ®{ZIhRE,
Can Com

The Can module supports CAN and CANFD communication functions.

Spi Com

Spi IR FHFFMRIETI6E, BILIEE 5. 6. 7 LEMHERE, TTXIFLZH SPIBERMSE
o

Spi Com

The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication
programming modes.

Ethernet Com

DolP #&3REF TCP/IP 11 531 Ethernet BISIR A ThEE, #E 1SO 13400 fRAEEX . BT
ZEamiRA. BBEACE. 12WE S ThEESIIL UDS RIS muﬁ 5230 Ethernet OTA Zh&E,
Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and
diagnostic message functions, thereby achieving the Ethernet OTA function.

Dcm

Dem R E T B EERTIFILIMISHITIEE, HE 1SO 14229 UK 1SO 15765 FREE X .

Page 8
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» Dcm
The Dcm module realizes the diagnostic function based on the support of the
communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.

» Crypto. HSM
Ethernet OTA XIFEECAFMZEINRE, ZFENTMBEZMMBE LE XA LR
58, BEIEBINEEHEREIZHIE, B HSM RSEEXETENTIREMM
RYRE

» Crypto, HSM
The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve
the secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.
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5.3 W FE4E1 Memory Structure

class Starter Class Diagram /

PFLASH

PFLASH:BootManager

PFLASH:Bootloader

PFLASH:Application

RAM:=FlashDriver

ECU H9RNEH 4 PFLASH #1 RAM, PFLASH X434 Application&Data. BootManager #
BootLoader X, RAM X434 FLASH Driver #1 Data,

The ECU's memory is divided into PFLASH and RAM. PFLASH is further divided into
Application & Data, BootManager and BootLoader areas, while RAM is divided into FLASH Driver

and Data areas.

RaeRgsn S ERMEan Page 10
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5.4 2 RS 5% £ B35 Secure Flashing and Secure Boot

FIMBE K SecureBoot THRLEMEELE BRI,
ZC.QinglLong SecureBoot supports the functions of secure flashing and secure booting
> R2RE Secure Flashing:

MBI SecureBoot IRIEFHEEIEZ KM FHERSAY Root Public Key, BITIEXFRINZE L
ECC 3 RSA, MEHIEHELMRE . HRIMINNBIL TIFRINZHE % SHA256 = AES128 XT#X
EEEEHRTRE, RIIZENERE.

ZC.QinglLong SecureBoot uses the Root Public Key stored in non-volatile memory, and
verifies the authenticity of the data through asymmetric encryption algorithms such as ECC or
RSA. If the verification is successful, it then checks the integrity of the data through symmetric

encryption algorithms like SHA256 or AES128, ensuring the secure flashing process.

act SecureBoot Programming Sequence/

31 01 FF 01 CheckSum Check AW
Routine

Root Public Key

Asymmetric cryptography
ECC or RSA

Calculate
CheckSum

HSM

Symmetric- key algorithm
SHA256 or AES128

Is Application
verification passed

Calibration value Verify
only

Store Application
Expected CheckSum

31 0l FFOL MRC
Dependence Check
Routine
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> %4 B35 Secure Boot:

SR B EsEBkEEN Application FYISREH, FMB I SecureBoot XFHFL £ FaNTNEE,
BTN FRINBE % SHA256 5 AES128 Xt Boot #1 Application I FAREF#HITLEWIF, RIFFE
FLE R,

During the process from power-on to jumping into the Application, ZC.QinglLong
SecureBoot supports the secure boot function. It verifies the security of the Boot and Application
programs through symmetric encryption algorithms like SHA256 or AES128, ensuring the

program starts securely.

act SecureBoot Startup Sequence /

Startup

BootManager

Is Application Available

|s Bootloader
Available

£ Calculate Application = Calculate Bootloader
= CheckSum k] CheckSum
i o
a k=]
=X =)
< @
3 : 5 :
a Compare with Expected a Compare with Expected
S CheckSum 5 CheckSum

Iz Application Is Bootloader

verification passed verification passed I
N
Y
Jump to Jump to Stay In
Application Bootloader BoothManager
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6 TFEHY PROCESS DOCUMENTATION
AR RE D& =7 pu

Development Document Description

Process

RIS

Requirement

ISR S =

Customer Requirement Document

Collection
BRI
Requirement Analysis
RH-F R BRDITHAR B
Software Requirement Analysis Specification
Requirement BB KEBIRR
Analysis Software Requirement Traceability Matrix
AR BB ABR
Customer Issue Communication Form
LN 2y ﬁ#%mﬁ%ﬁ
Software Software Architecture Manual

BHRMBERR

Software Architecture Traceability Table
BootLoader ¥ 4015111t BA 4
BootLoaderBootLoader Detailed Design Manual

Architecture Design

?ﬁﬁﬁéﬁlﬁl‘l‘*ﬂﬁi RET A
wit

Configuration Tool Design

B EMRITERR
Software Detailed Design Traceability Table

Software Detailed

Design and Unit

Design T
BootlLoader FEMIZITIFEH
BootlLoader Detailed Design Review
QAC ik

e QACAnalysis Report
BB TR .
_ Tessy MK &
Software Unit
. Tessy Test Report

Testing TR
BB TR R
Software Unit Verification Strategy

e EAUKRES
RS B AN &R BRI

Integration Strategy

moaenasn T FEME e Page 13
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D& =EipL

Document Description

Process

Software Integration

and Integration

Testing
HRYRGEME
Software System
Testing

Ll

Release

S RL T

Integration Manual

& R I SR IS

Integration Test Strategy

SRR IR &

Integration Test Report

TR TR E

Resource Analysis Report
BootLoader Z IR ik &

BootLoader BootLoader Software Test Report
BootLoader {4 MKk & 17 &

BootLoader BootlLoader Software Test Report Review

KA

Release Documentation
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