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1 N A48 INTRODUCTION TO THE APPLICATION

FHNARER— I URHEAMNARSR, A5ITEEK, BESFERES RN TIE
RE, EELRLTFALNBEENMNE., 15021434 {RANEE, HeE R ERFHEELSH
BEoRtEkM A%, HABKAGRES. MEFE CREEEEERERARER) AT
2024 FTHFEEREY, #—THUTREFELREAEMEANEE LiEirgE, FHERE
ERERETHBHNRERIEERNA,

In the early days, automobiles were relatively closed systems that did not connect with the
outside world. As vehicles evolve towards intelligence and connectivity, Cybersecurity is
becoming increasingly important. The 1SO21434 standard has also been introduced, and the
requirements for Cybersecurity in automotive electronics are becoming stricter, with growing
demands. With the formal launch of China's “Technical Requirements for Vehicle Cybersecurity”
standard in the second half of 2024, the technical specifications and implementation standards
in the field of vehicle Cybersecurity have been further refined, and it marks that the field of

Cybersecurity will enter an era of real strong regulation.

MCU i E R RERAEFEERRREBRTNERNT
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Cybersecurity on the MCU side is a crucial part of the overall vehicle Cybersecurity system:

> REBEE (SecureBoot) X AENXH Flash X BREFNEIETEMIEL M HITER
WE, ST B R E SR
Secure Boot verifies the integrity and authenticity of key programs in user-defined Flash,
effectively preventing attackers from maliciously tampering with software.

> L&MW (SecureDiagnostic) IR T K AEURASHWE=TTRI, BR{FEEME,
Secure Diagnostic ensures that application data cannot be accessed by third parties,
preventing information leaks.

> REFER (SecureUpdate) {RIEFFAEMA TJ#HIZFIZRFH, EBEREBNINGE, THN
BERIEE HIEFHIES ST
Secure Update ensures that only authorized software can be used by the controller, and
when paired with Secure Boot, it can effectively prevent the execution of unofficial
programs by the controller.

> ZEBE (SecOC) THMHMRBELHIERE, MIETEIEFBEHEHRIEENSH
fEbs EHL
Secure Communication (SecOC) can effectively ensure the security of communication data,
preventing data tampering during driving that could lead to dangerous accidents

> L& (SecureDebug) FhilizflzzAMBLEEIRHIEESBER
Secure Debug prevents illegal export and modification of internal security data in the
controller.

> L&fFfE (SecureStorage) G IR TR AR N BBEURLIE AR HFIREL,
Secure Storage prevents illegal software from accessing internal data of the controller.

> ?ﬁﬁﬁ(%wmmg'TUﬁ&ﬁ%? ISR ENFEEIE, FERLEESSREREE
HAMEETR, RIFEHIRNEESR
Secure Log can effectively record abnormal data generated by the controller and prevent
the controller from being tampered with or information being stolen, protecting the

controller's Cybersecurity.
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class Security Module )

ECU

SecureDebug SecureBoot SecureDiagnostic
Communication Interface

ommunication Interface

Debug Interf;

More ECU.

FIGURE1 ECU SECURITY MODULE
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2 %4 BE) SECUREBOOT

MBI X A% 1Rt SecureBoot FEE TR, FFol X1 B 45 7E F K MHE AR E
&

ZC can provide customers with a complete Secure Boot solution and can customize
development for specific project requirements and hardware modules:

o ETWHMELRE

Based on hardware encryption solutions
& ETHHMMENR

Based on software encryption solutions
® ZIAFMEENR

Key storage management solutions
® L& BRIRMIM

Secure boot failure analysis
® FLHRAEFENANTR

Production line manufacturing mode solutions

?%‘ﬁ(%wm%m)%NMU%EKW“ BRI AR SCIL, 2L AR
NTRAEFETT. FEEBER. EABINRERBIEEENEM, R8T ERTH
MCU Baizlm, BFPEFHITZH ﬁ%FzX%th$%%ﬁfM$ﬁ% MMESSM
HITRIE, BESEHEEN. WRBIEXMK, HHA MCU &TAUELPRES, HOMEREE
MEFAEETT.

Secure Boot is a fundamental function of the MCU, implemented through hardware
encryption modules. This mechanism must operate independently of user programs and cannot
be compromised. As the foundation of the entire secure boot trust chain, Secure Boot is mainly
used to verify the integrity and authenticity of key programs defined by users in Flash memory
after the MCU starts and before user programs execute, to determine if they have been tampered
with. If the verification fails, it indicates that the MCU is in an untrusted state, and some functions

or even the entire program cannot run.
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FIGURE 2 SECURE BOOT

> ZE RBa{EEIR Secure Boot Root of Trust

ZE BB T A B, ATREVREERNTHITREBNESR. SEREH
AT EERKRBRIIEE 2R M EFDNRERBEIERDOABZNE - BIIMNEKR, ©F
BRGRTRIPREAHNELESTMERARE. BHANIZE OEM 4 MR ATE M4 w7,
FHEEEZRIPFATFR.

Secure Boot relies on chip hardware support to provide executable code and keys for the
initial trust root. The trust root key is used by the trust root code to verify the first stage of signed
software or signed key data parts of the software. This signed software is used to verify the
subsequent stages of software component code. The key should be supplied by the OEM to the
hardware manufacturer during the production phase and stored in protected memory.
> e BEIf5{E%E Secure Boot Chain of Trust

L& A EEREHEERABEILN. BIEERREHN root WE KRS SEFH
FTRIE, JUERLTIN ol T A0 IE A AR B AT R LI IR 42 5 | S R A 3

The Secure Boot trust chain is established by the trust root code. By verifying the first stage
bootloader through the root of the trust root code, if the verification is successful, the valid

software can execute and continue to verify the validity of subsequent boot stages.
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act SecureBoot
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FIGURE 3 SECURE BOOT ROUTINE

> L4 BENidFE Secure Boot Process

WIS ERE A B N o] LI R AR AR I BdE Rt R, ERSth ol BA 1 8B it 12
R EN . MBEEE RO ANRMBEEMIENRINZEE L, WRINBEENNENRE
FAERZES, MIENKREEUFEFALANLBNBELHIERNET. APRARNEE, F0
RARNEFTARARE, RZIA.

Data content encryption can achieve data protection to prevent data leakage and also
prevent data from being tampered with during transmission. Encryption algorithms are generally
divided into symmetric encryption algorithms and asymmetric encryption algorithms. Symmetric
encryption algorithms use the same key for encryption and decryption, while asymmetric
algorithms use public and private keys to encrypt and decrypt data content. Public and private
keys exist in pairs; for example, data encrypted with a public key must be decrypted with a private
key, and vice versa.

AES BRERNNTMEE L, HEAEZERER, RNEFKRK 2EKENZHAKER
HTREFNS . STIERNTRINBE LR, HEEH RSA 1 ECC WMINIBE X, XMNE
BERBEHREERTRHPEXH Flash KEBNFER SR

AES is the most commonly used symmetric encryption algorithm, with the advantages of
fast computation speed, low memory requirements, and flexible design of block length and key
length. For asymmetric encryption algorithms, the typical ones are RSA and ECC. These two

encryption algorithms are often chosen for signing and verification of user-defined Flash areas.

Brernasn N EEMEHaa Page 6



,af ackJ HMMBE ZAEM

X0 A T8 B Easy to know Easy to do

act SecureBoot Startup Sequence /

Startup

BootManager

1= Application Available

Is Bootloader

Available

Calculate Bootloader
CheckSum

Calculate Application
CheckSum

Compare with Expected
CheckSum

Compare with Expected
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Check Applicaiton
Check Bootloader

Is Application Is Bootloader
verification passed verification passed
N
N
Y

Y

é o

Jump to Jump to Stay In
Application Bootloader BootManager

FIGURE 4 SECURE BOOT RROCESS

MMBHL T 289K 4 Cryptolibrary EIFEREMHINZ AR LR (HSM) Y A% E {4:(zHSM CORE),
FRZAIINB AR CryptoStack (CSM. CRYIF. CRYPTO. KEYM) X% HSM CDD(zHSM COM.
ZHSM CRY)., WA E BT #.E NIST T RERZEBE L, W AES. HASH. ECC H
TRNG/DRNG %, #FEBEEHE . SM2/3/4, RO BESFMETEXNINEE: SIFRNMBE.
ERNFEZERSHE. RERBE. £EREF SecOC %, CryptoStack 1 HSM CDD & 7 7
X FF AUTOSAR 4.4.0 BYRRARTE RSN, E o] UMEA—DBIRME 2R, 7E3F AUTOSAR IRiE
£ 3

The ZC.MuNiu CryptolLibrary developed by ZC includes the core firmware of the hardware
encryption module (HSM) (zHSM CORE), the main core encryption protocol stack CryptoStack
(CSM, CRYIF, CRYPTO, KEYM), and HSM CDD (zHSM COM, zHSM CRY). The core firmware not
only meets NIST mainstream international cryptographic algorithms such as AES, HASH, ECC,
and TRNG/DRNG but also includes national cryptographic algorithms SM2/3/4, and can expand
various functions based on algorithms: symmetric encryption and decryption, asymmetric

signature generation and signature verification, secure boot, secure flashing, and SecOC.
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CryptoStack and HSM CDD, in addition to meeting the needs of AUTOSAR 4.4.0 version support,

can also be integrated as a separate complex driver in non-AUTOSAR environments.
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3 L4 I2H SECURE DIAGNOSTIC

MMRH T U AE FREREZHTENR, TSN B REF RKMEHRRE T FX,
SUN LS EE:

ZC can provide customers with a complete Secure Diagnostic solution and can customize
development for specific project requirements and hardware modules. The secure diagnostic

features implemented include:

® I PEFMEBAITINGE

Certificate storage and parsing functionality
® NTASRTFHEMBATINGE

Public and private key storage and parsing functionality
o ZIAFHMEIEINGE

Key update management functionality
® T UDSOX29 RS

Support for UDS 0x29 service
® T UDSOx84 RS

Support for UDS 0x84 service
® REMEERLEE

Support for integrating Cybersecurity libraries

ZE12W (Secure Diagnostic) Zf&RIF ECU ARPEIERENERTFTR, TEMATRERF
BEETH / LERRSHRUEMRSHERNBERNFUNENSHBRSHTEZHTENEIE. FF
MR L ES THEIR SR MNEIE T e R BB E TR ENEMEREM S TESE
EWNHR R T EFRE. A—TE, SMRSHRCRIUEN, JsEREEZEM. E

WRAXLERSZNTH, BREMVUEAE SN, ERESNTINZGE, FTAFHIFEEE
TISHTAR 55

Secure Diagnostic is an important means of protecting the internal data security of ECUs

:m‘[# k4

>H

(Electronic Control Units). It is primarily used for diagnostic services that require identity
verification when programs or data are downloaded/upload to a server and when specific
memory locations are read from the server. Unusual program uploads or downloads to the server
could potentially damage electronic devices or other vehicle components, or may violate vehicle
emission or safety standards. On the other hand, when retrieving data from the server, data
security could be compromised. Therefore, it is necessary to require the upper computer to prove
its identity before executing these services, and only after legal identity confirmation is allowed

to access data and diagnostic services.

mAEREEN T E SRR ae Page 9



éf S MBI 5 FIT6]

0 AR T B Easy to know Easy to do
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—
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FIGURE 5 SECURE DIAGNOSTIC

EUHRRBREEMMEEEZRFHINE PG, FRERAine S ®ATFAR. T

I X R AL SR F 4 AV IEXR IR B TR E R B TR INEEENE R RRDRE
EH S

Secure diagnostics confirms the identity of the client through some authentication algorithm
and decides whether the client is allowed to access. This can be done by verifying the asymmetric
signature generated from a random number seed or by verifying the identity through a message
authentication code based on symmetric encryption algorithms.

HIMAS CryptoLibrary I#5AJ UDS 0x29 RS, HT 1S014229-1:2020 ¥rAE; HesriFY
TRMREME:

ZC.MuNiu CryptolLibrary supports the UDS 0x29 service, which is based on the ISO14229-
1:2020 standard. It supports the following two security concepts:
> BETERIEXNTRERDA PKIERZHREIE.

A PKI (Public Key Infrastructure) certificate exchange process that uses asymmetric

cryptography.
> ETAE PKOEBH#E - REIE, ERTHERMSNEIES XN TRE DA IEXFRIA

mEx.

A challenge-response process without a PKI certificate, using an asymmetric encryption

algorithm with a software authentication token or symmetric cryptography.
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Authentication
(29,,.)
Authenticaction with PKI Authentication with
Certificate Exchange Challenge - Response (ACR)
(APCE)
Gymmetric CryptograplD Gymmetric CryptograplD <Symmetric CryptographD

HIMAH CryptoLibrary 1% 0x29 FARE I3R!
ZC.MuNiu CryptolLibrary supports the following UDS 0x29 sub-services:

TS B i3
Sub-service Name Description
Et%ﬁﬁkﬁfiiﬁéﬂ:sﬁl}\lﬁ lj(/u o
00 deAuthenticate This sub-service effectively ends the

authentication state.
It F RS B sl B m FUHAERIEEE.
01 verifyCertificateUnidirectional | This sub-service initiates a unidirectional
identity authentication process.
It F AR S5 B s W [a S AR TR
02 verifyCertificateBidirectional This sub-service initiates a bidirectional
identity authentication process.
IthF AR &5 TR Er A SO REUE F R E2
g
This sub-service is used to transmit proof
of ownership data to the diagnostic tool.
I FARS A FIE B BEEEH .
This sub-service is wused for the
transmission of certificates or certificate
chains.
b F AR SS AF B 7R Server AR LAY IAIEED
&
08 authenticationConfiguration This sub-service is used to display the
authentication configuration provided by
the Server.

HMBFr FF & B9 K4 CryptoLibrary 3 X.509v3 IE BT, AL, FHEERRE. —IL,{
SKIARE OEM MISEE R, IMEBY REFEHTHRATMLE, TEHFRE. IEBEIZH
SNESERER TEFTEENER, AR EIFEARGREFI=REEE.

ZC.MuNiu CryptolLibrary developed by ZC supports the parsing, authentication, and storage

03 proofOfOwnership

04 transmitCertificate

of X.509v3 certificates. It can meet the specification requirements of different OEMs, parse and
process certificate extension data, and is customizable. Certificates play a very important role in
maeHAsnI N E B Fam Page 11
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the diagnostic security authentication process, effectively preventing unauthorized personnel

from stealing controller data.
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4 ZEFZ% SECURE UPDATE

MBI XA E PR Secure Update EE AR, FH TSI B f5E FH KR HHIEHE
HH%, KRALEAREFEEIE:

ZC can provide customers with a complete Secure Update solution and can customize
development for specific project requirements and hardware modules, implementing secure
upgrade features including:
® X509 IEPIEMNERE

X.509 certificate authorization management
® A/BXEMFR

A/B partition backup upgrades
® APPHIBEEA T H

APP data compressed downloading
® APP BIERETIER

APP data secure upgrading
o EBEHMHMTREXKLENITE)

Supporting PCTools (ZC.XuanWu PCTools)
® X FFRRE OEM | RHE

Supporting different OEM manufacturer specifications

BEEERMERNMEIRNE, ERAFREHRSEFR RIEAREBNEXBREEN. I
Hl. SUEAREZRURA RN BT ER AR SHRMEE,

As network environments become increasingly complex, ensuring that the release source of
upgrade packages is valid, not tampered with, data is not lost, and upgrade content is not
maliciously obtained during the software upgrade process is becoming more and more
Important.

FHEARIENARBEEERN LR UAXZE, SHERRTI R MRIENEIIE
%o

In traditional upgrade processes, the upgrade package data is essentially transmitted in
plaintext, and the data verification method is also a less secure hash algorithm.

HMMAHL Cryptolibrary XHFINREFRAEZRHRITREM L, —HTEERBIENHRINEEE
ARSA, ECCE, FIEFZMEMMERGRIDIRZEPIIMMTERRIEKIGRE T BMR
IE, RIEEIRRRE, SIERTBXERENR, H—HEEEN T XNl RS == % E 4
BEmyiet, FREUEEERE B X EH, BN OTA TLEHNEIEREHNIMN .

The secure upgrade supported by ZC.MuNiu CryptolLibrary, based on traditional upgrades,
on the one hand, uses asymmetric encryption algorithms such as RSA, ECC, etc., to add signed

firmware and perform additional signature verification during the firmware verification process
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to enhance firmware integrity verification, ensuring that the data source is reliable and the data
is complete and has not been tampered with. On the other hand, it also adds the decryption
function of firmware encrypted by the server, and the transmission process uses encrypted data

transmission, effectively reducing the risk of data exposure during OTA wireless updates.

composite structure SecureUpdate /

Original Firmware Meta Data

Encrypted Firmware

Change to encrypted data :}

|
- . 3 Signature

FIGURE 6 SECURE UPDATE

tbsh, FMALE Cryptolibrary thXFHEFIEPMNL AL, HAFPRET —MERE
MEENAXREFHEERYE M. BEERKFIEBHTENRIE, HRIAFGELI RN
EHAREWELE MNMBERHL T ERRGENANRIRENLE. FEH, ZEEERT £
MEZE XML EBIE SecOC, RIEAIREERMTEF IV B HEITEM.

Additionally, ZC.MuNiu Cryptolibrary also supports certificate-based secure upgrades,
providing users with a more flexible and secure way to update their vehicle's firmware. By using
digital certificates for authentication, it ensures that only authorized updates can be installed,
effectively preventing the intrusion of malicious software and unauthorized access. Moreover,
the library integrates a variety of encryption algorithms and secure communication SecOC,

ensuring the confidentiality and integrity of data during transmission.
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act SecureUpdate._signsture

uF 15k %

Data:01001001100100100101011...

Hash function
(sHA256)

Hash Value1:1011010010...

Compare

i Fecurp
3 RootiE 1
i 0110101001010100...

Data: 0110101001010100..

Root22H

RSA2048_PKCS1
(decrypt”)

Hash Value2:1011010010...

B UseriE
e [ user
258

Certificate Valid

NOK

Certificate Invalid

FIGURE 7
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5 Z4HE SECURE LOG

ZEASTUATIERELEBEIEF~ENFEE ‘ﬂ%ﬂﬁi?ﬁﬂﬂﬂ)ﬁﬁi%ﬁ% T IdTT
FEFHFALXNRBHEURNEERE., Y ECU F4AEEREREN, TRidHEERRE
SrEmRENZENE, BRARBALZEEE, BREERERESEN— ?\EIJE‘ e

Security logs can be used to record anomalies or authorized user records that occur during
secure communication processes, facilitating problem diagnosis and risk management in
controller development. When an ECU has a Cybersecurity vulnerability, log information can be
used to quickly analyze the cause and impact of the vulnerability, enhancing the robustness of

code development and reducing a series of impacts caused by Cybersecurity vulnerabilities.

composite structure Securelog /

Bootloader Application

SecureBoot SWC-1 SWC-2 SWC-n

| |
~ | |
| |
I I

Boot Info App Info App Info App Info
™~ L

Debug Info
f

Hardware

FIGURE 8 SECURE LOG
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6 Z&iE{5 SECOC

AEEIMNEHMNES, KEBAEIEERE SR EATRERENER THTH. 1K A
R B CAN BIMIRITZ R B EZRIEERER@EEY, HAXER. X &E@m. KD
MRS, ILHANBEENBNEBRRMEHR T HFRD, BREDT INAERS FHET
=

In the current in-vehicle network, most data transmissions are carried out without any
security measures. For example, the widely used CAN communication was not designed with
Cybersecurity in mind initially. Its characteristics of plaintext transmission, message broadcasting,
and minimal network segmentation make it easy for hackers who enter the vehicle network to
control the vehicle by fabricating messages as if they were in an amusement park.

SecOC 27t AUTOSAR BB HRINNEERe At (AHNERTNANBIIRNT
BIFT7R) |, 1% Feature 3EINT CMACIZH . MWAEIE. MEEEEMDRXEF—RIINIEFH
E3K. SecOC &7 PDU Lt AXBEIRRHENITITNESMIIENS, IMEVLH S L R16Y
AUTOSAR BIERGLEEMN, BENNFFBFENTIERI TR/, MEKXIBRGIRHEM NE
o

SecOC is a Cybersecurity component added to the AUTOSAR software package (the
component location and applicable communication methods are shown in the figure below).
This feature adds a series of functions and new requirements such as CMAC calculation, key
management, freshness value management, and distribution. The SecOC module provides a
viable authentication mechanism for critical data on the PDU, integrating the authentication
mechanism seamlessly with the current AUTOSAR communication system, while minimizing the

impact on resource consumption to provide additional protection for legacy systems.
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composite structure SecOC )

Application

@ Application

g

MAC generation

Full MAC|128Bit)

FIGURE 9 SECOC
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7 =4 iEi SECURE DEBUG

MMBHR N 22 AR TR X FNTRE:

ZC offers a secure debug solution that supports the following features:
® THIEHIMERE

Offline debugging encryption process
o LHIMEIEAIR

Diagnostic decryption of debugging permissions
® DHTHRIEAGE

Diagnostic retrieval of key information

MAEXRBEHREBEE T ETEGNIARIIE, BTFREERERE. 2% JTAC EXZE
$E@ 13 FHE T Challenge / Response B S35 UEHLHIKBR & JTAG A0, EXT ITAG in
PEEARE, REENNERESE (BFERENMNERE) F83AR JTAG mH, RERND
JTAG TFB) 23V IELNE . EEHE TEAME, YNEZEANEHERAXNIERIZHED,
EARRELEEEHAREORYERE, JHERREEARAREDZERP, RERER
IR BYRIAE.

Most controllers nowadays are equipped with hardware-based debugging functions for on-
chip debugging processes. Secure JTAG mode refers to the use of a Challenge/Response-based
authentication mechanism to restrict JTAG access. Any access to the JTAG port is checked, and
only authorized debugging devices (those with the correct response) can access the JTAG port;
unauthorized JTAG access attempts will be denied. During production or the offline phase, it is
necessary to disable or lock the related debugging diagnostic interfaces. Disabling means that
Nno connection can be established with the hardware debugging interface, while locking means
that the hardware debugging interface is protected and can only be accessed through secure

debugging unlock.

HMMBEE N AR Kk, #lE T ARMNZEERINETR. X Infineon TC2XX &3l
SR, RGBS EATTEE OERE AR EY, £ ECU FHENIEAZFAREEZEOD, B
B9 ECU serial number Jr 4 H AR EIEY Derived Key F#FTEREN, UL FF 2 Secure Debug
Inge.

ZC has developed different secure debugging feature plans for chips from various
manufacturers. For Infineon TC2XX series chips, the key calculation interface can be integrated
into the startup code, and the key derivation interface is called when the ECU powers up.
Different Derived Keys are derived from different ECU serial numbers and injected in real-time

to enable the Secure Debug function.
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composite structure SecureDebug /

Debug Interface

External Tool
Protect -——=

————— >

Flash HSM cPU
A A f:\
| | |
Protect -——-— == Protect |-—---== Protect

Baendsn I E B Fan

FIGURE 10 SECURE DEBUG
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8 R4 T7i% SECURE STORAGE

ZEFHURIPEEXBRANETIAERETR, BEEAEFSRBETRTHEEEFEX,
4%7?11%5’95‘3%)% IEBEFEARFHTES . BREROH & EIL & E Flash, Nvm, RAM F1EfiE
HITEIRRIP, FRLINGETERER ERER =4,

Secure Storage can protect the contents of data areas from being stolen abnormally,
preventing the copying of stored keys, certificates, and other content due to forced access to
the data storage area by controllers. Currently, mainstream chips can protect data by setting up
Flash, Nvm, RAM, and other storage areas. Activating this feature can effectively prevent the

aforementioned situations.

SR BEMBRINEE, ASFENTEEERE o B i XIS ENHEFZ6E T NH#H TR
P, RMEHE T EEARINR, MALTEBRRXEEAR. MBSt EE Rt RRE
Ffi&2% OTP(On Chip One Time Programmable ROM, On-Chip OTP ROM), t#R4 eFuse, nE'z
SR PSR IEIRLR, FERIPAE(T eFuse RIERRAEM O RIEHN 1 (BhE) . REWKES—
ERERBRIEXBRE . REFHEETINEIE Flash REXIFHEEREHERIERLH, Bﬁ
IEARETAEFIE . Flash RIPFXEHBEFR/NZIRYE Flash F93EEUMIZ Flash REYK/NH
Fr A&,

Some chips include encryption functions, and the secure data stored internally can also be
protected by encrypting the data in specific address areas. Even if data access permissions are
cracked, the plaintext data content cannot be obtained. Some chips also have one-time
programmable memory OTP (On Chip One Time Programmable ROM, On-Chip OTP ROM), also
known as eFuse, which is a special storage module in the chip. Any eFuse bit in the field can only
be programmed from O to 1 (fused) and can only be written once, but there are no restrictions
on read operations. Secure Storage can also be achieved by setting certain areas of Flash to
read-only or write-only, preventing illegal access and tampering. The number and size of Flash

protection areas vary depending on the type and size of the Flash block.
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9 AHMAKREEELRELE ZC.MUNIU CYBERSECURITY LIBRARY

9.1 CryptoStack IN#Z ik CryptoStack Encryption Protocol Stack
sd CRYPTOSTACK /

g Csm Crylf Crypto !
User
! i T T ardware
! | | |
| | | |
! | | |
>
>

Cms_<Servicex(]

Crylf_<Service>()

Crypto_<Servicex{)

Yy

sendthe data address
tolcum

Return with result()

Return with result()

FIGURE 11 CRYPTOSTACK FLOWCHART

MR IR EER Csm. Crylf. Crypto. KeyM POMESRIIRL, Csm AEHREITHE
B Csmlob XL A AR MEE RSN G EMFMINEE AT RI AES-128. CMAC. HASH.
TRNG %, FERMEZEOHBFIER. Cryif BRI AEZRSE Csm ERSEHHRE
Crypto 1, BIEIMZ. BE. RE. INEZEXRLIE, RIPEENTEBEHMNINEZ M.
Crypto R F125 Hsm MBZEAZESEIBNER . KeyM ERIMEZASIEBNELE,
BIEXSTEHM ECU MEPH. IEPBIARE, EE HSM ARG B4R FEH HSM ZRIPX
HEIheE .

ZC.MuNiu encryption protocol stack is mainly composed of four modules: Csm, Crylf, Crypto,
and KeyM. The Csm module implements the encryption algorithm requirements for
Cybersecurity software or hardware needed by users, such as AES-128, CMAC, HASH, TRNG, etc.,
through the configuration of CsmJobs, and provides interfaces for user calls. The Crylf module
functions to connect the service layer Csm module with the hardware abstraction layer Crypto
module, protecting the integrity and confidentiality of data through security functions such as
encryption, decryption, verification, and authentication. The Crypto module implements the
transfer of information data between the main core and the Hsm encryption core. The KeyM
module implements the management of keys and certificates, including the parsing and
verification of keys and certificates downloaded into the ECU, and connecting to the HSM kernel

driver to store keys into the HSM protected area.
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MBI X E K& TC2xx & FI(80 TC275,TC277,TC264 %)k T A4 Cryptolibrary, &
FERE 4 I AZ R (HSM) S A A% Bl {4 (zHSM CORE), E#%H9 CryptoStack(CSM. CRYIF. CRYPTO.
CRYPTO(SW))IX & HSM CDD(zHSM COM. zHSM CRY).

ZC has developed ZC.MuNiu Cryptolibrary for Infineon TC2xx series (such as TC275,
TC277,TC264etc.), including the hardware encryption module (HSM) kernel firmware (zHSM
CORE), the main core CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)), and HSM CDD (zHSM
COM, zHSM CRY).

9.2 A4 CryptoLibrary MuNiu CryptoLibrary
HMAH CryptoLibrary FYERfFEE D ARERS

The software of ZC.MuNiu CryptoLibrary is mainly divided into two parts:
HSM FE {4 N AL IR E #4:(zHSM CORE)
SM Hardware Security Module firmware (zHSM CORE)

Trico E£1%A9 CryptoStack(CSM. CRYIF. CRYPTO. CRYPTO(SW))

I %% HSM/ICUM CDD(zHSM/zICUM COM. zHSM/zICUM CRY)

Trico main core's CryptoStack (CSM, CRYIF, CRYPTO, CRYPTO(SW)) and HSM/ICUM CDD
(zHSM/zICUM COM, zHSM/zICUM CRY)

composite structure Cryptolib

FIGURE 12 CRYPTOLIBRARY BASED ON TC2XX
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The HSM CDD includes two sub-modules: the Crypto layer call interface zHSM CRY module

and the HSM communication zHSM COM module. The functional description of each module is

as shown in Table 1.

Ansk 1.

R 1 BHHEIR(TC2XX) T &E 5% BF

FMEHR 7 HE M
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BIfLEY zHSM COM 1= ER I /~F

Table 1 Software Module (TC2XX) Functional Description

ERAFARBR

Software
Module

EIRA
Module

Component

AUTOSAR &
AUTOSAR Layer

DisEE X

Functional Definition

zHSM CORE

(&R x)
(Encryption
Core)

zHSM CORE

N/A

fEAT HSM RIEBHY
WHnE=s, OFEYL
A PRER . AES-128
% ([E 4)

Utilizes HSM's internal
hardware
accelerators, such as
random number
generators, AES-128,
etc. (as shown in
Figure 4)

zHSM CDD

(1)
(Main Core)

1) zHSM
CRY

2) zHSM
COM

CDD

HALTERE HSM IRE] .
5 HSM B {E 5K
1. Crypto Interface

=

=
Microprocessor HSM
driver,
communication driver
with HSM core,
Crypto Interface, etc.

CRYPTOSTACK

(F#)
(Main Core)

1) CSM

2) CRYIF

3) CRYPTO
KEYM

SERVICE

ECU ABSTRACTION

MICROCONTROLLER
ABSTRACTION

AR EERE RPN
JOB B A X
#H, ATRERFER
Interface functions for
user Cybersecurity
keys and JOB
management, used
for configuring
information
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K& Cryptolibrary th 3 #5 SHE #r, FFRAER SHE 4L, Cryptolibrary FELIgE L H—Lk
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ZC.MuNiu CryptolLibrary also supports the SHE (Security Hardware Extension) standard.
Compared to the standard SHE, the CryptoLibrary has some functional extensions, including
support for software or hardware algorithms. The main functions and differences can be seen in
Tables 2 and 3.

%= 2 K4 CryptolLibrary(TC2XX) T ETh &k

Table 2 Main Features of MuNiu CryptoLibrary (TC2XX)

ZC.MuNiu
Features SHE standard )
CryptoLibrary
ECB v v
CBC v v
v v

AES 128 Cre
TR
Crypto Mode OFB v v

CTR v v

GCM v v

XTS v v
AES 128
JHEINIERD
Message CMAC v v
Authentication Code
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TAREREX
| v v
FEM 04 Al s Pseudo-
Random Number Random
Generator ]
E R v v
True Random
a9 =b0) v v
Secure Boot
kMg
- 23 >50
Non-Volatile Crypto Slots
o] Z R M R AL IS
_ v v
Volatile Crypto Slots
* 35T T UDS0x29 IAIEZ 4R
Support for UDS0x29 Authentication / v
Keys
L2 IZH UDS 0x29 TAIE
ecure Diagnostic X
S Di ic UDS 0x29 / v
Authentication
ECDSA™ / v
EXSFRINEE
Asymmetric RSA*1 / v
Cryptography
ED25519 / v
DH™ / v
wEHE \
i ECDH™ / v
Key Agreement
Curve25519 /
*1 / /
X25519
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KDF

v

mEAFhE
Key Storage

RSA B4R AL

RSA Key Generation

v

RSA BiATF %
RSA Key Storage

ECDSA Z5A4RY
ECDSA Key
Generation

ECDSA Z A7 &
ECDSA Key
Storage

Custom
Externsion #F
Custom Extension

Support

X509 IF$
X509 Certificates

WE PR
Certificate Chain

Verification

RIEPE#HR
Root Certificate

Replacement

OCSP response
L

OCSP Response
Verification

NATAFE
Public/Private Key
Storage

Custom
Externsion ¥

Custom Extension

Support
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sm2™ v
sm3” v
sma” v

E L ZEERAATS, HRHREE
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