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1 #Ei& OVERVIEW

ERETWEEENL. MEMREEHNSK, REBTFREENEREEEHREGK. M
MOEHEENBEY, NEBRRIESEE, THEMBEFEFST (ECU) BEEZHMLE
WELE, MEX—VINRESTEAT—ETENRERME, AUTOSAR (REAMARGEM)
EASKARETUT ZINTHNIRELIRHESR, BEBRNTRALREBFRGNREM. &
SMSTY EMEE, Hf, HEEINEEZR S AUTOSAR SC2 (Scalability Classes 2) B 2453t
SREFRFXRGHE (40150 26262 ASILB - D) RRETXBRAZIE, M WERP FFHE
i AUTOSAR SC2 RIEER G e MO FRZ—.

Today, as the automotive industry is rapidly advancing toward intelligence and connectivity,
the complexity of automotive electronic systems is growing exponentially. Ranging from power
control to autonomous driving, and from in-vehicle entertainment to body management,
hundreds of Electronic Control Units (ECUs) work in synergy through complex networks. The

stable operation of all these relies on a reliable software architecture.

AUTOSAR (Automotive Open System Architecture), as a widely recognized standardized
software framework in the global automotive industry, is always committed to addressing issues
related to compatibility, safety, and scalability of automotive electronic systems. Among its
components, AUTOSAR SC2 (Scalability Classes 2), which focuses on functional safety, provides
crucial technical support specifically for scenarios with high safety level requirements (such as
ISO 26262 ASIL B - D). The "Time Protection” feature is one of the core means by which AUTOSAR

SC2 ensures the timing safety of the system.
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2 BEMRIFHLEINZE INTRODUCTION TO TIMING PROTECTION MECHANISM

2.1 ft4 2 “BFjE{£3”? What is the Timing Protection

7 AUTOSARSC2 BEX H, “Bf[El{®3” (Time Protection) E—EFFEIEEFMA LM
FAramsl, EiZoBirg: Bk EXXBIS. BEITRALQUN ‘HEAFR" (1
RAWNITHE. SNEAH. BELERLRE)  INRNESHFESRARMNER, FHER
ME R FRER, MATENZENY (NESER. WERE. REREE) . MABLE
NEFERETH, RERARE,

In the definition of AUTOSAR SC2, "Time Protection” is a mechanism for actively monitoring
and intervening in the timing behavior of a system. Its core objectives are as follows: by
predefining "time constraints” for critical tasks, communications, or resource accesses (such as
maximum execution time, minimum cycle, upper limit of communication delay, etc.), it can real-
time detect whether there are any violations of these constraints. When a timing fault is detected,
it triggers preset safety responses (such as task restart, fault alarm, system degradation, etc.),

thereby preventing the spread of timing anomalies and ensuring system safety.

TR, “HEERP MERERERTREHN HETA" & RGN M ER
T B KNITEES N RRIEN NEHE, —BXW ngHﬂL B TREFEAL, AR
T B as, BRWET K.
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Put simply, "Time Protection” is like installing "surveillance cameras" and an "emergency
brake" for the "temporal behavior" of automotive electronic systems: the "cameras” keep a real-
time eye on the "time progress" of each critical function, and once "timeouts" or "rhythm

disorders" are detected, the "emergency brake" is activated to prevent the fault from escalating.

2.2 “Bfjal{&r” B9800 TYERTE Core Workflow of "Time Protection”
AUTOSAR SC2 £4 “B{al{x " ﬁﬂEi— B2, MEM ‘HEAREX B FEEE a R
:Aji?’b‘ﬂi%éﬂﬁkﬂl] |7ﬂ H;*ﬂ.ﬁ% /}IL*EE;ZDT

The "Time Protection” in AUTOSAR SC2 is not a single function, but a closed-loop
mechanism consisting of three core links: "Time Constraint Definition", "Timing Monitoring" and

"Fault Response”. The specific process is as follows:

(1) B—%: EEX "BEAR— BBH “LE 4% Step 1: Predefine "Time Constraints”
— Define Clear "Safety Red Lines"

ERGRITHER, TRIPFERENEREHER (40 1SO 26262 £y ASIL F4) . A5
REN NEXE (B81FEES. FHRSER. BEHEE. RRHEF) EXPHNNEY
R, XEARE ‘WEFRP (OHMkiE, FIUNARKIEIE:
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During the system design phase, engineers need to define clear time constraints for each

critical "timing entity" (including tasks, interrupt service routines, communication messages,
resource accesses, etc.) based on functional safety requirements (such as ASIL levels in ISO
26262). These constraints serve as the judgment basis for "Time Protection” and commonly

include the following types:

1. ESHTNEAR: b B BB EIELEESHNE AT EAEEE 50ms”;, Task
execution time constraints: For example, "The maximum execution time of an autonomous

driving data processing task must not exceed 50ms."

2. ESAEAR: e HsENEFESHRNTEARA 10ms, RRKAHRERTE
1d 1ms”; Task cycle constraints: For example, "The minimum execution cycle of the brake

pressure control task is 10ms, and the maximum cycle deviation must not exceed 1ms."

3. ESHAAR: Il ‘SNEENLEBEESAERIEMERESE LSBT 2ms”;
Task Preemption Constraints: For example, "A high-priority safety monitoring task must

not be preempted by low-priority tasks for more than 2ms."

(2) B=%H: KW HFLE
Supervision” - Detecting "Overstepping”

RGsfTH, AUTOSAR SC2 @I &R ‘K [E 45¥E=%" (Time Monitor) A, &4
B Fr SR B9 (B 1T 0 gt AT SC RS BRBR . A (8] i ?ﬁﬁ%ﬂ’a%ﬁa_ﬂzzﬁﬁﬂ@#iﬁ#%% (20 MCU BI&R
GEN=R) MRGEENNEEICE, BEEEZEERE:

=JL

&3 “#2% 1T k" Second Step: Real-time "Timing

In the AUTOSAR SC2 (Scalability Class 2) environment, during runtime, a dedicated "Time
Monitor" component is used to perform real-time tracking of the timing behavior of each timing
entity. The Time Monitor's implementation typically relies on hardware timers (like the MCU's

system timer) and software-level timestamping.The specific monitoring logic includes:

4. EEHITHEGRE 5 a0, WNEERRICR FriNEE EFERN, HE %
FrEVITES B (SERES(E1EL - AR EE) . FHFSTORM &AHITHIE Wt — &
FREfEBE R AE, HER “HITEIHIE", When a task starts, the Time Monitor
records a start timestamp. When the task finishes, it calculates the actual execution time
(end_timestamp—start_timestamp) and compares it against a pre-configured maximum

execution time. If the actual time exceeds the maximum, it's flagged as an "execution

timeout failure".

5. FEARAKE: IERERES BN EIR, TTEMHERFR B SRER, 5
BN/ BRAREE W —— HEEISE (T SE CPU TRIEE) Zdk (FJaSE
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R ZEIR) |, HIEN “BEHIREHRFE"; Task Period Monitoring:The system records a
timestamp each time a task starts. It then calculates the actual period between two
consecutive starts and compares it to a pre-set minimum/maximum period.If the period is
too short, it's flagged as a "period abnormality fault” because it could overload CPU
resources.|f the period is too long, it's also flagged as a "period abnormality fault" because

it could cause functional response delays.

EFERMNZ, AUTOSAR SC2 MR [E 1x= A& UM — EASSHEENESIH
Z CPU TR, BRREEZHASGNIERSERH. F0, B8z B TR AR
v £, SURA R LR (TR, BWREEASSE S ERME.

What's noteworthy is that the AUTOSAR SC2 Time Monitor is designed with a key principle
of "Independence”. It doesn't share CPU resources with the tasks it monitors, which prevents its
own delays from causing false positive fault detections.For example, the Time Monitor might run
on a separate hardware core or use an "interrupt-level monitoring" approach to ensure its real-

time performance and accuracy.

(3) B=2: & “txfEng N "—— PEET “BUEY B Step 3: Triggering "Fault Response” -
Blocking "Fault Propagation”

L e B ER N E N AR, ARXERE RE EEH. MEsRIETNRN £l
H" A ERNTH. AUTOSAR SC2 X #r & MR 5KEs, BAEFFRIENENTEREE
ML EFRFAE: When the Time Monitor detects a timing fault, it doesn't just raise an
"alarm.” Instead, it triggers proactive intervention based on a pre-configured "safety
mechanism.” AUTOSAR SC2 supports multiple fault response strategies, with the specific choice

depending on the severity of the fault and the functional safety requirements.

6. HEME: (NCRWERALE (28 DTC 287 trouble code EIR) , R BHMERSGERE
ER, HEERRAMEAFTZRAEESMAR (MRFAXBESNELR BEFIHL
&) ; Minor Faults: These are logged (e.g., reported as a DTC, or Diagnostic Trouble
Code) and the system management module is notified. This module then decides whether
to adjust task priorities (e.g., raise the priority of a critical task to prevent it from being

preempted again).

7. HEME ERAENFREESE ECU (MEIEGBISER, ERIZESFHEFM
HAAEIE) | FIRIIEEREIEE,; Moderate Faults: The system will restart the task or
ECU that experienced the timing anomaly. For instance, if a data processing task times out,
it will be restarted and its initial data reloaded to ensure the function returns to a normal

state.
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BEME MARSZ REFER '}%,JT P'— Bl BN ERREFIRESE
ZREH, WNRGSZAVHRE  ATEREE R, FBIURERERT ”“Ib*i

R, EBRARME, WEBHHEF %Eiri BARERATNE . Severe Faults: The
system triggers a "safety degradation” or "emergency shutdown.” For example, if a core
task in an autonomous driving system times out multiple times in a row, the system will
immediately switch to a "manual driving takeover” mode and alert the driver via the
instrument cluster. If the driver doesn't respond, the system will gradually reduce the

vehicle's speed until it comes to a stop, minimizing risk as much as possible.
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3 HMARLE OS: XIF “BIEMRI” 45 MERY AUTOSAR SCEE ZCMUNIU OS: AN
AUTOSAR IMPLEMENTATION SUPPORTING "TIMING PROTECTION"
FEATURES.

‘B AR R RISRIL B ATT MRS OS /M SRR E T1E, HARIROHR
BREE:

Implementing the "Timing Protection” feature relies on the collaborative work of multiple

modules within the Zhi Cong Mu Niu OS architecture. The most crucial modules for this are:

3.1 BERGEBR (0S) : HFFEFIA “BiliF & Operating System Module
(OS): The Foundational Platform for Timing Control
FMARLE OS 2 “BERF” HWKEXE, ©H%R: The ZCMuNiu OS is the underlying

support for "Timing Protection,” and it's responsible for:

1. BEESHNYE. Ba). §EFE5%1E, HRESZBMRNLERMERET, It
manages the creation, activation, suspension, and termination of tasks, ensuring they run

according to their predefined priorities and periods.

2. RE#tHERS EO, WHERRGNEE. REENSS, A8 EERIRAREE
$&; It provides "time service" interfaces, like getting system timestamps or setting timers,

to supply time data for the Time Monitor.

3. XF ESFEBREN— HESMITHEEE OS HEER B HE" i, OS SEiH
KPEr, WA e 1288, It supports "task timeout detection." When a task's execution
time exceeds the configured "timeout threshold" in the OS, the OS directly triggers an

interrupt to notify the Time Monitor.

teoh, ARAF OS imsafe Y “WIRMRIF TisE, BRIRMERES KIS G AXERIR (203t
ZREF. BEHIMR) | SBERERESEN — B, OS KRHEMESIS CAN =Hla
RS ARE, #HREMESERNILHNBERR.

Additionally, the Mu Niu OS enhances "resource protection” to prevent low-priority tasks
from holding critical resources (like shared memory or hardware peripherals) for too long, which
could cause high-priority tasks to time out. For example, the OS can limit a task's maximum
usage time for a CAN controller, ensuring other tasks have timely access to communication

resources.
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Figure 2 .MuNiu OS: Oslsr Parameter Settings for Timing Protection
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Figure 3 .MuNiu OS: OsTask Parameter Settings for Timing Protection

3.2 WdgM #IhEE L £ FRIN A Application of the WdgM in Functional Safety
B 7 B EMRIPHLE], 7E AUTOSAR FiEH —Fh WatchDog(WdgM)#L I, 7EINREREHIRE
hREEEEEH, MHEETRERFPILE WdgM IE T

In addition to the timing protection mechanism, AUTOSAR also includes a Watchdog
Manager (WdgM) mechanism, which plays a critical role in ensuring functional safety. Compared

to the Timing Protection mechanism, the WdgM focuses on:

L. b Ihee: BRESENNITITA. EXRTNEEMESH—HESHN EHEE", BENZ
IR BIE A8 R FZEIRFEFE T, Core Function: Monitoring the execution behavior
of software entities. It's concerned with the "vital signs” of an entire task or a group of
tasks—that is, whether they're executing correctly according to a predefined schedule and
logical sequence.

2. FEBER WMWY RGREE. G, RUWESES. TRIER. BERKES. SHRA™
BERERN, WdgM BESHIEA—NMEGELM, ILRFEMNALZEREREF VRN R SRS,
Primary Goal: Detecting and responding to system-level faults. For example, it detects task
deadlocks, infinite loops, and scheduler failures. When a severe fault occurs, the WdgM
typically triggers a hardware reset to help the system recover from an unsafe state to a

safe, initial state.
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ERER. TEERGEE. EERZPTMITER (Runnables) S {ES (Tasks) AIEAKTT
Ao EFARANFEMESHHITED, MEXROENRETEE URSEENTM. Level of
Operation: It operates primarily at the system level. It monitors the overall behavior of
multiple runnables or tasks. It doesn't delve into the execution details of a single task;
instead, it cares about whether they are "alive" and completing on time.

4. WNKRE: HNE, eBERNNSBENRKNENENSZEER, HlN—NMESEILEW
JLTEMREEEINIT. Detection Granularity: Coarse-grained. It typically detects timeouts
or logical errors over a relatively long period, such as a task not being executed for tens or
hundreds of milliseconds.

FEER BERE. ENTEENRERNEERERE SENEFR, FRGMA—DAR
LR E SR E BlZEIRZS. Primary Role: Fault recovery. Its main purpose, upon
detecting a severe fault, is to force the system to recover from an unsafe state to a safe

one, often through a reset.
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4 A% SUMMARY

EARFEGRUNRIR, "2 EEATERNESZ, MHFLZEEAIERETRES
ENERANT Y, BERRETNENTERSAANES TS, 5 AUTOSAR SC2 FrER
FMARH OS 19 “Bf el R Bt BT ARELR "AREX - KR - SRR A6, A
o ECU R T AR ERIE.

In the wave of automotive intelligence, "safety” remains the absolute bottom line. Timing
safety, as a critical component of automotive electronic systems, directly determines the
reliability of functions and the safety of users' lives.The "Timing Protection” feature of the Zhi
Cong Mu Niu OS, which complies with the AUTOSAR SC2 standard, builds a mature safety barrier
for distributed ECU scenarios through a standardized mechanism of Constraint Definition, Real -

time Monitoring, and Fault Response.

MNTEBEHREMS, XERBARERGRLHN "HETHPE LFLE, EBELEA)
R EIEE, ILAXEYE. TRFISFIRESDZEBERERE, I TAETLRE,
ECERLURARNOFTRRE, BRETRANZEMSHEN XHEHTEEBEEA
AUTRERE . BEEHITERENNFERA, NERPERNERIEAR, AEEHR. EE
RRZERE T RRERSIH.

For the average consumer, these "time guardians” hidden deep within the operating system
may be invisible, but their precise operation is what allows functions like autonomous driving
and smart braking to make safe decisions in milliseconds. For the automotive industry, the
parallel development of standardized and localized technologies not only ensures the safety and
compatibility of the technology but also accelerates the rapid adoption of intelligent driving. As
in-vehicle computing capabilities continue to improve, timing protection technology will

constantly evolve, ensuring the safety of more complex and intelligent automotive electronic

systems.
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