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1 AZENY INTRODUCTION TO THE SOLUTION
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In the current in-vehicle network, most data transmissions are carried out without any
security measures. For example, the widely used CAN communication was not designed with
Cybersecurity in mind initially. Its characteristics of plaintext transmission, message broadcasting,
and minimal network segmentation make it easy for hackers who enter the vehicle network can

easily forge messages to control the vehicle.

SecOC ;27E AUTOSAR BB RINMEELREANGt (AHNERTNANBNARNT
BIFr7R) , i% Feature 1T CMACIZE . MIAEE. MEEEEMD LZE—RIINTIREMFHT
23K, SecOC &7 PDU L AXBEBREB T THIHEIENS], IAMEYHES L5768
AUTOSAR BIERFZLEEMN, RENNRBEEENTIN R/, DUEAIBRSGR R IR
o

SecOC is a Cybersecurity component added to the AUTOSAR software package (the
component location and applicable communication methods are shown in the figure below).
This feature adds a series of functions and new requirements such as CMAC calculation, key
management, freshness value management, and distribution. The SecOC module provides a
viable authentication mechanism for critical data on the PDU, integrating the authentication
mechanism seamlessly with the current AUTOSAR communication system, while minimizing the

impact on resource consumption to provide additional protection for legacy systems.

Cybersecurity on the MCU side is a crucial part of the overall vehicle Cybersecurity system:
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> HEEREEM (Message Authentication) FIEEWNEEERARIFEZTEMN. HENHNAZE
% BHREY /8IS,
Message Authentication provides authentication to confirm that received data is from a
legitimate source and prevents fraudulant nodes or spoofing attacks.
> BUETEM (Data Integrity) BWIREIEM L ETT R L BB T HRNENMREIRES, &
BHEAN. WA EIMER, B BRI,
Data Integrity ensures that data is not tampered with or corrupted during transmission,
protecting against data tampering attacks.
> A ERIG (Protection against Replay Attacks) F{RIZNEINEIEE RN, EEEM,
MARREEILKITFERLENBERIRX, B LEERE,
Freshness validation ensures that only the most recent data is accepted, effectively blocking

replay attacks that rely on retransmitting old messages.

composite structure SecOC )
Application gl Application gl
Ae 2] RTE 5]

MAC generation MAC verification

Full MAC|128Bit)

FIGURE 1 SECOC
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2 KIBESCM MESSAGE AUTHENTICATION

FIMBIE T DA P14 Message Authentication SEE AR, FFol$HX T B #FE & Kk Flik
REFIFL:

ZC can provide customers with a complete Message Authentication solution and can

customize development for specific project requirements and modules:

HAEESLM (Message Authentication) HIZ/OEHIBF FMEIE. ESLMAKBTHE—
iR, MEEE SecOC 5 AUTOSAR BRI FMNZ MERNE TIE, ME—PTENR
DIBEER . SecOCEE BRI (Message Authentication Code, MAC) RSLITHIBEE L
M, MAC B It FR A BB FHR%E (Cryptographic Tag) BIAIMFERE (Authentication Tag) o

For data authenticity, cryptographic authentication is fundamental. This is realized not by a
single component, but via SecOC's cooperation with various modules in the AUTOSAR Basic
Software stack, which together create a comprehensive secure communication chain. A Message
Authentication Code (MAC) is the mechanism SecOC employs for this purpose. The MAC may
also be termed a Cryptographic Tag or Authentication Tag.

> KPR Key Modules

SecOC #&5k: INEREMNMIAE. MEME MAC AERSRIE, BEMBITRSE PDU,
EBERNTEENZREFITE, NIRRSEIESE (Crypto Service Manager, Csm/CryptoSM)
BRFIRS MR E. SecOCEBITIAMA Csm MFREMRIED, B3R MAC IERRIE, N5
REEENMZLILEME. INEES) (Crypto Driver) | ERBFRIENHITE. EBRHRER
B (HSM) SR INE EEH SLRRH11T MAC &%, PDU B8Hgs (PAuR) | B{EMIRA, AR
7 SecOC. BfSHHRER (40 Canlf, Ethif) #1 COM #RERZ B AR S PDU F1E & PDU.

SecOC Module: The orchestrator of the authentication process. It is responsible for triggering
the generation and verification of the MAC, and for assembling and parsing the secured PDUs,
but it does not perform the actual cryptographic computations. Crypto Service Manager
(Csm/CryptoSM): The abstraction layer for cryptographic services. SecOC calls the standardized
interfaces of Csm to request MAC generation or verification, thereby decoupling from the
underlying specific cryptographic implementation. Crypto Driver: The executor of cryptographic
operations. It performs the actual MAC algorithm within a Hardware Security Module (HSM) or
a software cryptographic library. PDU Router (PduR): The hub of communication. It is responsible
for routing secured PDUs and normal PDUs between the SecOC module, communication
interface modules (e.g., Canlf, Ethlf), and the COM module.

mAEREEN T E SRR ae Page 3



Eannn HMEHE 551

X0 M B BE Easy to know Easy to do
> EYASSERFE Detailed Implementation Process

KX MAC £ 5% % PDU A%, FEHMHAHF (SWC) 1Rid RTE ¥ FERP IR
RIEE COM &R, AL 1-PDU, COM HEERRF1Z |-PDU 11845 SecOC tREk, SecOC MHTHEE
EEIES (FVYM) FRECYBTAFEEE, SecOC BIATFEIE (B) I-PDU VBN ES) S5
BEE{E HHE, EREAENTEEE., SecOCIAMA Csm #0, &#— GenerateMac {E I,
Csm BiERIREZLIKEN Crypto X5, Crypto IRFIZAE HSM 2 CPU &, {FAHIEEMNERE (W0
AES-128) FIE % (2 CMAC) , iTEHEEHR MAC, SecOC X CsmiREIAY MAC, 1RIEED
B, THX MAC #f78MT (Truncation) IXTE™Z (B, REXET 4 NFT) . SecOC ¥
INEEUE. BMTER MAC MOt FE2XRBOMEREE, AER—DHN. IRPD |-
PDU, SecOC #¥iX/%4 |-PDU 1@1T PduR BBHEIBAEM 24K (20 Canlf) , RAKIXE
Bt

The Transmitter Side: MAC Generation and Secured PDU Assembly Upper-layer Software
Components (SWCs) send data requiring protection to the COM module via the RTE, forming an
[-PDU. The COM module passes this [-PDU to the SecOC module. SecOC acquires the current
freshness value from the Freshness Value Manager (FVM). SecOC concatenates the
authentication data (i.e., the payload within the |-PDU) with the freshness value, forming the
complete message to be authenticated. SecOC calls the Csm interface, initiating a GenerateMac
job. Csm dispatches the request to the underlying Crypto Driver. The Crypto Driver, within an
HSM or via CPU software, uses the specified key (e.g., AES-128) and algorithm (e.g., CMAC) to
compute the full MAC.SecOC receives the computed MAC from Csm. Depending on the
configuration, the MAC may be truncated to save bandwidth (e.g., taking only the first 4
bytes).SecOC assembles the authentication data, the truncated MAC, and potentially a part of
the freshness value requiring transmission into a new, protected |-PDU.SecOC routes this
secured I-PDU via the PduR to the specific bus driver (e.g., Canlf), ultimately transmitting it onto
the bus..

B MAC BIiFS B9 HIAER RS PDU: MAEZIRFEZEIZIFZ S |-PDU &it PAuR
£ %5 SecOC 1#3t, e 4£ PDU: SecOC 1REARIBTNE X A& TN, M PDU H &4 HIAIEEX
B, ZWEIN MAC FIFEEEE, WIEHEEE (FIEXY) © VM BERIEFEEENEN
M (BEERNE) . IRFHEERIELRE, NEEAEARK, THFHET MAC Rk,
SecOC fFABTHAMERIENFEEE, WEHSAXHERNTEERE. AR Csm &0,
&i— VerifyMac v, Csm #iFKIk%& % Crypto Hafl. Crypto Iz HAERMZATE
%, SRR NEIEENTE MAC, FHEITEERSEIE N MAC HTERALLE . IR

(MAC IEEZ) : Csm jR[E CSM_OK, SecOC ¥ EHIBELTE, FIAMEEIBT DR E LXK,
% FEH COM iR, R&IXKBEHR SWC, BiF%kK (MAC RILE) : Csm iR[E
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CSM_E_MAC_INVALID, SecOC HIEHIERFEATTEHEHER, ZRIEXF1Z PDU., ERIERX
W H, SecOC 2 BE M EHEIEE (Dem) HRE—DPIZWIEH (W
SECOC_E_AUTHENTICATION_FAILURE) . o] IMECEE M HEAEIES (BswM) kXL
mME R, B0, PREIECU IhEE. 1BintERITEEs st L 2 & RV

Receiver Side: MAC Verification and Identity Confirmation. The secured |-PDU, received from
the bus driver, is delivered to the SecOC module via the PDU Router (PduR). The SecOC module
parses the received PDU according to a predefined format, extracting the authentication data,
the received MAC, and the freshness value.The Freshness Value Manager (FVM) first validates
the effectiveness of the freshness value (a defense against replay attacks). If the freshness value
verification fails, the process is immediately deemed a failure, and MAC verification is bypassed.
Using the parsed authentication data and freshness value, SecOC reconstructs the complete
message, identical to the one formed at the transmitter side.lt then calls the Crypto Service
Manager (Csm) interface to initiate a VerifyMac job. Csm dispatches the request to the underlying
Crypto Driver.The Crypto Driver, utilizing the same cryptographic key and algorithm, recalculates
the MAC for the received data and performs a bit-wise comparison between the newly
computed MAC and the received MAC. Verification Success (MAC Match): Csm returns CSM_OK.
SecOC concludes that the data is authentic and trustworthy. It then strips off the authentication
data portion and passes it to the upper-layer COM module, which finally delivers it to the target
Software  Component (SWC).Verification  Failure (MAC  Mismatch): Csm  returns
CSM_E_MAC_INVALID. SecOC determines that the data source is untrustworthy or the data has
been tampered with and immediately discards the PDU. In the event of verification failure, SecOC
reports a diagnostic event (e.g., SECOC_E_AUTHENTICATION_FAILURE) through the Diagnostic
Event Manager (Dem).The Basic Software Mode Manager (BswM) can be configured to react to
such errors, for instance, by restricting ECU functionality, incrementing an error counter, or

triggering a transition to a safe state.
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3 HIESEEM DATA INTEGRITY

MBI AR PREBIETEM TR, UM BREF RITEREF TR, KW
iREc et

ZC can provide customers with a complete Data integrity solution and can customize

development for specific project requirements and modules.

HIEZTE M (Data Integrity) B ERRESEGRRMIEP AL EFTIETEANHRE
£ SecOC H, XEHIFEELMBEE—FEFZMAVGELIM, BEHFTAMN E,m%ﬂﬁf‘ﬁé@gﬁﬁﬁ
AE. FHETEMEBITEERIERE (Message Authentication Code, MAC) B A 45 M Sk LI,

The core of data integrity is to ensure that information does not undergo any unintended
alterations during transmission. In SecOC, this is achieved through the same cryptographic
mechanism as data authenticity, but its technical focus and assurance dimensions differ. Data
integrity is realized by leveraging the inherent properties of a Message Authentication Code
(MAQ).

XHIEH (Key Modules) : SecOC fRfa R@BTIENEIIR S PDU, HEEIES MAC,
ik MAC EFITERTRE. RIE MAC ERER, MEBIERSZENRERR. MERSE
HEEE (Csm) IRMEARAELE VerifyMac BRSO . # SecOC B IFIE KA EREMEIRE.
AN#EIRE) (Crypto Driver) #£ HSM HRHES, FRS5EXEAFHBENZHNEZL, XNEZIRE
BRI T MAC 1TTE . TITHETR MAC {ELE% . PDU B§FH&8 (PduR) EEMREEIRAE
HRiE. FEMNEBLERD ML E PDU WL IRMEE B E SecOC #&k,

The SecOC module is responsible for parsing the received secured PDU, separating the data
from the MAC, and triggering the MAC recalculation process. It makes the final determination
on data integrity based on the MAC comparison result. The Crypto Service Manager (Csm)
provides a standardized VerifyMac service interface, routing SecOC's verification requests to the
underlying Crypto Driver. The Crypto Driver, operating within an HSM or software library,
executes the MAC calculation using the same key and algorithm as the transmitter and performs
a precise comparison of the MAC values. Serving as the transport channel for integrity verification
data, the PDU Router (PduR) ensures that secured PDUs received from the communication bus

are accurately routed to the SecOC module.

SecOC #EER M PduR # I F| T E# %4 PDU, Lk PDU EFREREFIRERB#E T (B
h) BUBRRIE (BR) MAEME. SecOC WRIFBMEXH . 5LXmIRAIEN, HHb
fBT PDU. SecOC WK AINMEER SHEEE, RREZERTEMEMINFME
THE. WTBRIERMEXER, HURAERHBESBURLITERK. SecOC A Csm
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# VerifyMac fR% . $ITEEMRLE Csm FiEKIkA % Crypto Iz, Crypto Kz FHiEE B Z
SAME X, X DataPtr FEE A EIBLLMITITE, £ AU MAC, BAH MAC 51ZIREIH MAC
HITIEEREIMERAMILER, UBFERFEBEIE. REAY (MAC TLMIE) © Csm i&[E
CSM_OK., MMEZEZ F (MiZkS) IEH, MEIETTEM MAC 2R TTERIE MAC MENTRE
B, INESBIEF S EEERLER . SecOC HEHIEZE, HIMIRERBHEBELLE
COM #tk, KRIEEKM (MAC RILE) : CsmiR[E CSM_E_MAC_INVALID, HAREX: HiEkE
FEEEF—ERETHE. SecOC MRIEFE PDU, XRRELTEHNXEIEE, HILAR
SEEGERNEIER I ECU IhEE,

The SecOC module receives the complete secured PDU from the PduR. This PDU may have
been altered during transmission due to electromagnetic interference (unintentional) or
malicious attacks (intentional). SecOC parses the PDU precisely according to a predefined format
that is symmetrical with the transmitter. It then concatenates the parsed authentication data and
freshness value in the exact same sequence and format as used by the transmitter. The accuracy
of this step is critical, as any formatting discrepancy will cause subsequent calculations to fail.
SecOC invokes the Csm's VerifyMac service to perform the integrity check. Csm dispatches the
request to the Crypto Driver, which uses the specified key and algorithm to compute a local MAC
for the data block pointed to by DataPtr. The driver then performs a constant-time, bit-wise
comparison between the local MAC and the received MAC to prevent timing side-channel
attacks. If the comparison succeeds (MACs match exactly), Csm returns CSM_OK. This indicates
with extremely high probability that neither the authentication data nor the freshness value has
been modified between MAC generation by the sender and verification by the receiver. SecOC
then determines the data is intact, strips off the authentication data, and forwards it to the upper-
layer COM module. Conversely, if the comparison fails (MAC mismatch), Csm returns
CSM_E_MAC_INVALID. This technically signifies that the data has definitely been changed during
transmission. SecOC immediately discards the entire PDU as a crucial security measure to prevent

incomplete or malicious data from affecting ECU functionality.
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4 FREEMINGG PROTECTION AGAINST REPLAY ATTACKS

MBI M & FIR 4 PROTECTION AGAINST REPLAY ATTACKS 28752 a3 IR
B ES KMERESR A%, LW2EHH

ZC can provide customers with a complete Secure Update solution and can customize
development for specific project requirements and hardware modules, implementing secure

upgrade features including:

BB EHHGE, Z2OARETHIEIRXBAC K, MAETERER IR FIE%EIX LigE
B REMIBER . SecOC BIISIAFMEEFEFE KLINX—Bir. MEFEEE— HAE
FHEM. FEZRIPEERXEN. RIATLNEE.

The defense against replay attacks does not primarily focus on preventing messages from
being recorded, but rather on enabling the receiver to identify and reject these retransmitted old
messages. SecOC achieves this goal by introducing and managing a Freshness Value. This value
is a monotonically varying number generated by the transmitter and associated with the

protected data.

Rikim: FREUHEEEE % SecOC FEERI— PDU R, ?ﬁf‘ﬁl’cﬂ FVM 153K & BT A9 7 &
B8, SecOC ¥t REESINERE—E, ATItE MAC, XEKRE MAC F{MRE T4
B, HERBT XN ST EEE, SecOC KIANEEIE. MAC FITJREBEEHIIER D
BEEAENLS PDU X%, XEMINGE, FYM S EHESEEERS (it Ess
BIE) . XEFEMERAXE—F, BRT T —MRCEER—EMNE.

At the transmitter side, the SecOC module first requests the current freshness value from the
FVM when a PDU requires protection. It then incorporates this freshness value with the
authentication data to compute the MAC, meaning the cryptographic tag depends not only
on the data but also on this dynamically changing parameter. Subsequently, SecOC assembles
the authentication data, the MAC, and potentially a partial freshness value into a secured PDU
for transmission. Crucially, upon successful transmission, the FVM immediately updates its
freshness value state (e.g., by incrementing the counter), which is essential for preventing

replay attacks by ensuring subsequent messages utilize an updated value.

Bl WIEROCHY FTEEE " SecOC MR EI A PDU AT IMESIRFIFEZE. FYM
Kz 2l py e RES ASEFNTUAE MEXE D #HiTthR. FEERIEMTI SecOC 7
SYEINIT MACIRIE (ARBEEXMATEM) o FEERIERB: SecOC :RIEFFi% PDU,
FRTHTEEERN MACKRIE, XBRERZ M, tWEMEMILK.

mAEREEN T E SRR ae Page 8



Eannn HMEHE 551

Al Ah B B Easy to know Easy to do
Receiver Side: Verifying Message Freshness.The SecOC module parses the authentication

data and the freshness value from the received PDU. The FVM then compares the received
freshness value against its internally maintained expected value and acceptance window. If the
freshness verification is successful, SecOC proceeds to perform the subsequent MAC verification,
thereby checking both authenticity and integrity. Conversely, if the freshness verification fails,
SecOC immediately discards the PDU and skips the more computationally intensive MAC
verification. This approach serves both as a critical security measure and a performance

optimization.
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= B4 5 E CYBER SECURITY PRODUCT LIBRARY

MCU infE R RERAEEEGRREBATNERNT

Cybersecurity on the MCU side is a crucial part of the overall vehicle Cybersecurity system:

> L2351 (SecureBoot) XtFHFEXH Flash hXBEREFOEIRTEEMMEL M HTRIE,
o BB LE R R S R
Secure Boot verifies the integrity and authenticity of key programs in user-defined Flash,
effectively preventing attackers from maliciously tampering with software.

> R&IZHT (SecureDiagnostic) R T N AEHIEASHE=T7HRI, BREDMEE,
Secure Diagnostic ensures that application data cannot be accessed by third parties,
preventing information leaks.

> RETFER (SecureUpdate) RIERMHMA T HiEHsE N, HBELEBNE, THN
BERIEE SRS ST
Secure Update ensures that only authorized software can be used by the controller, and
when paired with Secure Boot, it can effectively prevent the execution of unofficial programs
by the controller.

> ZEBE (SecOC) TAMPRBEIHELRE, BHLETEIETBERERIEENSH
fEbs EHL
Secure Communication (SecOC) can effectively ensure the security of communication data,

preventing data tampering during driving that could lead to dangerous accidents

> L&A (SecureDebug) FhlbiEHlszAMLEEIEHIEESLER
Secure Debug prevents illegal export and modification of internal security data in the
controller.

> "&TFfE (SecureStorage) G 1E TR AR A BBEURML IE AR HFIREL,
Secure Storage prevents illegal software from accessing internal data of the controller.

> Z&HE (Securelog) HTIUAMILREFFTENTELHE FEBLEHREREE
BAHER T, RIPFEFSRNERLE
Secure Log can effectively record abnormal data generated by the controller and prevent
the controller from being tampered with or information being stolen, protecting the

controller's Cybersecurity.
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