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1 R OVERVIEW

AMRREBFREGEY, RLEERREWVIRETHROEER. BEH S32K3 R
MCU NS XA EN NS HREENEBIT TR, K XFFASIL-D FRNNERE, 2N
ATREMEERSE (BMS) | KRR, FEEWHREXEHR. H+, FCCU (Fault
Collection and Control Unit) #&RESLIMINEEL WX EBAH, HEFESE—TBNNN S FIE
A O] B HY TR B9 & PR A AR 5%

In modern automotive electronic systems, functional safety is a core element ensuring
reliable vehicle operation. NXP's S32K3 series MCUs, as high-performance automotive-grade
microcontrollers designed for automotive applications, support functional safety up to ASIL-D
level. They are widely used in critical scenarios such as battery management systems (BMS),
chassis controllers, and body controllers. Among these, the FCCU (Fault Collection and Control
Unit) module serves as a key component for achieving functional safety, responsible for centrally

managing and responding to various hardware errors that may occur during chip operation.

1.1 FCCU #&3 iM%t 5 T4 H Feature and Operating Mechanism of the
FCCU Module
¥514%1 3R Feature List:

FCCU R4 S32K3 & Ay BRI E IR & uly, BE U T

The FCCU module, serving as the error collection and control center within the S32K3 chip,

possesses the following core features:

« SEEREE: BEIFXEE, LEEHMRENRERE

Comprehensive Error Management: Managing non-critical failures and handling hardware
and software fault recovery

s REMRKERE: WA LYEBXNERETRELEREE
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Security-related monitoring: Systematic error collection for security-related modules on

the chip

o TEEEMNYLE: THNENERBRELREARNSH AWy (BIENEEE
L. NMI B #r. IRQ S{AREITEN)

Configurable response mechanism: Different on-chip responses can be configured for

each non-critical fault (including functional reset, NMI interrupt, IRQ, or no action).
s WMRAADIRE: IFHERIANK, BETRIERFZEVE

Error Injection Functionality: Supports error injection testing to facilitate verification of

system security mechanismes.
s REYENH: EETHETHTHE, MHLERIMEN

Security Locking Mechanism: Once configured, it can be locked to prevent accidental

modifications.

1.2 FCCU IREHANAA Introduction to the FCCU State Machine
FCCU MThee @it B BRARSYUR S E# TR, WTE:

The functionality of the FCCU is described using a finite state machine state diagram, as

shown below:

Configuration exit OR
timeout

fault (masked)

Configuration entry

AND (configuration unlocked) Reset

Fault
(unmasked AND timeout disabled)
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Figure 209. FCCU state diagram

1. FCCURZSHL (kB SH FH)
Figure 1. FCCU State Machine (Excerpt from Chip Manual)

FCCU BT AMAVRSHI L IEER AL IE, BENMEE TERZE:
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The FCCU module implements error handling through a sophisticated state machine,

encompassing four primary operational states:

1. CONFIG JR7S: S32K3 BaIEHIEIANRE, FEIIRS T X FCCU FEsm#THE, 5T
JEFmt#E] NORMAL ==,

CONFIG State: The default state after S32K3 startup. In this state, the FCCU registers can be

configured. After configuration, manually switch to NORMAL mode.

2. NORMALRZ: EEETERES, HRNEIFEXEHRE (NCF) BERHEIRN, SIRIER
EY)#E] ALARM 5 FAULT IRZS.

NORMAL state: Normal operating state. When an error is detected on a non-critical fault

(NCF) channel, the system will switch to ALARM or FAULT state based on configuration.

3. ALARM JRZS: L{Fgt T ALARM FHrAY NCF BEH MR, REHEAMIRSIFfLL
ALARM FHRlT, FF&E O] R R fTiEIR 418,

ALARM State: When an error occurs on an NCF channel with enabled ALARM interrupts,
the system enters this state and triggers an ALARM interrupt. Developers can handle the

error within the interrupt routine.

4. FAULT R7&: FPERIRRE, TTHREXINEMEMH NMI R, EHEREFEGFE, Tk
RENG XM E M EEB AR AL,
FAULT state: A critical error condition that may trigger a functional reset or NMI interrupt. If

the error persists, it may sequentially initiate multiple functional resets or even a destructive

reset.

1.3 $EiR4IBEE Error Handling Process

FCCU AR MIERBAEIM T HZERENG . HIEXBHELIN, REEEHAN
ALARM RZS, AAFRELAENS, ZETERBIRRGERE, WHEKR FAULT IR, Bzl
BN EREGER. XTSI REEE T AR ENREER, BNBRTREX
BN ANTEM.

The FCCU's error handling process embodies its multi-level fault tolerance mechanism.
When non-critical faults occur, the system first enters the ALARM state, providing users an
opportunity to address the issue. If the fault remains unresolved within the predetermined
timeframe, the system escalates to the FAULT state, initiating more stringent error control
measures. This progressive response strategy avoids unnecessary system reboots while ensuring

the reliability of safety-critical applications.
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2 FCCU EgeZENHFHIZE/EA THE CRITICAL ROLE OF FCCU IN
FUNCTIONAL SAFETY APPLICATIONS

2.1 #E ASIL-D L E K Meets ASIL-D safety requirements

S32K3 %% MCU &1t FCCU 5E b2 E (a8iFix. BHEI1MHFE) MhEILE,
BREHERSFHR (ASIL-D) HRENRTEER., FCCUMRIUDMEBEATERHT MR
GUREBREIETTE, MARKE D BB HEIRGIENLE,

The S32K3 series MCUs meet the highest level (ASIL-D) of automotive functional safety
requirements through the coordinated operation of the FCCU with other safety mechanisms,
such as lockstep cores and hardware watchdogs. The core value of the FCCU lies in its
provision of a systematic error management approach, rather than relying on decentralized

error handling mechanisms.

22 FEHMHEEZRS (BMS) HHN A Applications in Battery Management
Systems (BMS)

FEBIRERN BMS 1, FCCU RBAR T WHEMKRSEENFETE . YR NEE
E. BEXEREIBEHER, FCCU TRBEHRTERE BHENLIERE, FHILERE
& REEBERZNT ST,

In the BMS of electric vehicles, the FCCU module ensures continuous and reliable
monitoring of battery status. When abnormal voltage or temperature readings, or
communication failures are detected, the FCCU initiates corresponding handling procedures
based on the severity of the error. This prevents error propagation and safeguards the safe

operation of the battery system.

2.3 HEESERHERZGHHR A Applications in Body Control Systems
NTESESIR (04E. EFEE. BRAEHE) | FCCU RREMNERBEMA IR BT
REMFER A EXRBHE, REWERBEMEXNLERBREFEARINESLIERER, BHE™
FIA P ERSRE,

For body controllers (such as door control, seat adjustment, and lighting management),
the FCCU's error collection and handling mechanism ensures that even in the event of non-
critical faults, the system can maintain basic functionality or gracefully degrade through

predefined safety policies, thereby preventing severe impacts on user experience or safety.
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2.4 ZIFTHEEZLIAIE Supports functional safety certification

HFHE I1SO 26262 MRERETAMEMR A, FCCU RHUREM R IBRERIELR AKX
ATINEMBRI AR, BEERHENZEXH. 2R HERX MCU+SBC NRARE TR,
JHEPNEFIRETERINERE L.

For applications requiring ISO 26262 functional safety certification, the FCCU module's
systematic error management framework significantly simplifies the preparation of certification
documentation. NXP's safety documentation, safety software libraries, and MCU+SBC system

safety solutions enable customers to rapidly complete functional safety development.
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3 FARLiIFE5SIE DEVELOPMENT SUPPORT AND PRACTICES

3.1 5EZeiRkEES (SAF) B#hE Synergy with the Security Architecture
Framework (SAF)

DEHIREIN R SHAESE (SAF) 5 FCCURBEHHLEIIIE T1E, AFEEZIRMET BN
MEANMmYBATE. X—AEEERD TR TUNTL IR,

NXP's Safety Software Framework (SAF) works in tandem with the FCCU hardware
mechanism to provide developers with a complete fault detection and response solution. This
combination significantly reduces the development effort required for functional safety

implementation.

3.2 5 SBC g9#E Synergy with SBC
3.2.1 {E5f%#% SIGNAL TRANSMISSION

EXaBVHE =72 S32K3 WA 4 MBS FEhiR . FCCU tREuAIS H DCM (IZHiz 4%
B) WEXBESRREBEIA 86 NMALMBIRBE (WPPHER. F#s8ECC Hix. I
BB TisiR®E) . FRHAEMA 8N NCF (FExBifE) BEH.

The trigger for the chain reaction is various hardware errors occurring within the S32K3.
The FCCU module collects data from over 86 internal error channels (such as lockstep core
discrepancies, memory ECC errors, clock monitoring unit errors, etc.) via its DCM (Diagnostic

Control Module) and categorizes them into 8 NCF (Non-Critical Failure) channel groups.

LERWHIAE, FCCU SARIETMEMECE, ®id EOUTO #1 EOUT1 BmANEANISIHE S
BHEIRRSIE R L INEBAY FS26, XE/NS|HIE MCU 5 SBC Z B BHL SRS . 1RIE
BAXHS, EOUT[L.OMEBFESEEMMERA, XM&iTigR T ESEHnN T E%.

Upon error confirmation, the FCCU transmits the error status to the external FS26 via two
complementary pin signals, EOUTO and EOUT1, according to predefined configurations. These
pins form the critical safety communication link between the MCU and SBC. As per official
documentation, the EOUT[1:0] signals are complementary and oppositely phased, a design that

enhances signal transmission reliability.

3.2.2 FS26 ByL LT & FS26 SECURITY EXECUTION MECHANISM
FS26 7EYL | FCCU A MR ES R, SREMEN NEHRIPNE, TESFEUTILD

T

Upon receiving an error signal from the FCCU, FS26 will initiate corresponding hardware

protection actions, primarily encompassing the following aspects:
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SBHTEAEEN: FS26 £i@iTH{E RSTB 5[H), Xf S32K3 MCU # 17 REHE4AI. X2&RF M

HRRREF B

Forced hardware reset: FS26 performs a hardware reset on the S32K3 MCU by pulling the

RSTB pin low. This is the most common error recovery method.

KEfREHt: AETENTEHET (PIUFTRIZAMZIEBEYES) | FS26 @I
ik FSOB #1 FS1B X MM B R R 51, SkRERRMIMBAIRENS A R, M)
MTfEReR, I ERERRA

Shutdown Safety Output : In the event of more severe safety faults (such as those
requiring immediate motor shutdown), the FS26 directly deactivates external driver chips or
power devices by pulling down the FSOB and FS1B fail-safe output pins. This action isolates the

hazard source, achieving “fail-safe silencing.”

EI\E: FS26 BESER T BITAIIEE. FS26 BN AERRAME 2085,
B ZIRAEERE ASIL D :f)i FEFAEYEZR. ERNROBRELAIESTEHANN
“OPEN"& O ER# T, FHFEFEARE FCCU BIRMBR T A BN R S32K3 AR F K
7ok 1IE & R ¥, &%ﬁr FCCU $A1%, FS26 (BB tISitA REENH LS NE.

Watchdog Collaboration: The FS26 also integrates a built-in watchdog function. The
FS26 watchdog features both simple and complex feeding modes. Complex feeding is
designed for ASIL D compliance and requires the use of a random key. Valid feeding
operations must occur during the “OPEN” window phase within the watchdog cycle and are
only effective when no FCCU errors are present. If the S32K3 cannot perform proper watchdog
feeding due to program runaway or if FCCU errors exist, FS26's watchdog timeout will trigger a

system reset or safety action.

BEMEZ, S32K3 By FCCU 5 FS26 HIBXE), B—1MELMA L2 EBRAGYRAT —
MERAKHERMIEZEE2, XREERNEGREEEN, 2FLHE ASILD ERMNE
HMEFEEHNEERA,

In summary, the interplay between the S32K3's FCCU and the FS26 expands a complex
on-chip security management system into a robust on-chip/off-chip collaborative security
fortress. This deeply integrated hardware security architecture serves as a crucial foundation for

developing automotive-grade products that meet ASIL D requirements.

3.3  FEIRFENMIR Error Injection Testing

F A FCCU MTHIREANTIEE, FREBITUEFAXMBREIMENZTMEREMS RIERS
IR AL S BB, L%Iﬂﬁﬁiﬁ%%ﬁﬁﬂlﬂﬂ’\]ig?—ﬁ filgn, S32K3 #RELAY EIM (FHiRIE
ANER) RRIEXERSMIVNEEEENNAREIE ., AAEBETIUESNE SRAM FHBHAHTAN
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ECC AR, HEHREMEE, MMM FCCU IRE S| FS26 TR M TR XK S ERRITE
T XAVRREINERHB T EENLREIE.

By leveraging the error injection capability of the FCCU, developers can proactively
simulate various error conditions during the development phase to validate the effectiveness of
the system's error response mechanisms. This constitutes a critical practice in functional safety
development. For example, the EIM (Error Injection Module) provided by the S32K3 serves as a
key tool for validating the effectiveness of this interlock mechanism. Developers can proactively
inject ECC errors into components like SRAM to simulate hardware failures, thereby observing
whether the entire chain—from FCCU alarm to FS26 reset execution—operates as designed.

This provides critical experimental data for functional safety certification.
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4 %538 CONCLUSION

R S32K3 1Ay FCCU #RIRAR T R EMITFIS NRE R R, HRBIRIRTES
Mgt Mo B AR AL AR FEE FRERM T BRLMNTEMEM, BEAEHETE
R EEEF X EEGEE, FCCU XN LB aRART—REENKRER
ETTARFEEMRENIER.

The FCCU module in NXP's S32K3 represents the cutting edge of functional safety in
automotive microcontrollers. Its sophisticated state machine design and configurable error
response mechanisms provide a robust reliability foundation for automotive electronic systems.
As automotive electronic architectures evolve toward domain and zone control, the functional
safety features supported by the FCCU will play an increasingly critical role in ensuring the

safety of next-generation intelligent connected vehicles.

NFHEEMS, FAEMRFCCUEBNTEREFSELEEESH, EMERFE SO
26262 I EMNLE X BAGHNEER IR, BEEHRUENTZBALESH—SHERTX—IIE
IR, MET ZeXBNHAN EHERE.

For developers, gaining a thorough understanding of how the FCCU module operates and
properly configuring its parameters is a critical prerequisite for building safety-critical systems
compliant with the ISO 26262 standard. NXP's comprehensive development ecosystem further
lowers the technical barriers in this process, accelerating time-to-market for safety-critical
applications.
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