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1 #EiA OVERVIEW

R N ERRIEE FIRFRe NN BREFNEE, M PC in TEZIB FiEHsg L,
3 UDSonCAN. UDSonEth. UDSonK-Line. UDSonLIN{iZ, IB2ER AMUEHIER, 2
NAEBRFIEHSRTRTENE, WRME, SEREME.

ZC XuanWu upper computer software is used to download application programs and data
from the PC to the electronic controller. It supports UDS on CAN, UDS on Eth, UDS on K-Line,
and UDS on LIN protocols. It offers customized integration of customer-specific protocols and
is widely used in the development, testing, and after-sales service stages of electronic controller

products.

MMKREFRFT S 128N TR AT OEM # Tierl ZFMNAZHRET. ARTUGE
MASEE, AREWURIE EHENHITERFRSIE.

ZC XuanWu program refresh and diagnostic testing tools can be applied in various
application scenarios for OEMs and Tier 1 suppliers. Users can conveniently perform program

flashing work in laboratories, test vehicles, and actual vehicles.
ZE MR E BRI AT REE TN EFRRE:

ZC XuanWu upper computer software is currently used for program flashing of various

electronic controllers:

> ZE 517485 Body Control Module (BCM)
> =iIFEHIESE Air Conditioning Controller
» DC/DC #zi]#§ DC/DC Converter
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> BT Bh %R %8s Electric Power Steering Controller

> KN iE%I88 Engine Management System (EMS)

> TIEFEIEHI2E Transmission Control Module (TCM)

> HEIE R % Battery Management System (BMS)

> B RE|2% Vehicle Control Unit (VCU)

> E#132H]8§ Motor Control Unit (MCU)

> HENBI %@ & % Electric Power Steering System (EPS)
> BhIBSEHIEN & 45 Anti-lock Braking System (ABS)

> BT EMIEHIFEF Electronic Stability Program (ESP)
> EFMBHEZR % Active Collision Avoidance System (ACC)
> B38| 112 HIZ& % Traction Control System (TCS)

> ADAS #2728 Advanced Driver Assistance Systems Controller

fic E¥R1E Configuration Environment

PCAN . Mongoose . Kvaser .
Hardware USBCAN ( ZLG ) . VN1640 .
TC1016. OBD-RJ45

Configuration Environment Win7/10 64bit

PCAN. Mongoose.

USBCAN (ZLG) - Kvaser-. VN1640.
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2 MWELZE 4B CYBERSECURITY INTRODUCTION

BEEAEHNME (LEHEMRKASBER) miEE, AMINAESZREKMONFERE
BRI — XMEMANERBRITAEREESNRBLE. REZBRR, TTIHELER
B, BEXE, FAREMMESFNFERREEE CHFEEREANLEN, STBEE
A%, BOERIAEEHE. STHENENE AREMNFERRENEEMAELOE.

sk, BEEEMWEL. SRAHENRE ZITESREERANERER, UESHK
BSREHMARG (ADAS) W 2%, REAENGEEFEEREEM NI —HNAERRNDARLE

.

With the advancement of automotive new four modernizations (particularly connectivity and
autonomous driving), there is a growing demand for vehicles to connect with multiple devices.
Such connectivity can significantly enhance automotive and traffic safety, promote green
development, and facilitate information exchange. Specifically, in-vehicle devices need not only
to connect with smart devices like smartphones but also to seamlessly access the internet,
enabling data sharing with traffic management systems and surrounding vehicles.
Correspondingly, the importance of automotive cybersecurity has become increasingly

prominent.

Furthermore, as vehicle connectivity and intelligence deepen, alongside the widespread
adoption of cloud computing, big data technologies, and the extensive deployment of Advanced
Driver Assistance Systems (ADAS), ensuring automotive cybersecurity has become an inevitable

requirement for the development of next-generation vehicles.

BEMERLZEINEERINA, —BEHRTIERBISN. MR ERFENRET AT
%ﬁmFEmF%omiﬂ%ﬁéﬁﬁﬂ%EMMﬁwﬁﬁrLﬁi CE TR,

AN FRINBRFIENFRINE B LN ERHITRP, e BAEERENEZEFEEME. #
%&mM@o

As cybersecurity risks continue to escalate, malicious interference with vehicle systems—such
as braking, acceleration, and steering—could lead to severe consequences. In response,
automotive cybersecurity has emerged as a critical protective technology for networked
information. Rooted in cryptography, it employs symmetric or asymmetric encryption algorithms

to safeguard data, significantly reducing the risks of information leaks and tampering.
AERHEERNLEVHEFWETILF:

The mainstream security mechanisms in automotive software include the following:
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> 224 J2E(SecureBoot)

jcéﬂ'@l SecureUpdate)

12 W1 (SecureDiagnostic)
#éﬁﬁ%‘ SecureStorage)
ZEIE{E(SecOC)

Z4 H & (Securelog)
Z4iFi% (SecureDebug)
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The security mechanisms related to flashing and diagnostics mainly include the following

two types:

2.1 &2 4% SecureUpdate

ZEARENTHFFRERGNESM., BiIX FLASH HIERTERRWIE (#F RSA
/ECDSA FEXNFREE K SHARHEFRNHRMBEE L) MURIERBHIELE, HENEEZRIERK
RS, ECU ASAATFREFEMHE FLASH, BHIEKEREEEFIEEENTERENIA
IRARR A, SKHIREmARBESL MR, RERIEANE SR .

Secure updates are implemented to guarantee the authenticity of software to be installed.
By performing signature verification on FLASH data (supporting asymmetric algorithms like RSA
/ECDSA and symmetric encryption such as SHA hashing), the system validates the code's
authenticity. The ECU will only permit programming new firmware into FLASH when the signature
verification is successful. This prevents downgrading devices to older software versions
containing known security vulnerabilities, thereby achieving end-to-end code authenticity

protection and defending against unauthorized software tampering.
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Certificate Valid

2.2 222 W SecureDiagnostic

ZEPHBEEMAMEEEZXRBINT RN EHN, NTTRAEREARERRATHE. &T
UDS 2T, @i UDS 0x27 ARSs, BEXFRINE . IEXNIRMBEL, RBHEANBAT S
iﬁkl}\u_t TIFEAER Pin 54, HXET@IT UDS 0x29 ARS, £ T 1S014229-1:2020 45,

B X FF T AR e

Security diagnosis confirms the identity of the client through a certain authentication
algorithm, thereby determining whether the client is allowed access. Based on the UDS
diagnostic protocol, through the UDS 0x27 service, symmetric encryption and asymmetric
encryption algorithms are used to dynamically generate authentication credentials based on
random number seeds to determine the client's identity. Secondly, it can also be supported
through the UDS 0x29 service based on the 1SO14229-1:2020 standard by supporting the

following two security concepts:

> BT EAIENTRBA PKIEBHRIITE,

The PKI certificate exchange process based on the use of asymmetric cryptography.

> BETARH PKHEBABR - NEF IR, FRATERGSHIRIESEDSXNREBELNIEX
HhnmEL,

BAeREEIR EEMP A 6|



g HMRHE 551 M

%E Dl M 3 B¢ Easy to know Easy to do
Based on a challenge-response process without PKI certificates, asymmetric encryption

algorithms with software authentication tokens or symmetric passwords are used.

SKIMET 0x29 REFHZMT RS KIIEBE R, TR, RESKIMNEFINEPin S5,
REDHEZEORE, BEILERFRRERNAIAESREIE.

Implement certificate transmission, signature, signature verification, etc. based on various
sub-services in the 0x29 service to authenticate and confirm the client's identity, ensure the
security of the diagnostic interface, and prevent the client from accessing sensitive data without

authorization.

/" Authentication

\ (29,) y
[ Authenticaction with PKI / Authentication with
\ Certificate Exchange ) \ Challenge - Response (ACR)
2 (APCE) / \_
( I . / //\ .
[ Asymmetric Cryptography \) [ Asymmetric Cryptography | l/ Symmetric Cryptography
\ \ /
o 7 /_/ \\\. / \\ 5 //
FHRF B -3
Sub-service Name Description
deAuthenticate It F AR SS AR RINEIRTS .
00 This sub-service effectively ends the

authentication state.
verifyCertificateUnidirectional  ItbF RS BEhE @ SMAERIETE.
01 This sub-service initiates a unidirectional
identity authentication process.

verifyCertificateBidirectional b F AR SS BEhE S4MAERIES 2.

02 This sub-service initiates a bidirectional
identity authentication process.
proofOfOwnership I F Bk %5 B T A B AU R &R S E 12
- M.

This sub-service is used to transmit proof
of ownership data to the diagnostic tool.

transmitCertificate e F RS BB IE BB EEE .

04 This sub-service is used for the
transmission of certificates or certificate
chains.

authenticationConfiguration b Ak3S A 87~ Server AriREA9IAIEED
B

08 This sub-service is used to display the
authentication configuration provided by
the Server.
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3.1 REFRECE SecureUpdate

ZERXIFH G ECU xR &L &2
0x31 fRE T HITEREE, JNEEFERE
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28 7ZC XUANWU CYBERSECURITY INTRODUCTION

SWIIRSC, SR EFR, KR IIFEHFE UDS
9%, 0 RSA FIEXRIMBZE L. SHA EXNHRINFE

&, MIRIEREEEX T FLASH XXH#THE BRI, IXWIERIBAESH

Xuanwu enables users to send single or multiple diagnostic messages to the ECU. For

security upgrades, Xuanwu supports configuration when creating a new UDS 0x31 service.

Users can choose signature algorithms, such as asymmetric encryption algorithms like RSA and

symmetric encryption algorithms like SHA, to verify the authenticity of the code by signing

FLASH files based on different algorithms

ET1E] [s]
42084967295
350.840930
350.846017
350.846525
350.856028
350.856765
350.866055
350.866530
350.876073
350.876803
350.886109
350.886748
350.896111
350.908268
350.908784
350.910185
350.911381
350.912184
351.016370
351.017312
351.017754
351.121932
351.623643
351.625314
351.627542
351.639257
351.640256
351.643058
351.644237
351.646367
351.650217
351.905783

LRI FF L F rsa /sig B8 XHFH T

HRAND]

00, 00, 01, 07,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 01,
00, 00, 06, 97,
00, 00, 06, 01,
00, 00, 06, 97,
00, 00, 06, 01,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 17,
00, 00, 06, 97,
00, 00, 06, 97,

Wk EElbyte]

mm A m A @mm A @mA®@m AR E AR A DA AD A @D A@ A @A @A A

48
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oow w5

&
3

.
] ~ow

wow

=

00, 00, 00, 00, 00, 00, 00, 00, 0O, 00, 00, 00, 00, 00, 00, 00, 57, 01, 00, 00, 0f
10,01,

50, 01, 00, 32, 00, C8,

10, 03,

50, 03, 00, 32, 00, C8,

85, 02, FF, FF, FF,

5,02,

28,01, 01,

68, 01

31,01, 02, 03,

71,01, 02,03,

10, 02,

7F, 10,78,

50, 02, 00, 32, 00, C8,

27,07,

67,07, 24, 6A, 00, 24,

27, 08, BD, E6, 68, 7E,

7F, 27,78,

67, 08,

2E, F1, 5A, 23, 01, 29, 04, 31, 32, 33, 34, 35, 30, 30, 30,
7F, 2E, 78,

6E, F1, 5A,

34, 00, 44, DO, 00, 80, 00, 00, 00, 01, E8,

74, 20, OF, E2,

36, 01, 01, 80, 00, 00, 31, 50, 45, 58, 00, 03, 01, 00, 1C, 80, 00, DO, 22, 80, (|
7F, 36, 78,

76,01,

3,

7,

31,01, 02,02, 30, 45, 02, 21, 00, E3, OC, 96, E2, 45, A7, 7F, 72, 49, 97, 21,
7F, 31,78,

o PERERIE | ) TRAFIER F ChERSNE @ S8us
BEERk BEFIEEEE
_SendAnyMessage 01_DefaultSession
_10_DiagnesticSessionCont... 01 DefaultSession
o GERESES s
R
FSERESNESEIR

SRS

_31_RoutineControl M

FLASHDRIVER.sig

BAeREEIR EEMP A

0 APP.hex
D APPsig
D
@ s 0_3X7-20241227_Addc
e -
[ _37_TransferExit E
[ _31_RoutineContral RSA-File PathiDAUser\lvy.LINTLYSSOT\XML\P0336842 AQ_3X7-20241227 AddC
[ _31_RoutineContral -
[ _11_ECUReset 01_HardReset
[ DelayTimer 01_DefaultSession

[ _10_DiagnesticSessionCont... 03 ExtendedSession

[ _28_CommunicationControl -

[l 85 ControlDTCSettina

R

8
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Xuanwu also supports manual selection of.rsa /.sig signed files for transmission and

verification:

le £aT Keracionng SOUTCE  INavigale PrOjECT KUN WINGOW  Meip

PIE N AW Ay iR -1

il [s] +AND] WE  EElbyel RS

204,967295 00, 00, 01, 07, T 48 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 57, 01, 00, 00, 00, 00,
988673 00, 00, 06, 17, T 2 10,01,

094964 00, 00, 06, 97, R [ 50, 01, 00, 32, 00, C8,

995530 00, 00, 06, 01, T 2 10, 03,

004983 00, 00, 06, 97, R 6 50, 03, 00, 32, 00, C8,

005721 00, 00, 06, 01, T 5 85, 02, FF, FF, FF,

015019 00, 00, 06, 97, R 2 Cs, 02

015502 00, 00, 06, 01, T 3 28,01, 01,

025021 00, 00, 06, 97, R 2 68, 01,

0257350 00, 00, 06, 17, T 4 31,01, 02 03,

035073 00, 00, 06, 97, R 4 71,01, 02, 03,

035572 00, 00, 06, 17, T 2 10, 02,

045083 00, 00, 06, 97, R 3 7F, 10,78,

057248 00, 00, 06, 97, R 6 50, 02, 00, 32, 00, C8,

057699 00, 00, 06, 17, T 2 27, 07,

059173 00, 00, 06, 97, R [ 67, 07, 24, 6A, 00, 24,

061664 00, 00, 06, 17, T 6 27, 08, BD, ES, 6B, 7E,

062163 00, 00, 06, 97, R 3 7F, 27,78,

1686513 00, 00, 06, 97, R 2 67, 08,

167365 00, 00, 06, 17, T 15 2E, F1, 5A, 23,01, 29, 04, 31, 32, 33, 34, 35, 30, 30, 30,
A67734 00, 00, 06, 97, R 3 7F, 2E, 78,

272083 00, 00, 06, 97, R 3 6E, F1, 5A,

772819 00, 00, 06, 17, T 1 34, 00, 44, DO, 00, 80, 00, 00, 00, 01, EB,
774294 00, 00, 06, 97, R 4 74, 20, OF, E2

3.2 & i2HECE SecureDiagnostic

PurEsnE O TEIENE © coRmiE ¢ ssee

BEER

_SendAnyMessage
_10_DiagnosticSessionCont...
_22 ReadDataByldentifier
_22 ReadDataByldentifier
_10.Di icSessionCont..

BETHmETLE
01 DefaultSession
01_DefaultSession

85 ControlDTCSetting

_31_RoutineControl

03

_28_CommunicationContral -

_10_Di i ionCont..
_27_SecurityhccessSeed
_27 SecurityhccessKey
_2E_WriteDataByldentifier
DelayTimer

_34 RequestDownload
_36 TransferData

_37 TransferExit
_¥1_RoutineControl
_31_RoutineControl
_34_RequestDownload
_36 TransferData

_37 TransferExit
_31_RoutineControl

OO0OOORNNENENRAEENRAEEO00EA

02 Prog

01_DefaultSession
01 DefaultSession

userDefine-File Path:™ & ol ol ol whhex
RSA-File Pathia"u ] [ "l ™ "l sig
path-File Path:" = sma = » = w = “hex

RSA-File Path:s Mmem i I'e bsig

$35 0x27 BR%, KRTME DIl B2, 878 DIl THSFEALINH key [, ZHEME
sk, 2A: AES-CBC/AES-CMAC &%k, RSA . HASH &3k

For the 0x27 service, Xuanwu can configure the DIl path and call the DIl to implement

multiple algorithms to calculate the key value. It supports multiple algorithms, such as: AES-
CBC/AES-CMAC algorithm, RSA algorithm, and HASH algorithm

B8] [5] #RAIND] g EElbyte] RE f LiFESTIE D TeoilE | sRESFs P asss
4204967205 00,00,01,07, T 48 00,00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 57, 01, 00, 00, 0 [ gz B

70.234079 00,00,06,17, T 2 10,01, Padding 170

70.241992 00,00,06,97, R 6 50, 01, 00, 32, 00, C8, Security Seed | DAUser " ol e oP " R
70.242721 00,00,06,01, T 2 10,03, Key Byte Len.. 16

70.252019 00,00,06,97, R 6 50, 03, 00, 32, 00, C8, CreDll Fle \confighereFiedl

70.252601 00,00,06,01, T 5 85, 02, FF, FF, FF,

70.262046 00,00,06,97, R 2 cs, 02,

70.262775 00,00,06,01, T 3 28,01, 01,

70.272049 00,00,06,97, R 2 68, 01,

70.272663 00,00,06,17, T 4 31,01,02, 03,

70.282092 00,00,06,97, R 4 71,01,02, 03,

70.282665 00,00,06,17, T 2 10,02,

70.292103 00,00,06,97, R 3 7€, 10, 78,

70.304276 00,00,06,97, R 6 50, 02, 00, 32, 00, C8,

70.304817 00,00,06,17, T 2 27,07,

70.306193 00,00,06,97, R 6 67,07, 24, 64, 00, 24,

70.426681 00,00,06,17, T 6 27,08, BD, £6, 68, TE,

70.427705 00,00,06,97, R 3 7F, 27,78,

70.531891 00,00,06,97, R 2 67, 08,

RS 0x29 ARSS, KR HF 29 IRFIEHZE,
AR5 SR T ECU M9 B @I AMES N @ IAIE

==
/D\Ffﬁ/?ﬁ

1l

B¥E, ERFLMINEE, T@id 2901/02 F

AR 29 03 RSN ECES B AT AMSAIER XM, BIoJSCEL Lk TheE.

fin 29 01/02 AR5 A EC & T 1% 3% 1 B 34,

For the 0x29 service, Xuanwu supports multiple functions such as certificate transmission,

signature verification, and signature for the 29 service. One-way or two-way authentication of

the ECU can be achieved through services like 29 01/02. The above function can be achieved

BAeREEIR EEMP A
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simply by configuring the certificate file to be passed when adding the 29 01/02 service and

configuring the private key certificate file used for signing when adding the 29 03 service.

&7 [s] RAID] b EZibye] mE * & e X G O®

908422586 00, 00,06, 17, 2 10,03, BEER BEFIRELEE REER ]
908423520 00, 00, 06, 97, 2 50,03, nos nCont.. 01_DefaultSession 10,03
900121216 00, 00,06, 17, ol " e e ] N 29,02,00

. 29
osees 000617 O o habicion T LA L R

940768501 00,00, 06, 17,

70 29,03, 00, 40, 6, D, 64, 8D, 54, 82, 12, 59, 54, 6E, AC, 04, 2F, BA, 9D, 8C, 61, 29, 5D, B7, C6, C6,.n
2 69,03,

]

o GiPHRSER x
b3
SN SIS

PHES

29 Authenttication v
NE

DAUserm_suiligaliy  m” n g e g, s o
WES

TRUE v BIE 8-~
IEWARTS -

FALSE ~
(29,0200 |
B

[es |
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