o _. LAY 2k
(Infineon & aann

HMALE CRYPTOLIBRARY I k%
TRAVEOT2G /=5 F
ZC.MUNIU CYBERSECURITY LIBRARY
PRODUCT MANUAL BASED ON

INFINEON TRAVEOT2G
HMMARFEMRE PR ERLEE

ZC.MuNiu Basic Software Platform Cybersecurity Library




Eannn HMEHE 551

0 M B 3% Easy to know Easy to do
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ZC.MUNIU CYBERSECURITY LIBRARY PRODUCT MANUAL

BASED ON INFINEON TRAVEOT2G

HMARFEMBRGFLEEELEE
ZC MuNiu Basic Software Platform Cybersecurity Library

1 FF%E 5= DEVELOPMENT BACKGROUND

BEAREBTFRANKERR FEWMEELMNEENVIMEEETASESEML. BFHM
BMMERRG, XERARMNSIANABEEGRK T IRANEN, ERNGHRTHHNT2H
. RENB FREFAIRENMENXNNEMENERN, EARGEEENNEZRE, FIE
B %4 (Cybersecurity) M1 31 88 Z £ (FunctionalSafety) —#, 2 s A AR E R IT R Ao = Hr Y

AR XX —Hkhk, IBT\#T\/E{JCQH,,\ (ISO) F 2021 FFHET ISO 21434 frAE, TIIENIE
BREMAMNA R 2RMIESIER. BETE (IEBEFERERAER) tRET 2024 F
THEEAES, #— */F?HMJCT/WEE,D ZEVHNORANE SLEInE, FEGRSEARE
ZEIERH AR IR EERA.

With the rapid development of automotive electronics technology, vehicles have
transformed from traditional mechanical devices into highly intelligent, electronic, and network
- connected complex systems. The introduction of these technologies has brought great
convenience to drivers, but at the same time, it has also presented new security challenges. The
electronic control systems of vehicles not only need to deal with the threat of functional failures
but also must guard against potential cyber - attacks. Therefore, just like Functional Safety,

Cybersecurity has become an essential key element in modern vehicle design.

To address this challenge, the International Organization for Standardization (ISO)
introduced the ISO 21434 standard in 2021, which specifically provides guidance and a
framework for the cybersecurity of road vehicles. With the official launch of the "Technical
Requirements for Vehicle - level Cybersecurity” standard in China in the second half of 2024, the
technical specifications and implementation standards in the field of automotive cybersecurity
have been further refined, marking the entry of the automotive safety field into an era of truly

strict supervision.
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composite structure CryptoLib
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2 F=EEMEA PRODUCT OVERVIEW

FMMBHLET I KR TRAVEO T2G AT A& BIAR A CryptoLibrary BLFEINZIELR(HSM)AY &l {4
(zHSM CORE), F#ZMINZWMiN4k CryptoStack (CSM. CRYIF. CRYPTO. KEYM) [X& HSM
CDD(zHSM COM. zHSM CRY)., A% CryptoLibrary B& 7% 2 NIST TR EFRZBE KR, 0 AES.
HASH. TDES. ECC #1 TRNG/PRNG %, #ﬂﬁ%ﬁui)&ﬁ#ﬁ%&#ﬁ?fv‘w‘qﬂﬁfé‘ﬁ;z“& BiE

E B &k SM2/3/4, Curve25519/X25519 %, R oy REMETE A0 Mm@,
STHIRERE R EBE Br. RERIBH SecOC %, CryptoStack 1 HSM CDD B& 7 % &

F#: AUTOSAR 4.4.0 E’JH&ZIK KON, B PUEA— D BEIRAE 22 0RE), 7E3E AUTOSAR IREE
B o

The MuNiu Cryptolibrary developed by ZC for Infineon TRAVEO T2G encompasses the
firmware of the encryption module (HSM) (zHSM CORE), the encryption protocol stack
CryptoStack (CSM, CRYIF, CRYPTO, KEYM) for the main core, along with HSM CDD (zHSM COM,
zHSM CRY).

The MuNiu Cryptolibrary not only complies with mainstream international cryptographic
algorithms of NIST, such as AES, HASH, TDES, ECC, and TRNG/PRNG. Based on ZC's software
algorithm library, it has extended a variety of other algorithms, including national cryptographic
algorithms like SM2/3/4, Curve25519/X25519, etc. Additionally, it can expand multiple functions
based on these algorithms, such as symmetric encryption and decryption, asymmetric signature

generation and verification, secure boot, secure flashing, and SecOC.

Besides meeting the version requirements of AUTOSAR 4.4.0, CryptoStack and HSM CDD

can also be integrated as a single complex driver in non - AUTOSAR environments.

M ETF TRAVEO T2G R L #9 K 4 Cryptolibrary, ZRH0 T M A 4 h0 2 0 I 1%
(CryptoStack) B3#%: Csm &Ik . Crylf iRk, Crypto #=2RF] KeyM &R, FHE T2G HSM
INZRRIKFNIEEL .

Based on the TRAVEO T2G, ZC provides the MuNiu Cryptolibrary and has added the ZC
MuNiu encryption protocol stack (CryptoStack), which includes the Csm module, Crylf module,
Crypto module, and KeyM module, enabling it to be adapted to the T2G HSM encryption module

driver.

> CsmiER: NTREE, AXRMEAFEEREASEEESHE
» Csm module: Located in the service layer, it is used to handle the configuration

management and scheduling of user information security tasks.
> Crylf {83 fIF ECU HZRE, AFELI Csm 5 Crypto iR BN L LBE
My emAEnI N E B e Page 3
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Crylf module: Situated in the ECU abstraction layer, its function is to achieve secure

communication between the Csm module and the Crypto module.

> Crypto 83k WEHHRE, ERAXI Host i 5 HSM AR a1 EaiR &4, 1hia4E %38
%, SKIINEEmRE

» Crypto module: Hardware abstraction layer, used to implement data transmission between
the Host end and HSM module, access related components, and perform encryption and
decryption operations

> KeyM #E3R: RAEESIERERE, AXRLUED. EBSREFHEZENZE

» KeyM module: Key management and certificate management, used to achieve interaction

between keys, certificates, and underlying storage

fimsz, K4 CryptoLibrary RoEMIEBRAFIEKE TRAVEO T2G =5, BEE5 EM,
T UREARNE AT BERFTHREENBTTLR, REFEADZANEEREE R,

In short, the MuNiu CryptoLibrary is flexibly applicable to Infineon TRAVEO T2G products. It
features high scalability, allowing for upgrade configuration and redevelopment according to
the requirements of different customer projects, ultimately meeting the diverse information

security needs of various customers.
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3 [y F%uiE APPLICATION FIELDS

A4 Cryptolibrary FEN A THEELZE T RKAOIEHIEE. KFuan’ﬁ%mﬁ%?Eﬁ z
MER: shhEEw s, FESEIEFIEE, ?céiﬂﬂ |22 AMS B I

The MuNiu CryptoLibrary is mainly applied to controllers with information security
requirements. This product is suitable for use in the automotive electronic and electrical
architecture, including power domain controllers, body domain controllers, safety domain

controllers, and infotainment domain controllers.
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Engine Transmrs-sru-n Gear selector Brake ECU Allwheel
ECU ECU lfwer (ABSESP ) Drive ECL
l | | | | | | i
I"‘Zﬁﬂg:_"t Airbag | Steering angle | Electric | 'E')'”;!'”ihct
) - ECU SEnsor Steering assist eadlig
ErmoAy immobilizer | Leveling control
| Multifunctional steering wheel I
CAM infotainment 1 LIM
Electrical Parking Steering
systemECU assistance column ECU
Radio | )
I CAN body/convenient
Radio | | |
Navigation
Trailer ECU Muttifunctional FTC
Phone ECL Inverter
Interface(Box2)
Climate: Driver's seat Door ECU Door ECU
Telematics | ECU stahunar'_.r driver Fr.pass.
| ' | CAN body/convenient
Booster
AMP | | - | .
TrTOTT TR | Duur(\gaq‘l:lwmﬂ} Duur(\;&jmﬂﬂ} |
VT
uner ol Leftrear Right rear
Auxiliary LIM
Heatini I l
Pas=zenger compartment I
| monitoring Sounter LB
/= Ao
REBFHIEN

AUTOMOTIVE ELECTRONIC AND ELECTRICAL ARCHITECTURE

BAA@BIEEARLE Cryptolibrary E£EIET TRAVEO T2G AUREHEEZEHEITTLH, TJRUHE
AUTOSAR trEER M ERRER R BT EENERE LTSI,

By integrating the MuNiu CryptoLibrary into the TRAVEO T2G - based automotive electronic
control units (ECUs), users can meet the information security functions required for automotive
ECUs as specified in the AUTOSAR standard.
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4 IfIREHEIR FUNCTIONAL DESCRIPTION

4.1 IN# LA Crypto Stack
sd CRYPTOSTACK /

g Csm Crylf Crypto !
User
! i T T are
! | |
| | |

Cms_<Servicex(]

! ] I
| | ] I
bl ] I
| i
| |
Crylf_sServicex() | |
L |
|
|
Crypto_<Servicex{) o
>
sendthe data address
tolcum
eturn the success
Return with result() inform ation and calculation
_______________________ resul
|
|
Return with result() |
_______________________ |
i
| |
Return with result() | |
77777777777777777777777 | |
| |
! i | i
| | |

CRYPTOSTACK T2 E

FLOWCHART OF CRYPTOSTACK

FMARG IR EER Csm. Crylf. Crypto. KeyM POMESRMIRL, Csm AEHIEITED
B Csmlob kLA A BN EELERH S EFINBRE AT KL AES-128, CMAC. HASH.
TRNG %, FERHEOHAPER. Cryif RRINEAZEERSE Csm EHRSEAHHRE
Crypto 23R, BiIME. BE. KE. NIFZE2IE, RPHKENZEERNNEE.
Crypto #EERSLI TRAVEOT2G F 5 HSM 15 B EIEN . KeyM ERLINZHSUEH
MEE, BF-NTHH ECU NESA. IERBITRE, & HSM R 2 AF#E HSM
FRIP X FINRE .

The ZC.MuNiu encryption protocol stack is mainly composed of four modules: Csm, Crylf,
Crypto, and KeyM. The Csm module meets users' requirements for encryption algorithms of
information - security software or hardware, such as AES - 128, CMAC, HASH, TRNG, etc., by

configuring CsmJob, and provides interfaces for users to call.

The Crylf module serves to connect the Csm module in the service layer with the Crypto
module in the hardware abstraction layer. It safeguards data integrity and confidentiality through

security functions like encryption, decryption, verification, and authentication.

The Crypto module enables the transmission of information and data between the main core
of TRAVEO T2G and the HSM module.

Brernasn N EEMEHaa Page 6
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The KeyM module manages keys and certificates. Its functions include parsing and verifying

the keys and certificates downloaded into the ECU, and connecting to the HSM module driver

to store the keys in the protected area of HSM.

4.2 K& CryptoLibrary MuNiu Cryptolibrary of ZC

421  BASEEMIRIT Static Architecture Design

4.1 CYT4BB 5 B L R HE 75421

FIGURE 4.1 STATIC ARCHITECTURE OF CYT4BB CYBERSECURITY LIBRARY SOFTWARE
422  ZH#5R Architecture Description

CYT4BB EELL ERMEMTENS 2 4. CM7 #% Service EIAAED, CMO &1
HRIKmg, HA:

» CMT7 #% Service BIEAEA
CM7 #A% CryptoStack, R4 HSM CDD 234>, H zHSM CRY B4 AES.
CHACHA. CMAC. CRC. DEBUGHANDLING. DES. TDES. ED25519. GETUID.
HMAC_SHA1/SHA2/SHA3. KDF. KEYLOAD. PRNG/TRNG. RSA. SHA EixiRif i
M. zHSM COM Atx[ElBEMEXEHED.,

> CMO & RERIK S
CMO ¥ B & & 1EHRIRE), Hd SHE/SHE+#&RHE & AUTOSAR_ScureHardwareExtension 3
AR E SRR, B3 SHE Key. Chipers. MAC. RNG SR, REMFhNERIESR LN L EIFr
o HSM LIB AFIM HSM R BE RIS RL, HPE S Ed25519. GETUID. KDF FH
BRI AR
The CYT4BB information security library software architecture mainly consists of two parts:

the CM7 core service layer call interface, and the CMO core module drivers. Among them:

AxeREsn i FER s Page 7



%f 2 MBS ZETE MM

0 Ak Tl B Easy to know Easy to do
» CM7 Core Service Layer Call Interface

The CM7 core does not contain CryptoStack, only the HSM CDD part, where zHSM CRY
includes: AES. CHACHA. CMAC. CRC. DEBUGHANDLING. DES. TDES. ED25519.
GETUID. HMAC_SHA1/SHA2/SHA3. KDF. KEYLOAD. PRNG/TRNG. RSA. SHA Wait for
the module to call the interface. ZHSM COM is a transmission interface related to inter
core communication.

» CMO core module drivers
The CMO core contains various module drivers, among which the SHE/SHE+module
includes AUTOSAR_ScureHardwareExtension document related requirement modules,
including SHE Key, Chipers, MAC, RNG and other modules. The hardware acceleration
module is shown in the above figure. HSM LIB is an integration of the HSM software
algorithm library, which includes modules such as Ed25519, GETUID, KDF implemented

using software algorithms

mAEREEN T E SRR ae Page 8
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4.2.3 Ba Bz EGRTE Start up and operation phase process

Hardware
|
T
|

sd Start-up and operation process /

alt Initial

Systeminit()

CryptoSystemEnable()

Release CM7 Core()

Systeminit()

Core Communication-IPC channel Enable()

CryptoService Enable REQ()

CryptoServiceEnable()

CryptoService Enable RSP()

alt Operation Process

Service Request()

ServiceProcess()

Service Response()

-< _____________________________

42 CYT4BB SR L EHR M LB EFRE
FIGURE 4.2 STARTUP PROCESS OF CYT4BB CYBERSECURITY LIBRARY SOFTWARE

HSM CDD &% Crypto EE R zHSM CRY 45£#1 HSM J&ifLAY zHSM COM #EHRFAF
Bk, SERNIMENBIR 1.
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The HSM CDD contains two sub - modules: the zHSM CRY module which is the call interface

of the Crypto layer, and the zHSM COM module for HSM communication. The functional

descriptions of each module are shown in Table 1.

1 BAHEIRTIRE 1 AR

Table 1 Functional Description of Software Modules

AR FEBRAA 1 ThEEE X
AUTOSAR Layer

Software Module Module Components Functional Definition

{£H7T HSM RERHY
TEFINRES, NFEAL
B iAS. AES-128

% (E4)
zHSM CORE

It utilizes the internal
hardware
accelerators of HSM,
such as the random
number generator,
AES - 128, etc. (as
shown in Figure 4).

(InzWix) zZHSM CORE N/A

(Encryption Kernel)

AL TEEE HSM IR
. 5 HSM ZH9i@
{f=IRE0. Crypto

zHSM CDD Interface &
% 1) zHSM CRY Microprocessor HSM
(E#) CDD
2) zHSM COM driver,
(Main Core) communication

driver with the HSM
core, Crypto
Interface, etc.

AREEREHEAM
JOB BIEM AR
SERVICE #, ATEERFS
LRIPTOSTALLK 1) CSM Interface functions
(£4%) 2) CRYIF ECU ABSTRACTION | (0. iser information
%) CRYPTO MICROCONTROLLER | Security key and JOB
(Main Core) KEYM ABSTRACTION management, which

are used for
configuration
information.
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R4 CryptoLibrary th¥ ¥ SHE #rAE, F4RAERY SHE 4HLE, Cryptolibrary 7ELI8E EH—LE

TR SRERGIEAEEXE TEMERXHINEK 2 M 3.

The MuNiu CryptoLibrary also supports the SHE standard. Compared with the standard SHE,
the CryptoLibrary has some functional expansions, including support for software or hardware

algorithms. The main functions and differences are shown in Tables 2 and 3.

% 2 K4 CryptolLibrary B9 EIhaE

Table 2 Main Functions of ZC.MuNiu CryptoLibrary

A% Cryptolibrary

Features SHE standard
MuNiu CryptolLibrary
ECB v v
v v
AES 128 CBC
I ora y y
AES 128 Cipher
Modes OFB v v
XTS v v
AES128-CMAC v v
GMAC / v
HEIAIERS
Message HMAC / v
Authentication Code
SM3-HMAC 4 v
SM4-CMAC 4 v
BB £ BY 2% fhBEHE
Random Number v v
G Pseudorandom
enerator
number

My emAEnI N E B e Page 11
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HREMEX y »
True Random Number
R BB EK
/ v
Hardware random
number
o -
REBR v y
Secure Boot
EZREZDE
e _ 10 >50
Non - Volatile Cryptographic Slot
o] 5 R 0E v v
Volatile Cryptographic Slot
X #F9 T UDS0x29 IAIE#4A
Support authentication keys that can be used / v
for UDS0x29.
L4227 UDS 0x29 TALE y ,
Security diagnostic UDS 0x29 authentication
RSA-OAEP 2048 / v
RSA-OAEP 3072 / v
- v
EXFRINE RSA-OAEP 4096 /
Asymmetric
Encryption RSA-PKCS 2048 / v
RSA-PKCS 3072 / v
RSA-PKCS 4096 / v

maendxn N EEMER e
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ECDSA-
v
SECP256r1
ED25519 v
ECDSA-SM2 v
3DES v
AES-GCM v
SM4-ECB v
xRN
%*. ) SM4-CBC v
symmetric encryption
AES-128 v
AES-192 v
AES-256 v
SHA2-256 v
SHA2-512 v
l]A N
dides _ SHA3-256 v
Hash algorithm
SHA3-512 v
SHA-1(SHA-160) v

maendxn N EEMER e
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MD5 v
ECDH v
ED25519 v
KDF v
ZHAhE
Key Negotiation
DH v
ECDH-SM2 v
RSA v
RSA Z$ALE R
RSA Key v
Generation
RSA & AT 14 ,
RSA Key Storage
ECC ZAERK
wiATEiE ECC Key v
Key Storage Generation
ECC H4ATFfiE y
ECC Key Storage
Custom
Externsion X% y
Custom Extension
Support
EHEE SM2 v
National
Cryptographic
SM3 v

Algorithm

maendxn N EEMER e
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SM4-ECB / v

SM4-CBC / v

% 3 K4 CryptoLibrary B SHE Th&E i BR

Table 3. Mu Niu CryptoLibrary's SHE Function Description

FEINE

Main Functions

FERE B

Explanation and lllustration

SHE X FR&ZAMMBEE
SHE Symmetric -
Key Encryption and

SRR AES-128, 33F ECB 0 CBC g X X #rn 2
Symmetric AES - 128, supporting symmetric encryption in ECB and CBC

encryption modes

Decryption

SHE CMAC 38 2iAIE
5

£ S5RE

SHE CMAC Message
Authentication Code
Generation and
Verification

HFRIC AES-128 JH BIAIER
Symmetric AES - 128 Message Authentication Code

SHE CMAC Z£3H 2
TANERS

£ S5RE
Generation and
Verification of SHE
CMAC Secure
Message

Authentication Code

T HRRE CMAC I, Ny AREFEBELeBEXHIENTEM
Supports secure CMAC verification, enabling applications to check the
integrity of security - related data.

SHE BAXXEZ AR H
SHE Plaintext Key
Loading

F7t& 128 AL EAZE] HSM 89 RAM, R R 2 il
Store a 128 - bit key into the RAM of HSM without involving security
protocols.

SHE HZ$ASH X G RAM Z A TR (INE N S 581E)

SHE Key Derivation Wrap (encrypt and authenticate) the key exported from the RAM.
SHE BETREMUA | FHAZLHIUE 128 M FHPFMEAE HSM FEEH K MFiEsR
BIAER Store the 128 - bit key in the non - volatile memory of HSM using a

SHE Key Loading

security protocol.
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Based on Security

Protocol

SHE BEHEUE 3 AES 4 U TABEHLEL M1 H TRNG 45}

SHE Random Generate pseudo - random numbers using AES, with the seed generated by
Number Generation | TRNG.

SHE &£ 33l YE N TR Fr B s HUABAY CMAC.

SHE Secure Boot Verify the CMAC of the application startup code.

SHE IR E =R FRREMNEAX HSM B iE D /i

SHE Debug Mode Enable access to the HSM debug interface using a security protocol.
SHE R7ZSIREX PREL SHE RZS

SHE Status Retrieval | Obtain the SHE status.

SHE @y < BUH

SHE Command

Cancellation

BUE S BIIEAEITRYRIE.

Cancel the currently executing operation.

BT CSMIREIRRAG 4N, E 0] UIEIE AUTOSAR #l#IFR & SHE $A1%

SHE iRk & Besides the CSM return code, SHE errors can also be reported through the
SHE Error Reporting | AUTOSAR mechanism.
SHE #BRf4LTE

. YASR HSM i & B (Bl B Tl e SCOBR M, 4R & $5i%
SHE Timeout _

. If the HSM response time exceeds the predefined limit, an error is reported.
Handling
IVENGEE S

Software update
support should be
provided (Cipher
MAC)

N ARANEF TR0 ] IUGE BB MAC Thse
HSM and MAC functions can also be used during the update process of the

application software.

T BEYLEK
Hardware Random

Numbers

XA PR BB

Supports the generation of true random numbers.

AES TNZY &
AES Encryption
Modes (OFB, CFB,
CTR, XTS,GCM)

RSN AES HE T
Supports additional AES modes.

Ry R

Key Expansion

XY REZSNIEHRMESR

Supports the expansion of more non - volatile keys.
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4.3 fic & T B Configuration Tools

W workspace - Cla sigr u5.1.0_02CYVMX0101010: - [=1
Fle Edit Navigate Project Model Form Editor Window Help

N
US BRBE Y - Hl-oro- Quick Access

[ Configuration Edtors = 8 [@easic iditor 3 " 0

et to Fiter, s Com P4 CamConfigSet bY Primitivelnfos [12] b 4% Com ECCGenKeyinfo » %% CamiobAlgarithms (1] b

ex Name CsmJobAlgorithmé amity Csm.obAigorithm SecondaryF amity
=11 =] CsmJobAigorithmd 5] CRYPTO_ALGOFAM_ECCNIST ] CRYPTO_ALGOFAM_SHA2_256

[ Basic Edita

CsmJobAlgorithm [EcucParamConfContainerDef] 1 vmx_chg

- BECsm JobHEERASHLIT #5S
Description

Definition
Status

HMMA S CRYPTOSTACK B & SR HE K
CONFIGURATION INTERFACE DIAGRAM OF ZC.MUNIU CRYPTOSTACK
AT HBEREFHABTBER, S AL Cryptolibrary 9% FEM, K& TRAVEO T2G 52
MY ZENMEROEEY, FELHET ARG Cryptolibrary HEEETE ., BEFAIUREARARE XK,
FEBECE TR E5ERL Safety Library B/ MERIVELE T 16, T4&REERBXH, BEMNEE
XS TREFRIE,

To meet the diverse project requirements of customers and enhance the scalability of the
MuNiu CryptoLibrary, Infineon TRAVEO T2G has implemented the configurability of each module
and developed a configuration tool for the MuNiu CryptoLibrary. Customers can, according to
their different needs, complete the configuration of each module of the Safety Library on the
configuration tool. The tool can generate configuration code files, which can then be integrated

into the project.
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5 BCEIME CONFIGURATION ENVIRONMENT

BCEIRER

CONFIGURATION ENVIRONMENT

Hardware (Chip) TRAVEO T2G
Compilers Supported IAR EW for Arm 9.30.1
Evaluation Hardware R7F702300 EABA-C

Lauterbach (TRACE32 2023/02)

Deb

ebugger Isystem (IC5700)
Configuration Tools Muniu_v5.0.5
Configuration Environment Win10 64bit

IAR EW for Arm 9.30.1 4Ri¥s5i%

T
IAR EW for Arm 9.30.1 Compiler
Options
-G
-dual_debug # Generation of DWARF debugging

information in the object file (in addition to the GHS .dbo
format) for use with 3rd party debuggers
-C99
-align4
--short_enum
--no_commons

IAR EW for Arm 9.30.1 4giFiEIN  --no_alternative_tokens

IAR EW for Arm 9.30.1 -asm3g

Compilation Options -preprocess_assembly_files
--preprocess_linker_directive_full
-nostartfiles
-globalcheck=normal
-globalcheck_qualifiers
--prototype_errors
-Wformat
-Wimplicit-int
-Wshadow
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-Witrigraphs
-Wundef
-reject_duplicates
-object_dir=objs
:sourceDir=.

--no_wrap_diagnostics

IAR EW for Arm 9.30.1 $&3E35% TR
IAR EW for Arm 9.30.1 Linking --preprocess_linker_directive_full
Options

maeHAsnI N E B Fam Page 19
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