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HMMALE SAFETYFRAME Es§= RH850/U2AX 7= -
ZC.MUNIU SAFETYFRAME PRODUCT MANUAL

BASED ON RH850/U2AX
HMMARG B/ LSRR E
ZC.MuNiu Basic Software Platform Functional Safety Library

1 IThgeMEix FUNCTIONAL OVERVIEW

RH850/U2Ax SafetyFrame AT #H B P SCILE T RENESAS RH850/U2Ax SEBMITNRER &
23K, SafetyFrame BAESY EM, TMREARMNE DA ZRETEENFTFR, REH
EEFINEREF K.

The RH850/U2Ax SafetyFrame is designed to assist customers in achieving functional safety
requirements based on the RENESAS RH850/U2Ax platform. The SafetyFrame is highly scalable
and can be configured and redeveloped according to different customer project requirements,

ultimately meeting the functional safety requirements of the customers.

RH850/U2Ax SafetyFrame AT 323 RH850/U2Ax &% Mk L& &l , B MCU RERE
B N FIRE 2 &AL H A RN THEE .

The RH850/U2Ax SafetyFrame is used to implement software safety mechanisms for the
RH850/U2Ax series, including fault testing of internal MCU modules and the driving functions of

hardware safety mechanisms.
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2 ¥ FB4niE APPLICATION FIELD

RH850/U2Ax SafetyFrame T I T A EER & FRF RV HIs:. Hla:
The RH850/U2Ax SafetyFrame can be applied to controllers that have functional safety level

requirements. For example:

> EIMEERG(BMS)
Battery Management System (BMS)
> e BERIEHER(ADAS)
Advanced Driver Assistance Systems (ADAS)
> EBER IR HI 23 (Gateway)
Smart Gateway Controller (Gateway)
> BRI E RS (Booster)
Intelligent Braking System (iBooster)
> ZF B EHI(ESC/Onebox)
Vehicle Stability Control (ESC/Onebox)
> HBENBh 1 E (EPS)
Electric Power Steering (EPS)
> EGEHER(BCM)
Body Control Module (BCM)
> K EERSZ(EMS)
Engine Management System (EMS)
> REBZERZN
Chassis Domain Control System Applications
> XEsflas

Regional Controllers

B4 Safety Frame SE5% ZIE T RH850/U2Ax AU &, TIIAF| 1ISO26262 ASIL-D HIERE
By integrating the Safety Frame into RH850/U2Ax-based controls, it is possible to meet the
1ISO26262 ASIL-D level requirements.
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3 BLEIRE CONFIGURATION ENVIRONMENT

B & 2A18 Configuration Environment

Hardware (Chip) RENESAS RH850/U2Ax
] GHS_For RH850 Compiler
Compilers Supported
v2020.1.5
_ FG2 RH850/U2Ax U2Ax_ C and
Evaluation Hardware U2AX 3
Debuader Lauterbach (Trace32 R.2024.02)
99 lsystem (IC5700)
MMAF BB TAVS.1.0
Configuration Tools ZC.Muniu Configuration Tool
V5.1.0

Configuration Environment Win10 64bit

4R1%881%E W Compiler Option

-Onone
-OB
-no_data_delete
-delete
-dual_debug
-ignore_debug_references
-object_dir=objs
-init_ram_at_startup
I {optgroup=GhsCommonOptions} -o
GreenHills RH850_SafetyFrame.elf
:postexec='gsrec -B -hex386 ./out/
RH850_SafetyFrame.elf -o
RH850_SafetyFrame.hex'
-full_debug_info

GreenHills 4R ¥ %

Compiler Options

-G
-gnu99
-cpu=rh850g4kh
-bsp generic
GreenHills %% 3% 1%
& -e _RESET
GreenHills Linker
Options
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4 FFA &= DEVELOPMENT BACKGROUND

BRI, AELMNBFHESEMEREES, WRFERFNLEMHRERBEXNS, BT H
BRENREMER, AEIRLEERUZINEN, REELE, KREELEEINE
BE L HIARAE 15026262, H A, 1SO 26262-5(2018) Clause 8 BT 2 NEE: Single-point
fault metric(2 SRR E £) Latent-fault metricCBEREERE 2). IRIBARA ASIL FREK,
BRiEEENERMEEERFERIEENFE.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T HIEFIERMCU, AT EFRMCU), R FESRSGT, EA SEooC(safety element out
of context)#fTIRITH%. MCU AT HEULIREIN 2 MNEEER, FEXWHENHZEA
#l. MZEWE e o BRI RE AR AFEER P, MCU B9 Safety Frame REEELI D ELE
B LR 2,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated

to software.

ASILB ASILC ASILD

Single-point fault metric 290 % 297 % 299 %

ASILB ASIL C ASILD
Latent-fault metric 260 % 280 % 290 %
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5 IfREHIR FUNCTIONAL DESCRIPTION

5.1 &%= Product Feature

N FRE

Application Layer Software

Iz Fl =R

Microcontroller

> AEAE RIRNERE] AUTOSAR H

Can be integrated as a complex driver into AUTOSAR.
> ATEMEIGE AUTOSAR B2, R IEERD

Can be integrated into non-AUTOSAR software architectures, with flexible adaptation.
> RN E KA

Supports multi-core testing and application.

> Safety Frame BB NIEFR LT
Safety Frame has internal program flow monitoring.
> ST RN JERUEEBEAREFANNBAHE
High scalability: Each module can be configured to meet the application requirements of

different customers.
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5.2 E{4%E44 Software Architecture

composite structure SAFETYFRAMERS B RH850U2A /

Application
— 1 BB

Test Manager Wdg Manager

e

“ InthgDN

Lbist Test Sram Test

Plausibility Test

Flash Test Port Test

Clock Test Interrupt Test

Wdt Test Voltage Test

Register Test Adc Test

2C standard Software 3rd Party Software

{3244 Software Architecture

SCHLAY T BEARER

Implemented functional modules:

R FAER iz
Module Sub-module Description
Lbist Test Logic BISTAIMemoryft & 45 467
Logic BIST and Memory configuration
and result detection
Sram Test Sram 3B M
Sram data detection
izt EE Flash Test Flash#g#E4&
Test Library Flash data detection
Port Test Portf&iR B &14E M
Port module startup detection
Clock Test A h & 3R AR A
Clock rationality module detection
Interrupt Test R T4
Interrupt detection

BasRasn N E BB e Page6



§T e AMBER ZHEM

A0 A 8 B Easy to know Easy to do
Register Test HFE N
Register detection
Wdt Test F 10
Watchdog detection
Voltage Test ERETYAg Ay ol
Voltage monitoring detection
Adc Test AdctRER 1
Adc module detection
Pms Driver B R I i L B IR 5f)
_ Power monitoring configuration driver
IR P . o R e Sl
Driver Ots Driver R E KA
. Temperature monitoring configuration
Library .
driver
Ecm Driver EcmiZ A B IK =)
Ecm module configuration driver
£9F Lib EzEﬁ?FTdJ\wi |
swlib E2E protection protocol library
. IR AIE MR E
Plausibility Test o e
Data plausibility verification library
Wdglf Eﬂﬁmﬂ&ml
Wdg IRzhE Watchdog driver interface
: SBCitx 7 3Rz
Wdg Driver SbcD
9 e SBC chip driver
IntWdg Drv WEBE 159K ) |
Internal watchdog driver
Wdg Wda Manager B EERR
Manager 9 g Watchdog management module
Test M E IR
Test Manager
Manager Test management module

7 £ A9 RH850/U2Ax Safety Application Note A1y Safety Mechanism:
Safety Mechanisms Satisfied in the RH850/U2Ax Safety Application Note:

T e 3o

Safety Mechanism Description

Lockstep function[SAN - Failure Control[SAN-U2Ax-0100-300-NoLink]
U2Ax-0100] Compare Unit Fault Injection [SAN-U2Ax-0100-401]
The lockstep function of Failure Control[SAN-U2Ax-0200-300-NoLink]
DTS[SAN-U2Ax-0200] Compare Unit Fault Injection [SAN-U2Ax-0200-401]

Memory Protection Unit Failure Control[SAN-U2Ax-0709-300-NoLink]
(MPU)[SAN-U2Ax-0301] SW self-test for MPU [SAN-U2Ax-0301-401]
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Processor Element Guard
(PEG) [SAN-U2Ax-0302]

Failure Control[SAN-U2Ax-0302-300-NoLink]

SW self-test for PEG [SAN-U2Ax-0302-401]

Cluster RAM Guard (CRG)
[SAN-U2Ax-0303]

Failure Control[SAN-U2Ax-0303-300-NoLink]

SW self-test for CRG [SAN-U2Ax-0303-401]

INTC2 Guard[SAN-U2Ax-
0304]

Failure Control[SAN-U2Ax-0304-300-NoLink]

SW self-test for INTC2 Guard [SAN-U2Ax-0304-401]

DTS Guard[SAN-U2AXx-
0305]

SW self-test for DTS Guard [SAN-U2Ax-0305-401]

sDMAC Guard[SAN-U2AXx-
0306]

Failure Control[SAN-U2Ax-0306-300-NoLink]

SW self-test for sSOMAC Guard [SAN-U2Ax-0306-401]

I-Bus Guard (IBG) [SAN-
U2Ax-0307]

Failure Control[SAN-U2Ax-0307-300-NoLink]

SW self-test for IBG [SAN-U2Ax-0307-401]

P-Bus Guard (PBG) [SAN-
U2Ax-0308]

Failure Control[SAN-U2Ax-0308-300-NoLink]

SW self-test for PBG [SAN-U2Ax-0308-401]

H-Bus Guard (HBG) [SAN-
U2Ax-0309]

Failure Control[SAN-U2Ax-0309-300-NoLink]

SW self-test for HBG [SAN-U2Ax-0309-401]

Time Protection
Timer[SAN-U2Ax-0400]

Failure Control[SAN-U2Ax-0400-300-NoLink]

SW self-diagnosis test for TPTM [SAN-U2Ax-0400-401]

Window Watchdog Timer
(WDTB) [SAN-U2Ax-0500]

Failure Control[SAN-U2Ax-0500-300-NoLink]

WDTBN SW Test procedure [SAN-U2Ax-0500-401]

WDTBA SW Test procedure [SAN-U2Ax-0500-402]

WDTBA SW Test procedure [SAN-U2Ax-0500-403]

Power-On BIST[SAN-
U2Ax-0601]

Overview[SAN-U2Ax-0601-100-NoLink]

Standby-Resume
BIST[SAN-U2Ax-0602]

Overview[SAN-U2Ax-0602-100-NoLink]

Code Flash ECC and
Address Parity[SAN-U2AXx-
0701]

Failure Control[SAN-U2Ax-0701-300]

Data Flash ECC[SAN-U2Ax-
0702]

Failure Control[SAN-U2Ax-0702-300]

ECC decoder test of Data Flash [SAN-U2Ax-0702-401]

Local RAM ECC and
Address Feedback[SAN-
U2Ax-0703]

Self-Diagnosis for ECC decoder [SAN-U2Ax-0703-403]

Self-Diagnosis for the address feedback [SAN-U2Ax-0703-
404]

Self-Diagnosis for ECC decoder [SAN-U2Ax-0704-403]
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Cluster RAM ECC and Self-Diagnosis of the ECC Decoder for Read-Modify-Write
Address Feedback[SAN- [SAN-U2Ax-0704-404]

U2Ax-0704] Self-Diagnosis for the address feedback [SAN-U2Ax-0704-
405]

Instruction Cache EDC and | Self-Diagnosis for EDC decoder [SAN-U2Ax-0705-401]

Address Feedback[SAN- Self-Diagnosis for the address feedback [SAN-U2Ax-0705-

U2Ax-0705] 402]

DTSRAM ECC and Address | Failure Control[SAN-U2Ax-0706-300]

Feedback[SAN-U2Ax-0706] | RAM failure mode classification SW procedure (data
fault/address fault) [SAN-U2Ax-0706-401]

Write Verify Test: [SAN-U2Ax-0706-402-NoLink]

Self-Diagnosis for ECC decoder [SAN-U2Ax-0706-403]

Self-Diagnosis for the address feedback [SAN-U2Ax-0706-

404]
sDMAC RAM ECC[SAN- Failure Control[SAN-U2Ax-0707-300-NoLink]
U2Ax-0707] Self-Diagnosis for ECC decoder of Descriptor RAM [SAN-

U2Ax-0707-401]

Self-Diagnosis for ECC decoder of Data RAM [SAN-U2Ax-

0707-402]
ECC for Peripheral Failure Control[SAN-U2Ax-0708-300-NoLink]
RAM[SAN-U2Ax-0708] Self-Diagnosis for ECC decoder of Peripheral RAM [SAN-
U2Ax-0708-401]
ECC protection on Failure Control[SAN-U2Ax-0709-300-NoLink]
Bus[SAN-U2Ax-0709] Error Injection for CPU data path (bus-master side) [SAN-

U2Ax-0709-401]

Error Injection for CPU data path (bus-slave side) [SAN-
U2Ax-0709-402]

Error Injection for Peripheral data path (including P-Bus/H-
Bus/I-Bus modules) [SAN-U2Ax-0709-403]

Error Injection for DTS, sDMAC and H-Bus masters data path
[SAN-U2Ax-0709-404]

Error Injection for sSDMAC Data RAM data path [SAN-U2Ax-
0709-405]

Error Injection for system bus data path (RMW: read
data/write data) [SAN-U2Ax-0709-406]

Error Injection for address path [SAN-U2Ax-0709-407]
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Data CRC Function K
(KCRC) [SAN-U2Ax-0800]

Failure Control[SAN-U2Ax-0800-300-NoLink]

Code Flash Memory Signature test [SAN-U2Ax-0800-401]

Data Flash Memory Signature test [SAN-U2Ax-0800-402]

Voltage Monitor[SAN-
U2Ax-0900]

Failure Control[SAN-U2Ax-0900-300-NoLink]

SW self-diagnosis test for Voltage Monitor [SAN-U2Ax-
0900-401]

Clock Monitor (CLMA)
[SAN-U2Ax-1000]

Failure Control[SAN-U2Ax-1000-300-NoLink]

CLMA SW Test procedure [SAN-U2Ax-1000-401]

CLMA SW Test procedure [SAN-U2Ax-1000-402]

Failure detection of I/O
ports[SAN-U2Ax-1100]

Failure Control[SAN-U2Ax-1100-300-NoLink]

SW test for I/0 port [SAN-U2Ax-1100-401]

End to End
Protection[SAN-U2Ax-
1200]

Failure detection of A/D
Converter (ADCJ) [SAN-
U2Ax-1300]

Failure Control[SAN-U2Ax-1300-300-NoLink]

A/D Conversion Circuit Diagnostic Function [SAN-U2Ax-
1300-401]

A/D Converter Self-Diagnosis Function [SAN-U2Ax-1300-
402]

A/D Pin Level Diagnostic Function [SAN-U2Ax-1300-403]

A/D Wiring-Break Detection Function [SAN-U2Ax-1300-404]

External Connection of AD input [SAN-U2Ax-1300-405]

Failure detection of
Interrupt Controller[SAN-
U2Ax-1500]

Failure Control[SAN-U2Ax-1500-300-NoLink]

Periodic check of configuration registers [SAN-U2Ax-1500-
401]

Error Control Module
(ECM) [SAN-U2Ax-1600]

Failure Control[SAN-U2Ax-1600-300-NoLink]

Error Injection for ECM [SAN-U2Ax-1600-401]

Procedure for Port safe state [SAN-U2Ax-1600-402-NoLink]

Write (incl. Erase) & Read
verify for Flash
Memory[SAN-U2Ax-1800]

Failure Control[SAN-U2Ax-1800-300-NoLink]

SW test for read and verify check [SAN-U2Ax-1800-401]

Security use case
assumptions[SAN-U2Ax-
S000]

Self-Diagnosis for ECC decoders [SAN-U2Ax-S000-404]

E AR L EIHIH BIST RRLIL.
Note: Safety mechanisms highlighted in color are implemented by the BIST module.
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5.3 EZE T A Configuration Tool

4 Hrdgate # =
Mol - r Lo

7
5

[Tee vy

W] Temrimes Ui Mg

AR, CROP, EMSANTETM TESTGROUS COUNT, EEnEe e IS, D,

EIMBRATHEEANARMERK, =S SafetyFrame A4 &1, RH850/U2Ax
SafetyFrame SEML T B MEIROJEEM, FFHKIT SafetyFrame WECETR. FAUREAR
EIFK, ARETR %Ay SafetyFrame S MERMECE TIE, JAEMEERBEXM. BENL
AVECE X E TR,

During the operation phase, to meet the varying project requirements of customers and
enhance the extensibility of SafetyFrame, the RH850/U2Ax SafetyFrame has implemented
configurable modules and has developed a configuration tool for SafetyFrame. Customers can
complete the configuration of various SafetyFrame modules according to different
requirements using the configuration tool, generate configuration code files, and integrate the

generated configuration files into the project.
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5.4 =17 EX Run Phase

MCU _L #,
(PowerOn)

i

MCUT &

(PowerDown)

> TLE1THEX PreRun Phase
LB R MCU IR &M ST, —RIELFTERTE OS Bahz {7,
This phase involves testing the safety mechanisms of the MCU, which is generally
conducted before the OS starts up.

» =17 EX Run Phase
LR EEESEITN#HTT, & OSBEiTH#HTT, EERD MCU % &L HI7E Ll B
TR
This phase takes place during task execution, while the OS is running, and some of the

MCU's safety mechanisms are tested during this phase.
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6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

mREE

Requirement
Collection
BRUYERRI
Software
Requirement

Analysis

A% 1T
Software
Architecture

Design
AR
BoTi&it
Detailed

Software Design
and Unit Design

BT
Software Unit
Testing

Ly QL kY
iz,
Software

Integration and

Baengen )R E R Fan

XA

Document Description

RS

Customer's requirement document

BRD TG H

Requirement analysis specification
RH-FRIBIRR

Software requirement traceability matrix
& s @aEaR

Customer issue communication form

B R AR

Software architecture manual

B R EIBER R

Software architecture traceability matrix
BAFRER TR ARIR 115 A

Software module detailed design manual
BT RKIT

Configuration tool design

B FAIRITEERR

Software detailed design traceability matrix
Safety Frame T2}

Safety Frame project review

QAC Mk &

QAC analysis report

Tessy MIRXIR &

Tessy test report

BB T I R

Software unit verification strategy
LRI

Integration strategy

ST pdf

Integration manual (PDF)
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Integration

Testing

BN
Software
Qualification
Testing

&l

Release
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S AL SR

Integration test strategy

SRR &

Integration test report

TR TIRE

Resource analysis report

A4 Safety Frame Bt B T B S
Muniu.Safety Frame configuration tool user
guide

A4 Safety Frame B2 & T B4 AL B B 12 X4y
Muniu.Safety Frame configuration tool software
configuration management document

B RS

Software test report

B SR

Software test strategy

R XA

Release documentation
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7 IhREZ 4 FUNCTIONAL SAFETY

7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate

Tily

S SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 11

ZERTIFIKAT N, SEITE(N}

LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Lid. a |<_' ®

Building C, 888 Huanhu West 2nd Road,

Pudong New Area, a F " M ﬁil &

Shanghai, |
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR-1D GENEHMIGTES PRUFZEICHEN ZERTIFIKATSBERICHT NR.
— T

T4A8-AUO1 | T4A80002 |

BSIDCOMPUART Y| o0 ntegral partol this peiifiate. LT

Funwanal Safety !

S A AR e

Certified product(s) SafetyFrame
Zerlffizierte(s) Produki(e) Version 2.1.0

Tested according te  1SO 26262-2:2018
Gepruttnacn ISO 26262-6:2018
1SO 26262-8:2018
1ISO 26262-9:2018

'\ \\ ' Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is "accepted” according to
| Teshaissne Daten und Parametsr — ahove mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

\Thg cemhca(e i hased on voluntary tests. The compliance of the cerlified product against the requiremenis of above listed funclional safety
standards was evaluated. Any changes io the design. componants or processing may require repatitian of some parls of the certificalion to retain
meceruncahnn All-applicable reguirements of the testing and certification regulations of SGS-TUV Saar GmbH have to be complied, see www.5gs-
nd W, SOS-IUV-SAr.com/ate-muc

Cert catmn Body
for Funcﬂun ‘Safety & Munich, Feb 22, 2023
w, Cyber Securlfy .
SGS-TUV Saar GmbH

Zen‘rﬁzmmngssleﬁe ﬂJr F wrﬂ«mr cherheit &
Cyhar Sicherhel

\\\\

N

Gudrun Neumann

SGE-TUV Saar GmbH, Hofmannstr. 50,
B1279 Miinchen. Detirschland | Germiany

meence Lu

WX
SGS Certification k\\
Database

SAUN-S D1 (oM

1SO26262 ASIL D CERTIFICATE
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A4

ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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PSHSIINTS
M e

T ikihe
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EA an WE
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ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE
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To Be the Global Leading Automotive Basic Software chpqny




	1 功能概述FunctionAL Overview
	2 应用领域Application Field
	3 配置环境configuration environment
	4 开发背景 Development Background
	5 功能描述Functional Description
	5.1 产品特点Product Feature
	5.2 软件架构 Software Architecture
	5.3 配置工具Configuration Tool
	5.4 运行阶段Run Phase

	6 过程文档Process Documentation
	7 功能安全Functional Safety
	7.1 功能安全评估报告Functional Safety Assessment Report
	7.2 功能安全证书Functional Safety Certificate

	8 证书Certificate

