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1 #ER OVERVIEW

MTU (Memory Test Unit) EHIFIEERE R STFERONIK . MnhmEIETE e
BEIEE. ZF S THEA SRAM AREEE — L FBH, A SRAM ZHF#EH (SSH) . SSH
e—MEMR, TEHABFESFNERENUMYE RERNEBR (MBIST) . &4 SSH ik
RE—MG—NEOREHESEME. BLZ XN SSH 6, /MLfEH— 32
REAEBRTF. AurixPlus FEEFAFMIXET (Memory Test Unit, MTU) =#IEET &F1F
e fi O SR EC B FI42 61X LR E) A R 77 1= il ==

MTU (Memory Test Unit) controls and monitors the testing, initialization, and data integrity
check functions of various memories in the device. Each SRAM in the platform has some digital
logic around it called SRAM Supporting Hardware (SSH). SSH is a hardware block that controls
error detection and correction of internal memory, in-memory self-test (MBIST). Each SSH block
provides a unified interface to control its various functions. There are multiple such SSH instances,
each of which controls one or more different internal memory. The Memory Test Unit (MTU) in
the AurixPlus platform provides a register interface to configure and control these different

memory controllers.

2 MTU RZHE SYSTEM VIEW

REPAERM IP #2 (0 CPU. LMU. CAN %) RIPIEFT—IHEZA SRAM, 4
SRAM BE#HBEBECH SSH &k, FECHEFHFH (SRAM X HiEM (SSH) Fizas) M
MBIST 248, &4~ SSH iﬁ;ﬁ_‘ REREE O BIERES MTU, MTU K5 %#£EF SPB 24, FAS)D
SSH H9Z 1788 o] DURITIX 4 SPB £ Mij5/a]. 4 SPB i[a)#lM MTU AR A (FRE) Z

(3LM) HERZHY SSH.

Different IP modules in the system (such as CPU, LMU, CAN, etc.) may have one or more
Srams inside. Each SRAM has its own SSH module around it, with its own registers (SRAM
supports hardware (SSH) registers) and MBIST logic. Each SSH is connected to the MTU
separately through an internal interface. The MTU itself is connected to the SPB bus, and each
SSH register can be accessed through this SPB interface. Each SPB access is internally forwarded
(and returned) by the MTU to (and from) the corresponding SSH.
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Figure 154 System View: MTU, SSHs and SRAMs in IPs

3 MTU IRE4F M FUNCTIONAL FEATURES

TIRHBIRER SSH LBIMg—ED.
- MTU et — Mg — T Tt 0 AT EHE R8P SSH SLBIAYREFITNEE.
- RGP G SRAM (BT ELE A9 KB 5] DUl Id MTU =11,
2 HERIE 1L
- RGHEA SRAM HEFEBIL MTU #HITREGRIIHRL
— Security-Sensitive FF& 88 TT IX B a9 iRk, BLLBIE MTU BEHRE S .
3N FEIRY IEME N
- RGP E SRAM MR FHIRA EFQ N ERFE BIE MTUBCE .
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— BT IEFIARTT Y IE AR IR o

— Mt EEIRAE
4SMU 458 51

— 3k B SRAM/SSH B9 3 NE4 (CE alarm, UCE alarm and ME alarm) #%31%%] MTU,
SRIFHE MTU 3 % 5 SMU,

1. Provide a unified interface to the internal SSH instance.

- MTU provides a unified register interface to control the operations and functions of each

internal SSH instance.

- Various configurable test types for each SRAM in the system can be controlled via MTU.
2. Data initialization

- Each SRAM block in the system can be hardware initialized using MTU.

- Security-Sensitive storage can be automatically initialized to prevent data from being
read out through the MTU.

3. Memory error correction and detection

- Memory error correction and detection of each SRAM in the system can be configured
by MTU.

- Correctable and uncorrectable error detection.
- Address error detection.
4. SMU warning notification

- Three alarms (CE alarm, UCE alarm and ME alarm) from SRAM/SSH are sent to MTU and
then forwarded to SMU by MTU.
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4  THEEHHIA FUNCTIONAL DESCRIPTION

4.1 SSH {#8E(Enabling the SRAM Support Hardware)

AurixPlus ¥ & FREY &> SSH #£ MTU_MEMTESTx (x=0-2)FfFs F#A — M5 ZHXH A
i, 7£ AurixPlus & SKILAY SSH /B ARLAY MEMTESTI (i=0-2)Ff7a7. A % SSH B,
4> SSH WEEHFFax 7 5B (MTUMEMTESTMEMx_EN = 1), E—HBISNZF 7
MCi_ECCS (i=0-95), MCIi_ECCD (i=0-95)#1 MCi_ETRRx (i=0-95;x=0-4), MCi_ERRINFOx (i=0-
95:x=0-4), MCIi_ALMSRCS (i=0-95)#1 MCi_FAULTSTS (i=0-95)(f& &> SSH 2617, ©N#EE
I RHERER ST AR TF R Z RIZ TR 1518 ECC #HE, BIXEREMNFHF=(HE. ECCS. ECCD.
ETRRx. ERRINFOx. ALMSRCS #1 FAULTSTS)T] PURE, ME—MIEIIR &= MTU B $@d
MTU_CLC Zf7=3faE. RBEBIT MEMTEST Ff7=81F4E SSH B, 7 8E1A10] SSH MPTE HfthF
788, BN MTU 3R [E SPB $41R . X+ FH L SSH, @i MEMTEST F7e8 2 A=A SSH o]
RERSRBEEESBENHBTTAFHENVRL. XPENVIRLTEFTELT NN EH
kT, TEULEAE, REEIARE) SSH HERREEARIFAIBEATERASSH NS Fw), FTE
NI 1T B EI ¥R R SSH MV F 72 AR E-S B SPB B4R, IR, B MTU A4
H SSH FfFarzml, 2B CCU FirsBHEa SRAM MERMNN#HEA. K7 XN
CCU Wi E 25, AFEBARRISN(BIM, /8 CLC FiF=8)K1510 SSH FfF=:-

Each SSH in the AurixPlus platform has an enabled bit associated with it in the
MTU_MEMTESTx (x=0-2) register. SSH enabled MEMTESTI (i=0-2) register implemented in the
AurixPlus platform. Each SSH's control register is accessible only when SSH is enabled
(MTU_MEMTEST.MEMx_EN = 1). The only exceptions are the registers MCi_ECCS (i=0-95),
MCi_ECCD (i=0-95), and MCIi_ETRRx (i=0-95; x=0-4), MCi_ERRINFOx (i=0-95; x=0-4),
MCIi_ALMSRCS (i=0-95), and MCi_FAULTSTS (i=0-95)(in each SSH instance), which at any time
allow easy run-time access to ECC features, namely these specific registers (i.e. ECCS, ECCD,
ETRRx, ERRINFOx, ALMSRCS, and FAULTSTS) can read and write only if the MTU clock is enabled
through the MTU_CLC register. All other registers of SSH can be accessed only if SSH is enabled
through the MEMTEST register, otherwise MTU will return an SPB error. For some SSHS, enabling
or disabling SSH through the MEMTEST register may cause all or part of memory to be
automatically initialized, depending on the configuration. This automatic initialization can take
hundreds of clock cycles to complete. During this period, SSH registers cannot be accessed (even
registers that are not normally required to enable SSH), and any register access to running auto-
initialized SSH will result in an SPB bus error. Note that the clock input of the module containing
the SRAM must be enabled through the CCU register before any SSH register can be accessed
through the MTU. Apart from this CCU clock configuration, there is no need to enable the

module clock (for example, using the CLC register) to access the SSH register.
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Note:

1. HEM SSH B, MAGFMINEFEENATH. S—1MRFEASNINN, AN

BEIEXHZ A FFROThRe M iAa)(Blan, ZEMIX CPU MAMKTERT, CPU RIZ4F= Rk
& BMNEMAFRT).

When SSH is enabled, memory access is temporarily unavailable. When a memory is
being tested, the software should block functional access to that memory (for example,
when testing the CPU's local memory, the CPU should be idle, or executing from other
memory).

IEHLIT SSH #R (140 MBIST ,mlht)%* MTU ME & 5N A FHIARERTE SSH R 1R8]
HETRENBINR), ZEA SSH i, 88N ENERNEETRSSEE
SMTA. BRHERIUER, = mﬁﬁ SSH Y, BUNAREFEE. RREE. §HK%XE.
MR N TEFEHASEME., flN, BREVNTESSBEERREEMNEZHIES
318) SRAM, Ty SSH 3532 B AR(E L IhEE ARl R EAN), XN HRLIR TR MG
KBS o

Properly performing an SSH operation (e.g. a MBIST test) requires that both the MTU
and the module containing the memory under test are operable during an SSH operation
(e.g. a test). When SSH is enabled, the reset of the module containing the memory under
test can cause unexpected behavior. Software must be aware that when SSH is enabled,
events such as application resets, module resets, alternate entries, clock frequency
changes, etc. are not triggered. For example, a module reset may cause the module to
try to access SRAM normally after the reset while SSH is still enabled (and therefore
functional access is disabled), such a scenario must be avoided with software.

LARRE IR, AR MTU M SSH Z B AR5 EA#T(FIa0 SSH FHEaEasE), BiF
¥R, FEJLANBHARZEAE SPB Ehtk B4R, RBETEN, RAEEH
TIIRS T REEEIR, RERNBEARSZEZMW.

When the module is reset, if the communication between MTU and SSH is in progress
(such as SSH register read or write), the communication is aborted and a bus error is
triggered immediately on the SPB within a few cycles without any timeouts. Only ongoing
reads and writes may be disrupted, and future communications will not be affected.
MR8 T T SSH FEs(Blm, £— SSH XBIPAFENFTHFH, H— P AF
FEHY SSH Lhl), XKSESPB LAY B TRIR.

If an invalid SSH register is accessed (for example, a register that does not exist in an SSH

instance, or an SSH instance that does not exist), this will result in a bus error on the SPB.
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4.2 Security-Sensitive TZfif2% 1 B sh #1381k (Security-Sensitive Memories and

Autolnitialization)

IFF TCIXX 5, MTHRTFET Security-Sensitive HTF.

For the TC3XX platform, the following memory is considered Security-Sensitive memory.

1. CPUx_DMEM(x = 0 - 5) — (X N 1FZMIZE 728> )& T Security-Sensitive A F
CPUx_DMEM(x = 0 - 5) - Only the cache part of the memory is considered security

sensitive.

. CPUx_DTAG(x =0 - 5)

3. CPUX_PMEM(x = 0 - 5) — (R IR EF &7 B T Security-Sensitive A%
CPUx_PMEM(x = 5) - Only the cache part of the memory is considered security
sensitive.

4. CPUx_PTAG(x = 0 - 5)

XtF X E Security-Sensitive 77, MTU AZIBELE@IE SSH X EEXLERTF., WNTLENA
REFF, Security-Sensitive RFE B BN MR UEBRIAERNET. XZ2H DMU 11
PROCONRAM ZH 77284509

For the Security-Sensitive memory, the MTU must prevent the memory from being read or
written over SSH. For secure applications, Security-Sensitive memory can be automatically
initialized to erase existing content. This is controlled by the PROCONRAM register in the DMU.

1R PROCONRAM.RAMIN = 00, 01 s 10, N/EABzIAFREMIEL. PROCONRAM
REVRCERERLEMME, TEHAEMME, HEREHMEA. AXEERLF, REXN
N H MTU_MEMTEST, th<fit & Security-Sensitive WEMN B s #8644 . MEMx_EN =
MTU_MEMMAP #%E2 (BI, MRAGFHREERWEN, WAHKZE SSH HERZEH) .
MEMSTATi  (i=0-2) FFsfIFRx MEMTEST RSMBEREME T NTF x NENEIEIHR
€. MEMx_EN = MTU_MEMMAP FI#I5 L FFFIERFEM. R MEMSTAT F 7=z
MEMx_ AU AR E, XEKREZRNEFENBESFELNEHITH., B3 Auto-initialization 5,
SSH 7 BA, 7E/B5 Auto-initialization ], SSH A &2, AT @IS BIEXMIKE
FEENVIIRMLTT AL

If PROCONRAM.RAMIN = 00, 01 or 10 then automatic memory content initialization is
enabled. PROCONRAM. configures whether the initialization is triggered by cold resets, warm
resets or both.In these modes, an automatic initialization of security-sensitive memories is also
triggered whenever the corresponding MTU_MEMTEST.MEMx_EN or MTU_MEMMAP is changed
(i.e. The corresponding SSH is enabled or disabled or if memory map mode is changed). The
MEMSTATI (i=0-2) register bits indicate whether an automatic data initialization of Memory x
has been triggered by a change of state of MEMTEST.MEMx_EN or MTU_MEMMAP and the
initialization sequence has not yet completed. If a MEMx_AIU bit in a MEMSTAT register is set,
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this means that Autoinitialization for that memory is still underway. The SSH is enabled only after,
and disabled before the Auto-initialization starts. The software can wait for the Auto-initialization

to be completed by polling this bit.

AR PROCONRAM.RAMIN=11, WEANFBENIHBNL RAM RE, 5 SSH &Rk B s E
A MTU_MEMTEST B, FEsI#IHML RAM A& . MEMx_EN 8 MTU_MEMMAP FHFasfil, X
AN AEFEMASSH (Fl, BFHRIRIAN, SIRENSETNRENR)  mASHRRR

If PROCONRAM.RAMIN=11 then no automatic initialization of RAM content is performed on
a reset and no automatic initialization of RAM content is performed when SSH modules are
enabled or disabled with MTU_MEMTEST.MEMx_EN or MTU_MEMMAP register bits. This permits
the use of the SSH by an application (E.g. for error injection, data modification or runtime

memory testing) without unwanted corruption of memory content.

4.3 SSH #{£(SRAM Support Hardware (SSH) Operation)
4.3.1 BTEM BEN(STARTING A MEMORY TEST SEQUENCE)

BIrAFENENBEIRBEEANK SSH Ff7%F MCONTROLSTART fikEz). £/EH
MCONTROL.START iz B, FEIEHAE K EZ F8F MCi_CONFIGO (i=0-95), MCi_CONFIG1
(i=0-95),

Each memory test is started by writing the corresponding SSH register MCONTROL.START
bit. Before enabling the MCONTROL.START bit, the configuration registers MCi_CONFIGO (i=0-
95) and MCi_CONFIG1 (i=0-95) need to be configured correctly.

1. CONFIGO.ACCSTYPE #EEREHBIABTMNE N E—HIt FHITAARIEE (read/write) .
CONFIGO.ACCSTYPE specifies the type of access (read/write) that will be performed on each
single address of the current content.

2. CONFIGO.NUMACCS #5E H BT A+ B #8975 [8) S48
CONFIGO.NUMACCS Specifies the total number of accesses to a single address in the current
content.

3. CONFIG1.ACCSPAT 5 E 15811 =,

CONFIG1.ACCSPAT Specifies the access mode.

4. CONFIG1AG_MOD #§%E SSH EFE 2T U F X
CONFIG1.AG_MOD specifies that SSH uses a complex addressing scheme.

5. CONFIGLAG_MOD #5EEEM X AL LINIX . SEMALTEIMIXES, MSTATUSFAIL ERE
Y, ULATE %€M ECCD, ETRR, ERRINFO FF88 2 B EMIHT B PN E T IR
CONFIG1.AG_MOD specifies that the configuration test is noninvasive. When using
noninvasive tests, MSTATUS.FAIL is not fixed, and the software must check whether the ECCD,
ETRR, and ERRINFO registers detect any errors during the test.

maeRsn N E B o Page 7
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RN SER B MSTATUS.DONE=1#x1R . 1R MK KM, N MSTATUSFAIL N EH B .
Note: NS+ BT jEdEfE LN, A MSTATUS.DONE A& E 1,
Memory test completion is identified by MSTATUS.DONE=1. If the test fails, the
MSTATUS.FAIL bit is raised. Note: If the test sequence stops testing due to an intermediate fault,
MSTATUS.DONE will not be set to 1.

4.3.2 R EM 52 5% & B (MEMORY TEST DONE INTERRUPT)

MTU A #fgsdas (IR) RE—1 T, RER=AEEESITHNKEZRTHK. 1%
ESREMNES. HXEM SRAM BN FFEE, ZESEANKRBEFE, EﬁﬁﬁlEEl_ﬁE’\];ﬂ'Jlfc
TAE, XMESERES, FEXA EFAARA T,

The MTU provides an interrupt to the interrupt router (IR). The interrupt signifies the
completion of all running tests. The reset value of this signal is high. When a test on any SRAM
Is started, this signal goes to low. On completion of all on-going tests, this signal again goes

high, and this rising edge triggers the interrupt.
4.3.3 FREUEM R 72K 45 R (GETTING DETAILED MEMORY TEST RESULTS)

MSTATUS.FAIL 1 MSTATUS.DONE (9] [i&i¥ MEMDONE:I (i=0-2) &8 MTU K 5%
B) AR 7 M@ S/ N R MR (5 B AR e RS .

The MSTATUS.FAIL and MSTATUS.DONE (can be polled from the MTU itself via
MEMDONEI (i=0-2) register) bits provide a general pass/fail information and test completion

status.

AR MCONTROLFAILDMP = ‘1", MXAELXMEEL, SHEESXMATER.
MSTATUS.FDA BT KM% 7. {E{a% 7152 R 87 RDBFL #1 ETRR(0)&18. RDBFL & KK
fIBREY, ETRR B4 KMibiL,

If MCONTROL.FAILDMP = ‘1’, the test stops after a failure and the fail information is
immediately available for dump. MSTATUS.FDA (fail dump available) is set in this case. Any dump
information has to be polled from registers RDBFL and ETRR(0). RDBFL contains the fail bit map
and ETRR the failed address.

B HL MSTATUS #1 RDBFL(n-1)&F fF#%, X MSTATUSFDA = '1'HK, B8
MSTATUS.FDA 5f 0, MCONTROL.RESUME JE£& B SR E HRTNIR F51.

Reading MSTATUS and the RDBFL(n-1) registers with MSTATUS.FDA = ‘1" will reset
MSTATUS.FDA back to ‘0. A consequent setting of MCONTROL.RESUME will resume the

interrupted test sequence.

SEEF R U A TY ARSI NRNFEEETESN, NEREDTTEBNAF.
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The RANGE register can be used to run consecutive tests on constantly shifted memory

ranges so that in the end the complete memory has been analyzed.

RN HA B R BRIEN o

Error Injection During Memory Tests.

® IEHIAMNIE: Bid ECCMAP RIE— AR ECC 19 Word k7= & #HiEFHIR .
For a non-destructive test, an error in the data can be introduced by programming a word

with wrong ecc before the test, via the ECCMAP bits.

® IR 18Id RANGEINJERRAISE F Nt f&, RANGE.INJERR=1 F1 RANGE.RAEN=1RT,
4%RANGE.ADDR$££1M—/I\;c‘arasreAWﬁ%m;ﬁ%, LR B R LR UL TS
o AMIXZH, ABRHE-—NMRENE (£HRDBFLEFaEMHENSRAMEIA[E) |
J&1# FARANGE.INJERR&&RANGE.RAEN =13 F 771z
Durlng a destructive march test, it is possible to inject data errors via the RANGE.INJERR bit.
When this bit is set (and RANGE.RAEN = 1), then the RANGE.ADDR field is taken as a pointer
to a physical SRAM location, to which write accesses during the test are not executed.
Software can then write a particular value (i.e. using single SRAM write access using the
RDBFL register) before a march test, and then run the test with RANGE.INJERR and RAEN =
1.

® *)‘(?E%alae
MXEEHUNETT, RANGEADDRISE IR HITE AR, SENREER SEK
BEALRSBON R K.
The test then runs over the full memory, and on the address corresponding to
RANGE.ADDR, writes are not executed. This results in mismatch of the expected data

during the test, resulting in a FAIL.

2. &)\%mae . FTEEEEMIZHT MBI ERER NI, Alarmee Bkt Ak, 7EIEBER N
HAE), & r ETRR/ERRINFO A ER 1 $E1R o
With errors injected, all normal diagnostics and notifications can be tested- that is,
alarms are triggered, errors are tracked in the ETRR/ERRINFO during a non-destructive

test.
3. MR, FAILAIRETBHE BRI, MFAILDUMP = 1B, BEH%3K1E fail bitmapEIRFDAS
WEN,

And during a march test, FAIL bit is set, and when FAILDUMP = 1, the fail bitmap is
obtained and FDA s set.

4. fail bitmap;2 & # A9 (FUHA LR T )XOR(EFREIEHER) .
The fail bitmap is simply (Expected data pattern) XOR (Actual data pattern).
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® iR B EEMFSFLEAIRE AL, ENREEMAMIIEIR, 3R, XBitkk

BEM AR, FFE AN KA E, SEETRR/ERRINFORMIE FHRIE

o

Address errors are triggered during the test by simply setting SFLE bit to 1. Note that this

will trigger an address error from each address, and during a non-destructive test, result in

the ETRR/ERRINFO getting filled with address errors.

4.3.4 AEXHRBIEFR R F(FILLING A MEMORY WITH DEFINED CONTENTS)

SSH IMAEXHEARENIBIAFAZENAFHTER . HIWUER
MCONTROLDINIT iz, BMEE—X5ipE, BEAETEBNRFEIERE. it SR
MCONTROL.SRAM_CLR=0,

The SSH can be used to fill a memory range or a complete memory with a defined pattern
very fast, i.e. one write access per cycle with the full memory data width, using the
MCONTROL.DINIT bit. For this, it has to be ensured that MCONTROL.SRAM_CLR = 0.

B, 7ERE MCONTROLDINIT Z 8], HMHAFERRFTHAMENIEST RDBFL FH7s (B
1557 MCi_RDBFLy (i=0-95)y=0-66)) . ZEIERT, FRFIZREFHNMN ECCH,

Before setting the MCONTROL.DINIT, the software should first fill the RDBFL register with
the desired bit pattern (please refer to the MCi_RDBFLy (i=0-95;y=0-66)). It is not mandatory to
have a valid ECC code in this pattern.

HR, 1% & RANCE 5%, RENBTEZEREANNFLE.
Next, the RANGE register needs to be set with the memory range into which the pattern

needs to be filled.

T3k, % MCONTROLDINIT #1 MCONTROL.START % & A FF A #IA 1L RAM,, RIFHER 1
TEEKR MCONTROLSTART fir, ¥ MSTATUS.DONE #EHEE X 1 B, RrAFETIENE
TR

Next, the MCONTROL.DINIT needs to be set, and then the MCONTROL.START bit should
be set to start initializing the RAM. The software should then clear the MCONTROL.START. When
MSTATUS.DONE bit is set by the hardware, the memory filling operation is complete.

AR XWHRL SRAM, AXFERXFEEA DINIT A28 SRAM RIS TT 7%
This method of SRAM initialization using the DINIT bit is not supported for certain SRAMs.

These exceptions are mentioned in the product specific appendix chapter.
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4.3.5 #H4k RAM(INITIALIZING SRAMS)

{2 F§ MCONTROL.SRAM_CLR fir o] A #I85 L E A SRAM,  PT B 89 SSH #1 SRAMS #Z #5 4]
sRil.

Using the MCONTROL.SRAM_CLR bit, it is possible to initialize the complete SRAM. This is
supported for all SSHs and SRAMs.

® fFHE SSH, MEMTESTXMEMXEN =1, & EREMESHA UCE FE, FTEAMERE
131% B ALMSRCS.OPENE 3k % F&5 2,
For this operation, enable the SSH (MEMTESTx.MEMXxEN = 1), and: (Note that this will
trigger an UCE alarm. Therefore, the alarm reaction may need to be disabled before.
Software can set ALMSRCS.OPENE before)

® % E MCONTROL.SRAM_CLR fiL,
Set the MCONTROL.SRAM_CLR.

® ] MCONTROL.START kK FF E#ITA1L
Start the initialization using MCONTROL.START.

® %515 MSTATUS.DONE EALFI7EBR MCONTROLSTART £,
Wait for MSTATUS.DONE to be reset and clear the MCONTROL.START.

® &Eid# 18 MSTATUS.DONE Ak EF¥ 18104
Wait for the end of the initialization by polling the MSTATUS.DONE bit.

® 5K MCONTROL.SRAM_CLR FHBEHMIXIER .
Clear the MCONTROL.SRAM_CLR and leave the test mode (MEMTESTx.MEMXEN = 0).

B AR, B SRAM #% ECC EWMTEET . BRVIE MU SRR UCEE F1 OPERR #
AR, EH/SA ALMSRCS.OPENE,

With this initialization, the complete SRAM will be filled with ECC-correct zero value. Clear
the UCERR and OPERR flags set due to this operation. Re-enable ALMSRCS.OPENE if it was
disabled before the test.
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4.3.6 SEEUEA R FL B (READING A SINGLE MEMORY LOCATION)

SSH I 5] I FIF B A B WA, ROBFL S RRBEREATINAR, BTN
IR R7FRL, B4E ECC SZHBRI AL

DENTRE:

1. HAAFENRKER,

2. ¥Rt 788 RANGE.RAEN=0, RAEN fgE#itipEiRs, 0 FpEMbAEER BEAD
WA T35 5, CONFIGO.NUMACCS = 1, NUMACCS = 1 RGN aY 35 8k
CONFIGO.ACCSTYPE =1, ACCSTYPE F7rifin)2k8!, 1 FmEkiAE];, CONFIGL = 0,
AG_MOD Fo-#lit A piag iR, 0 RFMEHL MM A BOEfTMIK, SELFASTB fEE LR
PIRAL, 0 J/oRIEFEFUFIIN O FIEFEME, ACCSPAT=0I8EHEER.

MCi_RAMNGE (i=0-95)

Range Register, single address mode (1008, +i*100,) Application Reset Value: XXXX,
15 14 13 12 11 10 9 4 T [ 5 4 3 2 1 4]
RAEM IN:‘ER ADDR
— — . . . . . L o L . L L L L
Field Bits Type Description
ADDR 130 nw Address

When RAEM = 0,This field specifies the address of a single memory

location. Reads and writes to this location are possible.

When RAEN=1, this field is interpreted as 2 different fields. ADDR[13:7] is

interpreted as Upper Range Limit. ADDR[6:0] is interpreted as Lower

Range Limit.

For smaller SRAMs which require lesser number of address bits, the MSB

bits are reserved. Writes to these bits are ignored, and reads return ‘0,

INJERR 14 rw Inject Error

Enables Error-Injection during march tests. This is supported only for

linear march tests.

0 Do not mask any writes during march tests. RANGE.ADDR and
RAEN used normally.

1,  UseRANGE.ADDR asapeintertoa physical SRAM address towhich
write accesses during a march test will not be executed. This bit
helps in error injection during a march test over the whole SRAM.
This bit has an effect only when RAEM is also set. With INJERR and
RAEM ='1", the test is by default run over the entire SRAM.

Field Bits Type Description

RAEN 15 W Range Enable

0 Disabled, single address mode. In this case a single word can be
addresszed for read or write. Config registers have to be zet as follows
COMFIG.NUMACCS:=“0001" (single access)

COMNFIG.AG_MOD ==0000~ (linear)

MCONTROL.DIR =1 (up}

For read just the value in this location will be delivered. Mo check against
expected values is made; i.e. MSTATUS.FAIL will not be set.

1 Enabled. ADDR[13:7] is interpreted as Upper Range Limit. ADDR[6:0] is
interpreted as Lower Range Limit.

MCi_CONFIGO (i=0-95)

Configuration Registers (1000,,+i*100,,) Application Reset Value: 2002,
15 14 13 12 11 10 9 8 T 6 5 4 3 2 1 0
| NUM;QCCS I I RIS I I I I ACCSITYPE I I I
W ' T ' ' ' ' W ' '

maeRsn N E B o Page 12
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MCi_CONFIG1 (i=0-95)
Configuration Register 1 (1002, +i*100,) Application Reset Value: 0000,

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

AG_MOD SELFASTE ACCSPAT

3. MCONTROL = 0x4009 (FAILDMP = 0, direction up, start): FF8iE#E. MSTATUS.DONE %
WIEBR

MCONTROL = 0x4008,j& & B sh L,

%1F MSTATUS.DONE BXBAL (117 X% 18 MEMDONEI (i=0-2)F 780 R7E)

EEX RDBFL ZFf7as#1E

BB R NHEL

jBBx UCERR #1 OPERR #[&E#5E (FBRMXBIHTEXANEEE)

© N o o &

1. Enter memory test mode

2. Initialize registers, RANGE := RAEN = 0 (range disabled = single address) & address to be
read, CONFIGO := 1001H (NUMACCS = 1H, ACCSTYPE = 01H (read))CONFIG1 := 0000H
(linear mode, non inverted pattern)

3. MCONTROL := 4009H (FAILDMP = 0, direction up, start): Start read operation.
MSTATUS.DONE will be cleared now.

4. MCONTROL := 4008H (clear START)

5. Wait for MSTATUS.DONE to be set again (Poll the corresponding bit in the MEMDONE:i
(i=0-2) register).

6. Read RDBFL register

7. Leave memory test mode

8. Clear the UCERR and OPERR flags set due to this operation.
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4.3.7 BEABEANREFERIE(WRITING TO A SINGLE MEMORY LOCATION)

SSH X AT ENBANRIFMNKNE . RDBFL EFRREFTERNFFHNE, FILT Y
BREPRA RFAL, B4% ECC SaEr BRI L.

PDENITEE:

1. HAAFENRKER,

2. ¥ih1kZ 7785 RANGE.RAEN=0, RAEN f§EMIFE#ET, 0 FRrBthitipEES B84
RFEHHUE T[T B, CONFIGO.NUMACCS = 1, NUMACCS = 1 RGN it 95 ek 5,
CONFIGO.ACCSTYPE =0, ACCSTYPE Frifn)2k8!, 0FRx5ij[E, CONFIGL = 0,
AG_MOD Fo-ilit A piag iR, 0 RFEHL MM A BOEfTMIK, SELFASTB fEE LR
REA, 0 RFEEFUFIIM O EEEME, ACCSPAT=0IEEHIERR.

3. MCONTROL = 0x4009 (FAILDMP = 0, direction up, start):FF4iE3%{E MSTATUS.DONE &4

=

MCONTROL = 0x4008,7& & B &1L,

%45 MSTATUS.DONE FREfL (8] X% 18 MEMDONEI (i=0-2)F 7k 7)

RERNFEURER

jBBR UCERR #1 OPERR #f&#5rE (FBRMHBIBEXANEEE)

N oo g &

The SSH can also be used to write the contents of RDBFL register to a single memory
location. RDBFL holds the contents of a complete memory word and thus it is possible to write
to all memory bits, including ECC or parity bits. The necessary steps are:(Note that this will
trigger the UCE alarm. Therefore, the alarm reaction may need to be disabled before)

1. Enter memory test mode

2. Initialize registers

3. RDBFL := write data, RANGE := RAEN= 0 (range disabled = single address) & address to
be written to, CONFIGO := 1000H (NUMACCS = 1H, ACCSTYPE = 00H (write)),

CONFIG1 := 0000H (linear mode, non inverted pattern)

3. MCONTROL := 4009H (FAILDMP = 0, direction up, start): Start write operation.
MSTATUS.DONE will be clearednow.

4. MCONTROL := 4008H (clear START)

5. Wait for MSTATUS.DONE to be set again (Poll the corresponding bit in the MEMDONEi
(i=0-2) register).

6. Leave memory test mode

7. Clear the UCERR and OPERR flags set due to this operation.
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4.3.8 SR HI L E 4 (ALARM HANDLING AFTER RESET)

H—NMNEEFEN, RGURES#ATEN. ECCD FHEHFTHEERTSH
(ECCD.CERR,UCERR #1 MERR)TEEF%&;a B, {BEEIRIRZSHL(ETRR,ERRINFO F1 FAULTSTST &
FR)MAER, HRIRSAREBRITHRMERR, FREBIH PORST £,

When an alarm occurs, the system may perform a reset. The Alarm status bits in the ECCD
register (i.e. ECCD. CERR, UCERR and MERR) are cleared after an application reset. However, the
error status bits (i.e. ETRR, ERRINFO and FAULTSTS registers) are still available until a power-on
reset for diagnosis purposes - they can only be cleared by software and are reset only with a
warm PORST.

BENARFEN, SEARASHSEER. XTMURIEENEREMIER.
The alarm itself is also cleared with an application reset. This prevents a single alarm

creating a reset loop.

4.4 et (Safety Features)
SRAM. SSH F1 MTU SEILEZe &4 M

SEIRMN AL IERD/ B4,
HHF IR I3

SRAM Z R E RE F.
TRIRIRER T 17an o

RS FRMARTEMARS.

o~ W

The safety features implemented in the SRAMs, SSH instances and the MTU are the
following:
1. Error Detection and Correction Codes / Logic
2. Address Error Monitor
3. SRAM Mux Factor
4. Error Tracking Registers

5. Safety Flip-Flop implementation for critical register bits.

maeRsn N E B o Page 15



" Foprer SR 5408 A

Easy to know Easy to do
5 MBIST 4R B 7= 5l (EXAMPLE OF MBIST DETECTION)
RIZH B (Program Steps):

1. {FBEMTU MO CLC.DISR =0, CLCEDIS =1,
Enable MTU interfaces: CLC. DISR = 0, CLC.EDIS = 1.

CcLc
Clock Control Register (0000,) Application Reset Value: 0000 0003,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T T T T T T T T T T T T T T T
. . , , . . . . . . . . . . ,
r
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
‘ Reserved 0 EDIS |Resvd| DISS | DISR
* 3 ! ! ! ! 3 ! ™w r rh ™w

Field Bits Type Description

| DISR | 0 w Module Disable Request Bit

Used for enable/disable control of the module.

0y Module disable is not requested

1z Module disable is requested

DISS 1 rh Module Disable Status Bit

Bit indicates the current status of the module

If the RMC field is implemented and if it is 0, DISS is set automatically.

0 Moduleisenabled

1z Moduleis disabled

Resvd 2 r Resvd

Read as 0. Must be written with 0,

EDIS | 3 w Sleep Mode Enable Control

Used for module Sleep Mode control.

0g  Sleep Mode requestis regarded. Module is enabled to gointo Sleep
Mode on a request,

1z Sleep Mode request is disregarded: Sleep Mode cannot be entered
on a request.

2. 5B SSH #fE{= 2 MCIi_ECCD.TRC = 1(i:0-95).
Clear SSH fault information: MCi_ECCD.TRC = 1(i:0-95).

Field Bits Type Description

TRC 4 w Tracking Clear
Writing this bit with '1' clears the EOV, VAL bits plus the ETRR and

ERRINFO registers, depending on the PERMERR settings.

This bit will always read 0.

0, Mo effect.

1, Clear the ETRR, ERRIMFO and ECCD.VAL & EQV bits. If a PERMERR
bit is set, then the corresponding entries are not cleared. Note: If
PERMERR and TRC are written at the same time, the clearing due to
TRC takes place with the previous PERMERR settings, and the new
settings take effect only after.

w

Bk SMU #E{S 2 Smu_ClearAlarmStatus.

Clear the fault information about the SMU: Smu_ClearAlarmStatus.
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Table 241  Alarm Mapping related to ALMO group (cont'd)

Alarm Index

Module

Safety Mechanism & Alarm Indication

ALMO[3]

Reserved

Reserved

ALMO[4]

MTU

Safety Mechanism: SRAM Monitor
Alarm: CPUD PCACHE TAG Uncorrectable critical error detection
Alarm Type: Level

ALMO[5]

MTU

Safety Mechanism: SRAM Monitor
Alarm: CPUO PCACHE TAG Miscellaneous error detection
Alarm Type: Level

ALMO[E]

MTU

Safety Mechanism: SRAM Monitor
Alarm: CPUD PSPR/PCACHE Single bit errer correction
Alarm Type: Level

ALMO[T]

MTU

Safety Mechanism: SRAM Monitor
Alarm: CPUD PSPR/PCACHE Uncorrectable critical error detection
Alarm Type: Level

ALMO[B]

MTU

Safety Mechanism: SRAM Monitor
Alarm: CPUD PSPR/PCACHE Miscellaneous critical error detection
Alarm Type: Level

ALMO[T]

Page 22

Safety Mechanism: SRAM Monitor
Alarm: CPUD DSPR/DCACHE/DLMU Single bit error correction
Alarm Type: Level

ALMO[10]

Page 22

Safety Mechanism: SRAM Monitor

Alarm: CPUD DSPR/DCACHE/DLMU Uncorrectable critical ermor
detection

Alarm Type: Level

ALMO[11]

Page 22

Safety Mechanism(s): SRAM Monitor
Alarm: CPUD DSPR/DCACHE/DLMU Miscellanecus error detection
Alarm Type Level

4 %M SMU EZH{E: SMU _AGICFj = 0,
Disable the SMU alarm action: SMU AGICFj = 0.

SMU_AGICFj (i=0-2;j=0-2)

Alarm Configuration Register (100, +i*12+j"4) Application Reset Value: 0000 0000,
Eil 30 pra: | 28 7 26 25 24 23 22 21 20 13 18 17 16
a LI} a L] 0 LI} a CF24 | CF23 | CF22 a L] a L] 0 LI}
r r r r r r r e & i r r r r r r
15 14 13 12 11 10 5 -4 T [ 5 4 3 2 1 i}
a CF14 | CF13 | CF12 | CF11 | CF10 | CF9 CF& CF7 CF& CF5 CF4 a CF2 CF1 CFD
r s & M M ny & e & i mar s r s & s
Field Bits Type Description
CFz (z=0-24- |z rw Configuration flag x (x=0-2) for alarm z belonging to alarm group i.
14,22-24) The configuration flags 0, 1 and 2 must be used together to define the
behavior of the SMU_core when a fault state is reported by the alarm n
belonging to this group.
0, Configuration flagx (x=0-2) issetto 0
1, Configuration flagx (x=0-2) issetto 1
0 31,30,29, |r Reserved
28, 27,26, Read as 0 should be written with 0.
25,21, 20,
19,18, 17,
16, 15, 3

5. #tE4k SSH(Initializing SSH):
1. %7 ALMSRCS. MISCE #1 OPENE #4850,
Disable ALMSRCS. MISCE and OPENE fault detection.

e E M Fam
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MCi_ALMSRCS (i=0-95)
Alarm Sources Configuration Register

15 14

13

11

AMBER ZHEM
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(10EE, +i*100,,) Application Reset Value: 003F,,

10 9 8 T 6 5 4 3 2 1 0

R6

OPEN ADDR

MISCE OVFE DBE | SBE

w nw rw nw rw w

Field

Bits

Type

Description

SBE

Single Bit Error Notification & Tracking Enable

This bit enables ECC Single Bit Detection/Correction event to be tracked

forwarded to the CE or UCE alarm. If ECCS.ECE bitis '1", then SBE errors

are forwarded to CE alarm. Otherwise to UCE alarm. The error status can

be read from the ERRINFO registers (ERRINFO[X].SBERR)

0g  SBE errors are neither tracked in the ETRR, nor notified via an
alarm.

1,  SBEerrors are tracked in the ETRR & ERRINFO, and notified via an
alarm (CEif ECE=1, UCEIfECE=0).

DBE

Double Bit Error Notification and Tracking Enable

This bit enables ECC Double Bit Errors in the SRAM to be tracked and

forwarded as an UCE alarm. The error status can be read from the

ERRINFO registers (ERRINFO.DBERR).

0,  DBE errors are neither tracked in the ETRR, nor notified via an
alarm.

1,  DBE errors are tracked in the ETRR & ERRINFO, and notified via a
UCE alarm.

Field

Bits

Type

Description

ADDRE

Address Error Motification Enable

This bit enables the detection and tracking of Address Faults in the

SRAM, and forward them as a source of UCE alarm. The error status can

be read from the ERRINFO registers (ERRINFO.ADDRERR).

0, Address Faults in the SRAM are neither tracked in the ETRR, nor
notified via an alarm.

1, AddressFaultsinthe SRAM are tracked in the ETRR & ERRINFO, and
notified via a UCE alarm.

QVFE

ETRR Cverflow notification enable- OVFE

This bit enables the forwarding of the ETRR Overflow event as an alarm

source to the UCE alarm. The Error information can be obtained via the

ECCD.VALID bits and the EOV bit.

0, Do notreport Error Tracking (ETRR) Buffer Overflow Error.

1, ReportError Tracking (ETRR) Buffer Overflow Error via the UCE
alarm

QPENE

55H Operational Error Notification Enable

This bit enables the forwarding of many errors which are critical to the

operation of the SRAM or SSH. These errors are forwarded as one of the

sources of the UCE alarm. The error status can be read from

FAULTSTS.OPERR bits.

This bit is enabled by default.

0, Do netenable the detection and forwarding S5H/SRAM operation
critical errors as a source to the UCE alarm.

1, Enable the detection and forwarding SSH/SRAM operation critical
errors as a source to the UCE alarm

MISCE

$5H Misc. Errors Notification Enable

This bit enables the forwarding of many errors which may be critical to

the operation of the SRAM or 55H in the future, These errors are

forwarded as one of the sources of the ME alarm. The error status can be

read from FAULSTS.MISCERR.

This bit is enabled by default.

0, Do netenable the detection and forwarding of misc. SSH/SRAM
errors as a source to the ME alarm.

1, Enablethe detection and forwarding of misc. SSH/SRAM errors asa
source to the ME alarm

R&

156

Reserved - Res
Reads return 0

2. E2E MEMTESTI(i:0-2) £ 8E X 2 SSH.
Configure MEMTESTI(i:0-2) to enable SSH.
%1% SSH 89 SRAM BEFHEL AR
Poll the MEMSTATO register and wait for the SRAM automatic initialization of SSH to

3. #%38 MEMSTATO 7758,

complete.

e E M Fam

Page 18



ng L) B 5 F & A

0 A T3} B Easy to know Easy to do

4.

10.

1% & CONFIGO = 0x4005(NUMACCS = 4, ACCSTYPE = 5), CONFIG1 =
0x5008(ACCSPAT = 8, AG_MOD = 5),

Set CONFIGO = 0x4005(NUMACCS = 4, ACCSTYPE = 5), CONFIG1 = 0x5008(ACCSPAT
=8, AG_MOD = 5)

FF/a SRAM Ui, MCONTROL. START = 1,

Start SRAM Test, MCONTROL. START = 1.

EBRITRARESRL, MCONTROL. START = 0,

Clear Start Flag, MCONTROL. START = 0,

#18 MSTATUS.DONE, %1F SRAM Ui 5EAL

Poll MSTATUS.DONE and wait for the SRAM test to complete.

#ZE ECCD $77831 SERR, CERR, MERR, EOV #&,

Check the SERR, CERR, MERR, and EQV faults of the ECCD register.
#& ERRINFO #1 ETRR F 7RSS BUI &S 8.

Check the ERRINFO and ETRR registers to obtain fault information.
ERRIRES S, ECCD.TRC = 1,

Clear the fault information. ECCD.TRC = 1.
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6 ZC TC3XX SAFETYFRAME = @91 45(PRODUCT INTRODUCTION)

AEBERGNBESMAL. TRACARBERSR, WTEFEIRMNTE M ERDHEM
. BEXNERERY BHRAHARADYT, AT RREBINEERIH. RERERETRE
MIRTFREHNZMRE, "RENRLEUREZINEN. HFER, ENERERELSE SO
26262, ERURLER/MESEE-GASDE. AR THIRARGH, XTEMAM Element B%
X A SEooC(safety element out of context) 7 3&FTIRIT 4

The electrification and intelligent development of automobile electronic control system is
becoming more and more complex, and the safety requirements of electronic and electrical
architecture are becoming higher and higher. Through HARA analysis of road vehicle application
scenarios, more and more attention is paid to vehicle functional safety in order to degrade and
decompose safety objectives and keep the possibility of hazard occurrence lower than the risk
limit. In recent years, reference has been made to ISO 26262 for functional safety standards;
Refer to E-GAS layering for the software shelf security architecture. In electronic and electrical
systems, For the common Element, the SEooC (safety element out of context) approach is usually

adopted for its design and development.

FMBHZHE L SAFETY FRAME A& FEIEFIae® PRt ASIL FR %518, FMEDA 247
HREXE. SHEERTENEIFT L. SafetyFrame BB S ER S ERENELZ SRS .

ZC launched SAFETY FRAME to provide customers with ASIL level decomposition
consultation, FMEDA analysis process support, chip-level self-check safety mechanism
development, SafetyFrame configuration and software integration and other full-process

functional safety services.

SAFETY FRAME &35 3 PMEMF: MCU REtRR B NitA 4 (B SFMCU) . SBC #ftr %
EYLH IR SN ZH 4 (BD SF.SBC). LEZRMH 4 (BN SF.Architecture), SF.Architecture FYAZMELR
A Test Manager, B3+ MCU&SBC f4 Safety Library JAEEIE, 3% Safety Wdgm. Safety
SBC/ASIC IRENEIRIAE . 5N AE PFC(Program Flow Check)i# 0%, SFMCU B2 3 Ki&iR:

SAFETY FRAME consists of 3 components: the internal module self-checking test component
of MCU (i.e. SF.MCU), the driver component of SBC's hardware security mechanism (i.e. SF.SBC),
and the safety architecture component (i.e. SF.Architecture). The core module of SF.Architecture
is Test Manager, which is used for the scheduling management of Safety Library for MCU and
SBC, including Safety Wdgm, scheduling of Safety SBC/ASIC driver modules, and interfaces with

application layer PFC (Program Flow Check), etc. SF.MCU contains 3 major modules:
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® Testlib--SCH MCU &5 23 A9 48T
TestLib-- Implementation of MCU chip module inspection.
® DriverLib--SC MCU & F HEERAIRE]
DriverLib-- Implements the MCU chip module driver.
® Swlib--AFRERNEBFELE. mIlmRIPESFZED,
SwlLib-- Interfaces such as digital signature database and end-to-end protection

database are commonly used by users.

SAFETY FRAME ZEZ{F1E4k 3 EJEN] £, 3 Function Controller #1 Monitoring Controller
435I SFMCU F1 SF.SBC S23H, FHIRBFE EGAS Level2 Fll Leveld B4R, ZEHEERTEFERE
EHXMT R IRITHIN BFE K.

In the principle of software modular layering, Function Controller and Monitoring Controller
are implemented by SF.MCU and SF.SBC, respectively. It is also deployed at EGAS Level2 and
Level3 levels, taking into account the application requirements of program flow monitoring and

shutdown path design.

Application

RTE

“
DriverLib Wdglib SBC Driver SBC ErrHandler

SBC ErrHandler
SBC Monitor

{42844 / Software Architecture
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1M SafetyFrame /= LI TNRE LR SRR EIFE: Test Manager #&35R . LBIST Test 1R,
MBIST Test 18, PFlash Test #2E, MCU Firmware Test #25. Register Test #22. DMA Test
FRER . SRI Error Handling 483, MONBIST Test #2812, Mcu Register Monitor 323k, Register
Monitor Test #2182 . Evadc Test #2582, Interrupt monitor Test #23£ . Clock Plausibility Test #&21£ |
DAM Test 25k . Convctrl Test #REk, CPU Internal BUS Test 2RIk, STM Test 18, GTM TIM
Clock Test &1, Gtm IOM Alarm Test &3k, Gtm Tom Tim Test #3k . Port Test #&. GptTst
&Ik PMS configuration 38k, DTS Configuration 481, OSC Clock Monitor &, SMU Error
Handler &£, SMU Software Alarm Drv R IR FFI Control 3k, GTM IOM Configuration &
. ERU Configuration &3k, TLF35584 Driver #&#, TLF35584 Error Handler #&1. E2E {R3F
&1k Safe Watchdog Manager #21£. Safe Watchdog Interface &£, Safe Internal Watchdog
KR Safe SBC Watchdog #&#k,

The functional safety modules implemented by SafetyFrame products include: Test Manager
module, LBIST Test module, MBIST Test module, PFlash Test module, MCU Firmware Test module,
Register Test module, DMA Test module, SRI Error Handling module, MONBIST Test module,
Mcu Register Monitor module, Register Monitor Test module, Evadc Test module, Interrupt
monitor Test module, Clock Plausibility Test module, DAM Test module, Convctrl Test module,
CPU Internal BUS Test module, STM Test module, GTM TIM Clock Test module, Gtm IOM Alarm
Test module, Gtm Tom Tim Test module, Port Test module, GptTst module, PMS configuration
module, DTS Configuration module, OSC Clock Monitor module, SMU Error Handler module,
SMU Software Alarm Drv module, IR FFI Control module, GTM IOM Configuration module, ERU
Configuration module, TLF35584 Driver module, TLF35584 Error Handler module, E2E protection
module, Safe Watchdog Manager module, Safe Watchdog Interface module, Safe Internal
Watchdog module, Safe SBC Watchdog module.
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HIM SafetyFrame /= FEFXT AR X FIR K AY TCIXX MTU #RIERSLIL T N7 B 18 MBIST AR5,
UK FfFar B RegMonTst #23%, RRLI 7 AT L& H .

SafetyFrame products for the TC3XX MTU module mentioned in this article to implement
the memory self-check MBIST module, as well as register self-check RegMonTst module, the

module implements the following safety mechanism.

EX I

ESM[SW]:AMU.LMU_DAM:REG_MONITOR_TEST
ESM[SW]:CIF.RAM:REG_MONITOR_TEST
ESM[SW]:CPU.DCACHE:REG_MONITOR _TEST
ESM[SW]:CPU.DLMU:REG_MONITOR_TEST
ESM[SW]:CPU.DSPR:REG_MONITOR_TEST
ESM[SW]:CPU.DTAG:REG_MONITOR_TEST
ESM[SW]:CPU.PCACHE:REG_MONITOR_TEST
ESM[SW]:CPU.PSPR:REG_MONITOR_TEST
ESM[SW]:CPU.PTAG:REG_MONITOR_TEST
ESM[SW]:DMA RAM:REG_MONITOR_TEST
ESM[SW]:EMEM.RAM:REG_MONITOR_TEST
ESM[SW]:ERAY.RAM:REG_MONITOR_TEST
ESM[SW]:GETH.RAM:REG_MONITOR_TEST
ESM[SW]:GTM.RAM:REG_MONITOR_TEST
ESM[SW]:HSPDM.RAM:REG_MONITOR_TEST
ESM[SW]:LMU.RAM:REG_MONITOR_TEST
ESM[SW]:MCMCAN.RAM:REG_MONITOR_TEST
ESM[SW]:PSI5.RAM:REG_MONITOR_TEST
ESM[SW]:SCR.RAM:REG_MONITOR_TEST
ESM[SW]:SDMMC.RAM:REG_MONITOR_TEST
ESM[SW]:SPU.BUFFER:REG_MONITOR_TEST
ESM[SW]:SPU.CONFIG:REG_MONITOR_TEST
ESM[SW]:SPU.FFT:REG_MONITOR_TEST
ESM[SW]:TRACE. TRAM:REG_MONITOR _TEST
ESM[SW]:VMT:MBIST

SMC[SW]:VMT:MBIST

B A SRRF LR EREMP AT

To Be the Global Leading Automotive Basic Software Company

i
ARE L2733

WeChat Official Account Business Contact

e E M Fam



	1 概述 Overview
	2 MTU系统视图System View
	3 MTU功能特性Functional Features
	4 功能描述FUNCTIONAL DESCRIPTION
	4.1 SSH使能(Enabling the SRAM Support Hardware)
	4.2 Security-Sensitive存储器和自动初始化(Security-Sensitive Memories and AutoInitialization)
	4.3 SSH操作(SRAM Support Hardware (SSH) Operation)
	4.3.1 内存测试启动(Starting a Memory Test Sequence)
	4.3.2 内存测试完成中断 (Memory Test Done Interrupt)
	4.3.3 获取详细的内存测试结果(Getting Detailed Memory Test Results)
	4.3.4 用定义的内容填充内存(Filling a Memory with Defined Contents)
	4.3.5 初始化RAM(Initializing SRAMs)
	4.3.6 读取单个内存位置(Reading a Single Memory Location)
	4.3.7 写入单个内存位置(Writing to a Single Memory Location)
	4.3.8 复位后的告警处理(Alarm Handling after Reset)

	4.4 安全特性(Safety Features)

	5 MBIST检测应用示例(Example of MBIST detection)
	6 ZC TC3XX SafetyFrame产品介绍(product introduction)

