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HIMF M BootLoader
ZC.QinglLong BootlLoader

1 THEEMEIA FUNCTION OVERVIEW

HMMFB X BootLoader ZHFIMNBHE B W A W2 FRIFT 4 (BootLoader), FRHFMNTE
BootLoader 9= #I88, T I CAN. LIN. SPl. UART EBEARLUNAREFHNEIINE.
HRE], #MMB T Bootloader B35 NXP. Infineon. Renesas. STEZ RN, FHFAXEEZR
BREBFRFIE, TREEFHALZRS.

ZC.Qinglbong BOOTLOADER is a flash programming software (BOOTLOADER)
independently developed by ZC Technology. Controllers using the ZC.QingLong BOOTLOADER
can achieve the update function of applications through various communication methods such
as CAN, LIN, SPI, UART, etc. Currently, ZC.QingLong BOOTLOADER has supported chips from
multiple manufacturers including NXP, INFINEON, RENESAS, ST, etc.,, and complies with the

program refreshing specifications of various vehicle manufacturers. It also offers customized

development services.

I SCAS R T SIMFE H BootLoader &F SPC58NN £ &, LAY GEEA2.0 St HI=HF. B
BIE SR S #F VBF XXHERIS . EM Bootloader RIS . EFHE XA LZSS. BFERINIENRT
K, 2 GEEA2.0 HSE R A MRS HK .

This document describes the support for the GEEA2.0 specification based on the SPC58NN
platform by the ZC.QingLong BootlLoader. Currently, it has implemented support for VBF file
flashing, master-slave BootlLoader flashing, LZSS compression algorithm, digital signature
authentication, and other functional requirements, meeting most of the flashing needs in the
GEEAZ2.0 specification.
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2 [y F%iE APPLICATION FIELDS

HMMB W BootLoader T ;7 FIF4# A SPC58NN Z 5|5 B foie 4| S8 R BRI Thes . L IEmyds
HlRSEE:

ZC.QinglLong BootlLoader can be applied to the program refreshing function of controllers

using the SPC58NN series of chips. The supported controllers include:

> EgEiless
Body Control Module
> MXiEHER

Gateway Controller

> ERRRRGEGR

In-vehicle Infotainment System Controller

> BTHEHHRSG

Electronic Parking Brake System

> IREBRNERS
Tire Pressure Monitoring System

> HNEERS

Battery Management System

> ZEES RS
Air Conditioning Control System

> EREWRS

Window Control System

> ERS
Door Control System
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3 BLEIFE CONFIGURE THE ENVIRONMENT

LB
Configuration Environment

Hardware (Chip) SPC58NN
Compilers Supported HighTec 4.9.3.0 / SPC5 Studio 6.0.0
Debugger Isystem (IC5700)

HighTec 4i%¥ 2%

HighTec Compiler

@ccompilerincludelist.optfile -fno-common -0O0 -g3 -W -Wall -

Wextra -Wdiv-by-zero -Warray-bounds -Wecast-align -Wignored-

GEE T - o
. lati qualifiers -Wformat -Wformat-security -pipe -DSTM_SPC58NN -
ompilation
- t'p DAUTOSAR_OS_NOT_USED -DCPU_SPC58NN84E7 -DUSE_CORE=2 -
ions
P DUSE_IRQ -DUSE_EXCEPTIONS -fstrict-volatile-bitfields -fshort-
double -mcpu=z4256n3 -mversion-info -std=gnu99 -mregnames
. -nocrt0 -nostartfiles -T"../Id/spc58nn-memory.x" -T"./Id/spc58nn-
FEIEIE T . . . .
Link core2.ld" -WI,--gc-sections -mcpu=z4256n3 -WI,@objectlist.optfile -
inker
) WI,@libpathlist.optfile -Ic55_gcc -WI,-Map="$(basename $(notdir
Options

$@)).map" -WI,--cref -fshort-double -WI,-n -WI,--extmap=a
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SPC5 Studio ¥ &
SPC5 Studio Compiler

SPC58xNxx Platform Component RLA = |
SPCSBxNxx platform options and settings.

‘-’7 Copyright (C) STMicroelectronics. Al rights reserved.

IR
Build settings
CO m pl Iation Compiler related options and switches.
BApplication Name [ SPC_Boatioader | Compiler Variant FreeGCC with VLE support -
O ptlons B0ptimization Level | -OD none o] UserRu m]
Common Options | -gdwarf-2 -fomit-frame-pointer -falign-functions=16 -fro-gese -std| ¢ Options [
CPP Options [ -fno-rtti -fro-exceptions | Use Verbose Compile |no. v
Create Static Library []
SPC58xNxx Platform Component RLA
SPCS@xNix platform options and settings.
(’7 Copyright (C) STMicroelectronics. Al rights reserved
. =t
Linker settings
Use Linker GC  yes ~ Use C++ Linker | no w
LI n ke r Linker Options |-Im -lc Entry Point _reset_address2
Custom Sections

4 F&E= DEVELOPMENT BACKGROUND

B, AELMNBEFHASFMBEREES, FHEERFENEINL. T, MEKHL. &
2, RENOMAREAELSEEER, REEHNMRERES. ME, ERENED
HaEHFT, BEMANR. £FHR. ERHER. S TMREFTELNRENERINE.
FEitt, &AXNRMGIEFEFNTREREEY],

Currently, the electronic and electrical architecture in vehicles is becoming increasingly
complex, alongside the electrification, intelligence, connectivity, and sharing of automobiles, the
development of software is taking up a larger proportion in vehicles. The frequency of software
updates is also rising. Moreover, throughout the entire life cycle of a vehicle, including the
research and development phase, production phase, and after-sales service phase, the ability to
update software is required at each stage. As a result, the demand from customers for software

program updates is becoming more urgent.,

NTEE FERE, Bootloader 2FHISSAALENINGE. B, FRENEBEE LR
EIRFEMANSE, [ BootLoader WX KB T ARG, B, AT HEARNEE
T ERFEFNE, XERARNSR, MMARIERMETEELN Bootloader BRTTR—HMME
7 BootLoader, HIMEF X BootLoader BEIEAFARMNEZE BFEMIE, XEATAER
RIENSR, IERPERT TS CHERIR =Rk,
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For vehicle manufacturers or suppliers, a BootLoader is an essential feature for controller
development. Moreover, different vehicle manufacturers have their own specifications for
program updates, and the BootlLoader drivers are dependent on different chips. Therefore, to
meet the varying program update specifications of vehicle manufacturers and to be compatible
with different chips, ZC Technology has provided a comprehensive BootLoader solution—
ZC.QinglLong BootlLoader. The ZC.QinglLong BootlLoader is suitable for the program update
specifications of various vehicle manufacturers as well as for chips from different chip
manufacturers, allowing customers to focus more on the development of their own controller

products.

GEEA2.0 B FEHSZEMTE BootLoader A, BiTLIM PBL-SBL BootlLoader ZE#3. Secure
Boot. VBF MIZEERBWIEFINRE, BEETE MCU EFERHIMNRENE, KIBRAT
BootLoader & &M IR T E M.

In the GEEA2.0 electronic and electrical architecture, the implementation of features such as
the PBL-SBL BootlLoader architecture, Secure Boot, and VBF encryption signature verification
within the BootlLoader significantly reduces the security risks associated with MCU updates,

greatly enhancing the security and reliability of the BootLoader.

% R #ALA | A2 kAt

HNBe

[\~

ZC.QinglLong
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5 IhEEREAR FUNCTION DESCRIPTION

5.1 /= %% = Product Features

> EATF GEEA2.0 & HSE
Suitable for GEEA2.0 Platform Specifications
» X ¥F PBL-SBL HY BootLoader %244
Supports PBL-SBL BootLoader Architecture
> ZENAEFNEIENEHIE
Supports update functions for applications and data
> X¥F CAN/UART Figfs
Supports communication via CAN/UART, etc.
> ZFENTREE UART BIERS
Supports UART communication between master and slave nodes for flashing
> BEAMNZEEFEFILIR RHUZENEFENRMBRTE
Adapts to ZC.XuanWu program update tool, providing a complete program update solution
> XFEFWHRINE SHA256 1 AES128 Bk
Supports symmetric encryption algorithms SHA256 and AES128
> XFFIEXFRINE ECC F1 RSA2048 Bk
Supports asymmetric encryption algorithms ECC and RSA2048
>  XFF VBF XUHFEHT
Supports parsing of VBF files
> ¥ LSS BRmE AN EENRE

Supports compression and decompression using the LZSS compression algorithm

EaERAEN I F B FaT Page 6
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B ZC XuanWu v2.8 [=[@] = |
=i EBE
s s F e E
BHiE [ms] FREA[D] wE EEbyte] AR » || @ 2ERsiiE § TEIMTE § LEESTE % X 4470
09:55:38:826  00,00,07,54, R 4 74, 20, 00, C8, [ R s o B
O%:5008:479 " | 100,007,527, ||| Y 209 36,01,02,F4,91,10,00.F ||| 57 19 DiagnosticSessionControl ~ TRUE FALSE 10,02
09:55:38:906 00,00, 07, 5A, R 2 76,01, ] _22 ReadDataByldentifier TRUE FALSE 22F1,93 E
09:55:38:930  00,00,07,52, T 68 36,02, D9, FF. A6, C1, DC, ¥]_22 ReadDataByldentifier TRUE FALSE 22F1,80
09:35:38:935 00, 00, 07, 3A, R 2 76,02, [ _10_DiagnosticSessionControl ~ TRUE FALSE 10,03
08:55:38:956 00, 00, 07, 52, ¥ 1 37, (¥l _10 DiagnosticSessionControl ~ TRUE FALSE 10,02
09:55:38:975 00, 00, 07, 5A, R 1 7., [¥] _27 _SecurityAccessSeed TRUE FALSE 2711
09:55:38987  00,00,07,52, T 8 31,01, 02,02, BE, 77, C2, T TRUE FAISE 712
095558906 | 00.00,07.30, R 2 7R31.78, 7] _2E_WriteDataByldentifier TRUE FALSE 2E,F1,98,01,02,03,04,05
09:5530:30411 200/ 00107, 28 5 e 7F, 31,78, | _2_WriteDataByldentifier TRUE FALSE 2EF1,99 )
09:55:39:165  00,00,07,54, R 5 71,01, 02, 02, 04, oo = | T
09:55:30:166  00,00,07,52, T 4 31, 01, FF, 01, -
00:55:30.075  00,00,07,54 R 3 7F, 31, 78, O EEEwE| - o
09:55:39:209  00,00,07,54, R 5 71, 01, FF, 01, 04,
09:55:39:300  00,00,07,52, T 2 11,01, e e =
00,00,07,54, R 2 51,01, su: Bx38018020,
09:55:39:320 00, 00, 07, 52, Sy 2 10, 03, g:ximj |
09:55:41:321  00,00,07,52, T 2 10,03, oxae0rease, 1
09:55:43:320  00,00,07,54, R 5 50, 03, 00, 32, 00, 8, ©x880F6060,
09:55:43:320  00,00,07,52, T 2 10,01, E 3:%:2% -
09:55:43:322  00,00,07,54, R 5 50,01,00,32,00,C8, exceoonace, Il
aurnonanng

| i

MMNZR—FEFEHRTE ZCXuanWu—Program Update Tool
ZC XuanWu—Program Update Tool
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5.2 & {42244 Software Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software Chip Software | 3rd Party Software !l

FOTA RG24
FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B{EZ =T/ FOTA TheE, @it
Dem RS2 UDS IRXCBATFIZHIRIS, FiBidIEES Crypto Library 2% OEM FISEHIE B
ZEFEK, UTHESERTHEER

» Bootloader
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BootManager ki FOTA B EEINGE, X FIEECHIE( SecureBoot ThRE, Bt
AR S 174 Bootloader F1 Application E’]EH MAC &, RBaIBfE& SecureBoot BT ITE
EE3K Bootloader #1 Application A9 MAC $HUITE 4 EE MR, RIERHFREE K.
» Can Com
Can ¥ CAN. CANFD BI5IhEE.
» SpiCom
Spi #EH X #F = MR S Ih#E, ERC 5. 6. 7 RWEHEE, UXFEZHSPIRER SR
o
» Ethernet Com
DolP #RERE F TCP/IP #MYSLEN Ethernet BIS A TIRE, #E ISO 13400 #rAEE X, BT
FERF . FRAECE. ZWE EIN8ESCIN UDS RIS RFE, IR Ethernet OTA T8k,
» Dcm
Dem B TR ERI I FLIISHTNEE, HE 1SO 14229 MK 1SO 15765 ARA&EE X o
» Crypto., HSM
Ethernet OTA X Fr@ B R4 N EIEE, i?%ﬂlﬂﬁ”ﬁn@%iiﬁﬂﬁﬂ T HEAE AN R
EINgE, ERIEBINEIIRAFERELESIZHITNE, Ei HSM REEERETIERNREEH
5 IR

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

EaERAEN I F B FaT Page 9
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> Spi Com

The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

EaERAEN I F B FaT Page 10
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5.3 W E4E4 Memory Structure

composite structure Memory /

PFLASH

Application&Data

ECU BIATF4 & PFLASH F1 RAM, PFLASH X434 Application&Data F1 BootLoader X,
RAM X 73 4 SBL # Data.
The memory of the Electronic Control Unit (ECU) is divided into PFLASH and RAM. The

PFLASH is segmented into the Application & Data area and the BootLoader area, while the RAM

is segmented into the SBL (Secondary BootlLoader) and Data area..

EaERAEN I F B FaT Page 11
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5.4 x#F GEEA2.0 #I3E Supports GEEA2.0 Specification

MM BZFH BootlLoader X 5 GEEA2.0 #EAY Bootloader RSV AR,
BootLoader ZEAS ELRZS DI B9 B4k 7~ 51

ZC.QinglLong BootlLoader supports the BootLoader state transition process as specified
in the GEEA2.0 standard. Below is a simplified illustration of the BootLoader state transitions:

actBooticaderREYIATE

Power On{Cold start) OR
Hard Reset(Warm start)

/ Primary Bootloader / Secondary Bootloader
DiagnosticSessionControl
Diagnos ticSessionControl
(ProgrammingSession) )
ProgrammingSession)
DiagnosticSessionControl{ ProgrammingSession)

OR
Progsignature = SET SBLdownloader
oR

Programming
Session

CompleteCompatibleFunction()==FAILED

RoutineControl{activateSBL)
ProgSignature = CLEAR

) DiagnosticSessionControf defaultsession) Diagnosticsess ionCantrol(defaultSession)
Timeout_Prog() OR R

AND EcuReset{HardReset) EcuResdt{HardReset]
CompleteCompatibleFunction|}=PASSED OR
(53server timeout AND ComplgteCompatibleFunc

R
jon(|==PASSED) S3senyertimeout

Power Off ¥ Power 0 ‘

Application

DiagnosticSessipnControl(ProgrammingSession)

Ecufeset{HardReset)

Power Off g

% Application H147 LB BRI MITEABFNES, PBL KA IRHITHIR RS,

He PBL
RERB N BN Application,

When the Application performs a power-on start or executes a reset start, the Primary

BootLoader (PBL) should begin executing in the initialization state, where the PBL determines

whether the Application should be launched.

WS ECU AN A EFAEB R Application, PBL ¥ /25 Application,

If the ECU deems that it has a valid Application, the PBL will launch the Application.

EaERAEN I F B FaT Page 12
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TR Application U EI2 K&K DiagnosticSessionControl, ¥51@i3# 1T Reset Bki%
PBL,

If the Application receives a diagnostic request DiagnosticSessionControl, it will transition

back to the PBL by executing a Reset.,

R Reset £ A N AR A912 #iE 5K DiagnosticSessionControl (programmingSession)
Warm start B&18), SHEMRZHE B I B Application, NFE AN programmingSession A7 .
If a Reset is initiated by the diagnostic request DiagnosticSessionControl

(programmingSession) Warm start from within the Application, or if no valid Application is

present, the system enters the programmingSession state.,

MR FENEELZE Cold start BFEH K Application, Nl Application /F3f.
If the startup type is Cold start and a valid Application exists, then the Application will launch.

HMMBE R BootlLoader X5 GEEA2.0 #ISEAY Bootloader RIS &R, T HEBHELIA
GEEA2.0 HLSEHIT KIIRE

ZC.Qinglong BootLoader supports the bootloader flashing requirements of the GEEA 2.0
specification, and the following are some of the implemented GEEA 2.0 specification

requirements:

> Z4£RE Secure Flashing:

FME H BootLoader IRIBEFMEEIEZ K MEFHEERA Root Public Key, BT EXFRINZE
75 RSA, MHEMNELURE. EREBINNBIEIXNFRMEFE L SHA256 FIEXSFRE X
RSA2048 X #IBSTE B MH#H TR, RIELERBRE.

EaERAEN I F B FaT Page 13
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ZC.QinglLong BootLoader performs authenticity verification of data using the Root Public Key
stored in non-volatile memory, through the asymmetric encryption algorithm RSA. If the
verification is successful, it then uses the symmetric encryption algorithm SHA256 and the
asymmetric algorithm RSA2048 to verify the integrity of the data, ensuring a secure flashing

process..

> E45E % Compression Algorithm:

FMFE K BootLoader JHFMRAT LZSS FEARE AN EIEAE 48 R X R ER L5 M A 3 4R,
EIR S Hr A EE R BRI RIS .

ZC.QinglLong BootlLoader supports parsing data compressed with the LZSS compression
algorithm and encapsulating the corresponding data structures. It also supports the flashing of

uncompressed data.
> F M BootLoader Master-Slav Bootloader

M B K BootLoader X35+ MBI IEE, BootlLoader 7E =5 & _Ei@it UART & LAl 1%
WA Application #IEHE XA MT = EH Bootloader, FiBid M BootlLoader SEAAM T &= E
Application B E .

ZC.QinglLong BootlLoader supports master-slave flashing functionality. The BootLoader on
the master node forwards the Application data transmitted by the host computer to the
BootLoader on the slave node via UART, and the update of the Application on the slave node is

completed through the slave BootlLoader.

>  X¥F VBF X1 T % Supports VBF File Download:

BEEERMNIEEFEN TR, MMER Bootloader TJ AT VBF 4R, KR
T%@J ECU /1, F1%88 GEEA2.0 #SEf# A VBF HRiE#r Y Verification Block F Signature £ Xt

EMMTTEMHTRE.

By integrating with the ZC. XuanWu program update tool, ZC.QingLong BootlLoader can
parse the data within VBF files, download the data into the ECU, and verify the integrity and
reliability using the Verification Block and Signature data carried within the VBF, in accordance
with the GEEAZ2.0 specification. This ensures that the update process is secure and the data has

not been tampered with or corrupted during transmission.
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6 1T FE XY PROCESS DOCUMENTATION
HFERE

Development

Process

XA

Document Description

BRI E
Requirement

Collection

BYET RO
Software
Requirement

Analysis

R EEIT
Software

Architecture

Design
AR
ByTigit
Software

Detailed Design
and Unit Design

RFRTTMR

Software Unit

Testing

Baengen )R E R Fan

R BT SR XAS

Customer Requirements Document
=R

Requirement Analysis

BRATAAES

Requirements Analysis Specification Document
BHHKIEBERR

Software Requirements Traceability Matrix
PP

Customer Issue Communication Form

B R AR

Software Architecture Specification Document
BRHRMIVIBERR

Software Architecture Traceability Matrix
BootLoader 1¥41% 1115 BAH
BootLoaderDetailed Design Specification
Document

fcE TRzt

Configuration Tool Design

R FEMIRITEER TR

Software Detailed Design Traceability Matrix
BootLoader ¥4 1% 1T &

BootLoaderDetailed Design Review

QAC iR &
QACAnalysis Report

Tessy MIXIR &5

TessyTest Report

AR ITTRE R

Software Unit Verification Strategy

E SR
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Process

LyQCE 9 & I 374
LN

Software
Integration and
Integration

Testing

BARA T
Software
Acceptance
Testing

&l

Release
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ST

Integration Manual

S R SR

Integration Testing Strategy
SRR R E

Integration Test Report
RIRDHTIRE

Resource Analysis Report
BootLoader Z 4R R &
BootLoader Software Test Report
BootlLoader #1844k ¥ &

Integration Strategy

BootLoaderSoftware Test Report Review

KA

Release Documentation
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To Be the Global Leading Automotive Basic Software Company &
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