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MANUAL

HIMF M BootLoader
ZC.QinLong BootlLoader

1 IHEEMEAR FUNCTION OVERVIEW

HMME X BootLoader 2 HMMBHL B & MR FRIFTE{4(BootLoader), EAMME R
BootLoader f94%I88, TJIN@IT CAN. LIN. SPI FBEARNLUY BREFHNEHNE. BT,
IME I BootLoader E 3 NXP. Infineon. Renesas. STZE LR &GH, HAXEHESRELE
EFFRIFTASE, TJREEH T ERS .

ZC.QinglLong BootlLoader is a self-developed flash programming software (BootLoader) by
ZCTechnology. Controllers using ZC.QingLong BootLoader can update the application through
communication methods such as CAN, LIN, and SPI. Currently, ZC.QingLong BootlLoader has
supported multiple chips from manufacturers like NXP, Infineon, Renesas, and ST, and complies
with the program refreshing specifications of various vehicle manufacturers. It also offers

customized development services.

BESRELE] #ESXENEFRFISE, BEIMMER Bootloader XM ELET 2fF
RIFRSE B TR K&, ER. —R. TREAE. ZX. EB@A. 7. Fw. £
RBAEZE. . K. IURHRESE (UMEHB AP ER)

Typically, each vehicle manufacturer has its own specifications for program refreshing. The
vehicle manufacturers whose program refreshing specifications are currently supported by
ZC.QinglLong BootlLoader include: GAC (Guangzhou Automobile), Changan, SAIC (Shanghai
Automotive Industry Corporation), FAW (First Automobile Works), Dongfeng Commercial
Vehicles, Dongfeng, SGMW (SAIC General Motors Wuling), Geely, Chery, SAIC-GM-Wuling, Saab,
Great Wall, BAIC New Energy, etc. (listed in no particular order).
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2 RN A%uiE; APPLICATION FIELDS

HMM B X Bootloader o ¥ AFBER M HMIETIREFRIFINGE. IFNEFREE:
ZC.QinLong BootlLoaderlt can be applied to the controller program refreshing function in

various domains of the vehicle. The supported controllers include::

> ZE 5 R Y Body System

Foitles. DERER. EER. WXF

Body Control Module. Air Conditioning. Control Module. Door Control Module
> mNHE%- Gateway Controller- Powertrain System

RSz, BHEERSE. BYEHR. BEEGSRSE

Engine Controller, Battery Management System, Motor Controller, Vehicle Controller
> JREZE % Chassis System

BN ERRG. FFERERE. BESRERGES

Electric Power Steering System, Anti-lock Braking System (ABS), Electronic Stability

Program (ESP), etc.
> ADAS & % ADAS System

FBiL. BBRELRGF

Radar, Camera System, etc.
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chip support

NXP

Infineon

Renesas

ST

R X IF

Compiler support

S32K144/MPC5567/MPC5606B/MPC5634/
MPC5644/9512G128/S12HY64/
9512G64/MC9S12VR64/KW362512

TC397/TC275/TC233/TC264/TC1782/XC2364

RH850/V8503385

STM8AF51A/SPC584B

WindRiver
Tasking

GreenHills
HighTec

Codewarrior

CS+ for CC
Cosmic
S$32DS

IAR

A AR S HF

Diab v5.9.4.0

Tasking v6.2r2 / Tasking v4.2r2 / Tasking v2.5r1 /
Tasking v3.5r1

GHSv4.2.3/ GHS v7.14
HighTec v4.6.6.1
Codewarrior5.1 /

CodeWarrior for HCS12(X) v5.2
CS+ for CC V3.02.00

Cosmic v4.2.4
S32DS_ARM_v2018_R1

IAR EW for Arm 8.40.1

Debugger Support

Lauterbach
Isystem

El

PE
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Lauterbach (Trace32 R.2018.02 / TRACE32 for

PowerPC R.2020.02.000121039)
Isystem (IC5700)

E1 emulator [ROEO00010KCEOOQ]

PE USB Multilink Universal
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4 F%7 = DEVELOPMENT BACKGROUD

BRl, AELMNBEFEISIEMEREEZ, HHBEAFNENL. SaEh. WKL,
HEZ4, REMOMEAEREL SRR, REEFNMEHELS, M, BRENE
MEwERP, BRMANEKR. £FNER. ERHNR, FSTMOREFTELRGNERIE.
Ak, & AXNRAIEFEFHNFKEREB Y,

Currently, the electronic and electrical architecture of vehicles is becoming increasingly
complex. With the electrification, intelligence, connectivity, and sharing of vehicles, the
proportion of software development in the automotive industry is growing larger. The frequency
of software updates is also increasing. Moreover, throughout the entire lifecycle of a vehicle,
including the research and development phase, production phase, and after-sales phase,
software update functionality is required in each stage. As a result, customers' demand for

software program updates is becoming more and more urgent.

NFEZE] SN, Bootloader EiFHIHFmAAXMLENINE. HE, FRENEE L
EEVIEFE#HHSE, B Bootloader Wi XK TF AR . Fitt, AT HEAENEE
REFEFIE, XERABNSR, MMBEERMT 5TEA Bootloader BARTTE—HME
& BootLoader, FIME & BootlLoader BRERTFARMEZE] BFEHMAE, XEATARN
AIENER, ILBAETIE5AECHEH ST mTA.

For vehicle manufacturers or suppliers, the BootlLoader is an essential feature for the
development of controllers. Moreover, different vehicle manufacturers have different program
update specifications, and the BootlLoader driver also depends on different chips. Therefore, to
meet the program update specifications of various vehicle manufacturers and to be compatible
with chips from different chip manufacturers, ZC offers a complete BootLoader solution —
ZC.Qinglong BootlLoader. ZC.Qinglong BootlLoader is suitable for the program update
specifications of different vehicle manufacturers and chips from various chip manufacturers,

allowing customers to focus more on the development of their own controller products.
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5 IhREHEIR FUNCTION DESCRIPTION

5.1 &= m4F = product features

> BRATZEATIIRBE NEFEFNL
Compatible with the program update specifications of up to a dozen vehicle manufacturers
> XFRZFEAT BRSR
Supports chips from multiple chip manufacturers
> XETL R EROREER
Compatible with mainstream compilers in the industry
> PN REFRMEEEN E R
Supports update functions for applications and data
> XFFHIS #SE
Supports HIS specifications
> HFF CAN/LIN/SPI FiEfE
Supports communication via CAN/LIN/SPI, etc
> BERMMNZEEFEHIR EHZENEFEFBATE

Adapted to ZC Xuanwu program update tools, providing a complete program update
solution

@ ZC XuanWu v28 Sl
i EE

s S E

a1 [ms] HRAID] BUE  KEbyte] RE +X44%°=8
095538826 00,00,07,54 R 4 74, 20, 00, C8, WS AT

0955:38879  00,00,07,52 T 200 36,0102 F4, 91, 10,00, 1 FALSE 1003

005538906 00,00,07,54 R 2 76, 01 FALSE  22F193

09:55:38930  00,00,07,52, T 68 36,02, D9, FF, A5, C1 DC, FALSE  22FL80

005538955 00,00,07,54 R 2 76,02 FASE 1003 I
095538056 00,00,07,52 T 1 37, FALSE 1002

09:55:38975  00,00,07,54 R 1 77 FASE 2711

09:55:38987  00,00,07,52, T 8 31,01, 02, 02, BB, 77, C2, FASE 2712

005538096 00,00,07,54 R 3 7,31, 78, FALSE  2EF1,9801,02,030405
09:55:39:144  00,00,07,5A R 3 TF.31,78, & 26 FALSE  2£FL09

09:55:3%:165  00,00,07,54 R 5 71,01, 02, 02, 04, o = ! D
09:55:39:166  00,00,07,52, T 4 31,01, FF, 01, = ===
00:55:20175  00,00,07,5A R 3 7,31, 78, B eemHE CA N B ME-0-=0
09:55:30200 00, 00, 07, 5A, R 5 71,01, FF, 01, 04, SR ESREARAS

09:55:33:300  00,00,07,52 T 2 11,01 s e N,

09:55:39:319  00,00,07,54 R 2 51,01 09:54:14:545  mau: 0xB0010020, cEes =

0055:30:320  00,00,07,52 T 2 10,03 o s ins

0955:41:321  00,00,07,52, T 2 10,03, 09:54:1a:345 oxB0070040,

09:5543320  00,00,07,5A R 6 50,03, 00, 32, 00, €3, 09:54:14:545 exsoereoce,

09:5543:320  00,00,07,52, T 2 10,01, H gy g:gig:gggj =
005543322 00,00,07,54 R 6 50,01,00,32,00,C8, || 09:56:1a:545 ni BxC0000000,

<
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5.2 ¥ {4324y Software Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B{EZ =T/ FOTA TheE, @it
Dem RS2 UDS IRXCBATFIZHIRIS, FiBidIEES Crypto Library 2% OEM FISEHIE B
ZEFEK, UTHESERTHEER

» Bootloader
BootManager #2124 FOTA BB IEINGE, X FFEECEAEM SecureBoot TIgE, @it
F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot BidiHE
L4k Bootloader il Application £ MAC HUTH B IR, RIFHRHZLER.
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» Can Com

Can X #F CAN. CANFD BIEI8E.
> Spi Com

Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, UXIFSTSPIBERSE
o

» Ethernet Com
DolP #EHE F TCP/IP t/SL TR Ethernet WS ATIRE, #JE ISO 13400 tREE X, Bid
ZERIRA . FRAHECE. ZWTE R INEESCIN UDS RIS R, SCIX Ethernet OTA IhgE.

» Dcm
Dem fRHLE T BEEMR I FFLIISHINEE, HE 1SO 14229 LK 1SO 15765 FRAE X .

» Crypto, HSM
Ethernet OTA X @ RASFMBEYIRE, XFEXNMRMBE EZMINZZEEZEE LML 2R
5IEE, EEIUEFIANEINEEHE LD IZHITIRE, EE HSM IREE R R TN E A
RS R

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

» Spi Com
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The Spi module supports the master-slave programming function. By adapting to the

hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
Crypto, HSM

Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It combines

asymmetric encryption algorithms with other encryption algorithms to achieve the secure

flashing function. It adapts to the certificate authentication function to meet the security

diagnostic requirements and adapts to the HSM to improve the stability and verification speed

of the Cybersecurity function.

>

N— p—

5.3 iZf713#E Operation Process

HIMF I BootLoader x#F HIS A9MSE, BootlLoader IEfTiZ IR :
ZC.Qinglong BootLoader supports the HIS specifications, and the operation process is as

follows::
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1. Boot Manage

1-1 Power on

1-2 Boot requast

1-3 Jump into App, Extended diagnostic session

1-4 Check programming pre conditions, Control DTC setting - off

1-5 Disable non-dizgnostic communication, programming session, reset ECU | jump into SBL

2. Bootloader

2-1 Security access : read seed and send key

2-2 Write data by identifier : fingerprint

2-10 Write next block, replay steps 2-4 to 2-8

2-3 Request download, download flash driver, check routine

2-4 Erase Application block

2-5 Requeast download

2-6 Transfer data

2-T Request transfer axit

2-B Write segments replay steps 2-5 to 2-7

2-8 Check routine

2-11 Check reprogramming dependencies

2-12 Erase Flash Driver

2-13 ECL) reset

Baengen )R E R Fan Page 9



%T Soe) MBS 5 HTE M

&l M T8 B Easy to know Easy to do
> HIMBE K Bootloader XFrBAREMBEFEMNTE, ZTERAOT:
The ZC.Qinglong BootLoader is compliant with General Motors' program update

specifications, and JKJIJN  the operational process is as follows:

GMLAN Bootloader

1 Reset ECU , Activates Bootloader (SBEL),check RAM, check Bootloader Request Flag &
RAM_TEST_FLAG_ADDRESS

2 Tester wait 5S00ms

3 Tester send $101
Use Service $1A with D

4 Tester send $101, Use Service $28 to disable the normal communication

5 Use Service $A2 to determine programmable ECU

6 Tester send $A5 01

T Tester Wait 50ms

8 Use Service $A5 with sub-parameter $03 to start the programming event

11 Reactivate Bootloader and check Request flag, response for last Server $34

12 $36 Download PE&PR into RAM memory

0.5BL and PE&PR

14 Erase patterns, old Operating software and Calibration data

15 Download new Operating software and Calibration data

16 Request ECU Reset
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M E # BootLoader 3% CAN/LIN/SPI ZREMY, HEARARNEABR.
The ZC.Qinglong BootlLoader supports communication protocols such as CAN, LIN, and

SPI, meeting the diverse needs of customers.,

/

MPC STQ

Boodbader

UVART & SPI

[UART orCAN

Baengen )R E R Fan
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6 ITFEXHY PROCESS DOCUMENTATION

FRRE Xtk

Development Document Description

Process
RIS

Requirement

iz B9 R Sk 3

Customer Requirement Document

Collection
ZC R ERT R DT
ZC's Software Requirement Analysis
BB R BRATHAE S
Software Requirements Analysis Specification Document
Requirement B4R KRIBERE
Analysis Software Requirements Traceability Matrix
PRSI R
Customer Issue Communication Form
LNEE iy BRI R
Software Software Architecture Specification Document
Requirement BRERMIEERR
Analysis Software Architecture Traceability Matrix
BootLoader IR AP
_ BootLoaderSoftware Design Specification Document
MR T E TR —
o e & T Ri&T

Configuration Tool Design
B FEMRIHERRR
Software Detailed Design Traceability Matrix

Software Detailed

Design and Unit

Design S———
BootlLoader FEIR TR
BootLoaderDetailed Design Review
QAC Mk
e, QACAnNalysis Report
S BT MG
Software Unit Y E o
. Tessy Testing Report
Testing —
B BT R
Software Unit Verification Strategy
E 308 i
e R Integration Strategy
X ) R
’ AR F A

Integration Manual
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TR RIE D& =t pu
Development Document Description
Process
Software & RO SR
Integrationand Integration Testing Strategy

Integration Testing  FANIKRE
Integration Testing Report
TIRDTIRE
Resource Analysis Report
BootLoader Z MR &
BootLoaderSoftware Test Report
BootLoader # M ik &1 &

LN CS NG

Software Acceptance

Testing ,
BootLoaderSoftware Test Report Review

b&i - E D]

Release Release Documentation
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a) TR £ TEEIRE Functional Safety Assessment Report

b) IThEEZL£UEP Functional Safety Certificate

SGS

Tiiv

SAAR
CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1
ZERTIFIKAT NR.: SEITE(N) rl
LICENCE HOLDER & MANUFACTURER ||
GENEHMIGUNGSINHABER & HERSTELLER
Shanghai ZC Technology Co., Ltd. a l(;_’ ®

Building C, 888 Huanhu West 2nd Road,

Pudong New Area, a u M ﬁi' H

Shanghai, ! |
P.R. China |

PROJECT NO/-ID

PROJEKT-NRAID

LICENSED TEST MARK

GENEHMIGTES PRUFZEICHEN

CERT. REPORT NO.

ZERTIFIKATSBERICHT NR.

T4A8-AUD1 T4A80002 :
SGS is an integral part of this certificate. i |
T- | ASIL D COMPLIANT ist ein integraler Bestandtel dieses Zertifikats. | |
“ Functional Safety | |
1S0 26262
s T ]
SAAR

SafetyFrame
Version 2.1.0

Certified product(s)

Zertifizierte(s) Produlit(e)

1SO 26262-2:2018
I1SO 26262-6:2018
1SO 26262-8:2018
1SO 26262-9:2018

Tested according to

Gepriift nach

The judgement of the achieved functional safety for the above-
mentioned SafetyFrame Software is "accepted” according to
above mentioned standards ASIL D requirements.

Technical Data and
Parameter
Technische Daten und Parameter

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

. Al apphcame reqmremems of the 1ast|ng and certification regulations of SGS-TUV Saar GmbH have te be complied, see vavw 5gs-

u:and Vv S9S-{Uy-SAAL.COMIGLE-MUC
Munich, 2023
« (AEe—~—

Gudrun Neumann

¢ ‘\Ce\ fi cation Body
for Fu nctlcmai | Safety &
i Cyber Secunty
8GS TuV Saar GmbH

Zertifi szmngssIE/Je ﬁ.rr." uni«lbnal S “hemen‘ &

SGS-TUV Saar GmbH, Hofmannstr. 50,
81279 Miinchen. Seutschland | Germany

Reiference to
8G& Cenihicati
Database

3 S-S Ldn L0
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QINGLONG SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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R
4
<
I = N
] X 7= ik B
4
: 23T, 1M Arbootloader # V1. 0 e GE—EE R
) Pl AR B R RAVE TR ) B0 (B RITEEOR ) (T/SIA003 2017) M
4
> BEME, THEARM R, R,
) g, LEAEEARAD
1 k3, YHRC-2019-3315
e, WA VA
x| 0 Wit (g
R
1 B O~ § B
4
1

BRGA - REICIES
QINGLONG SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE

B ASRS R EEME{GAS

To Be the Global Leading Automotive Basic Software Company '
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