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1 THEEMEIA FUNCTIONAL OVERVIEW

HM B X BootLoader 2 MEHL B & B9TE FRIHF ¥ {4 (BootLoader), EAMME K
Bootloader AY#=#I88, o D@3 CAN. LIN, SPI. UART FRBEARIUN BREFHNEIIIEE.
HEJ, #MB T Bootloader B x3#F NXP. Infineon. Renesas. STEZ RN, FHFAXEEZR
BLE] EFRFASE TREEFFLXRS.

ZC.Qinglong BootlLoader is a self-developed program refreshing software (BootLoader) by
ZCTechnology. Controllers using ZCQinglong BootLoader can achieve the update function of
application programs through communication methods such as CAN, LIN, SPI, and UART.
Currently, ZCQinglong BootLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of various car manufacturers,

offering customized development services.

FNME I SecureBoot ZE T NXP S32K1xx &, S2IY BootLoader B Security TR, @id
523 SecureBoot, 1288 IMIRS] BootLoader AN BREFEEHEN, 15274 FOTA
HEF, TRRIEEFRFN M,

ZC.Qinglong SecureBoot, based on the NXP S32K1xx platform, implements the security
features of the BootLoader. By implementing SecureBoot, the controller can detect if the
BootLoader program and application programs have been tampered with, ensuring the security
of program updates especially during the FOTA process
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2 [y F%iE APPLICATION FIELDS

HIMEF A SecureBoot o AFEM S32K1xx RFLH MIRFIREFRIFINGE . iFME
H =B
ZC.Qinglong SecureBoot can be applied to the controller program refreshing functions that

use the S32K1xx series chips. The supported controllers include:

> EHEtEs

Body Controller
> WXz e

Gateway Controller
> EHRKRGE G

In-Vehicle Infotainment System Controller
> BTEEHSMRSE

Electronic Parking Brake System
> REBNRZ

Tire Pressure Monitoring System
> BMEERZL

Battery Management System
> TEEHRS

Air Conditioning Control System
> FEEGHRSZ

Window Control System
> ERS

Door Control System
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3 BCEIFE CONFIGURATION ENVIRONMENT

BCEIfR
S32K144
Hardware (Chip) S32K146
S32K148
Compilers GreenHills v2018.5.4
Supported S32DS_ARM v2018 R1

Lauterbach (Trace32 R.2018.02)

Debugger Isystem (IC5700)

GreenHills Z7i% 3%

GreenHills Compiler

e -cpu=cortexm4 -noobj --long_long -G -

LI
o dual_debug -farcalls -dwarf2 -

Compilation o _

) no_misalign_pack -nostartfiles -
options L

pragma_asm_inline -THUMB

ST -cpu=cortexm4 -pragma_asm_inline -g -
Linking options keepmap -dual_debug —hex -nostartfiles

S32DS 4i¥A%
S32DS Compiler
IR -DCPU_S32K144HFTOVLLT -O0 -g3 -Wall -c
Compilation —fmessage.—length:O -ffunction-sections -
) fdata-sections -mcpu=cortex-m4 -
Options _ :
specs=ewl|_c9x_noio.specs
-T "S32K144flash.ld" -WI,-
PEIEET Map,"S32K144_Bootloader.map" -Xlinker --
Linking Options gc-sections -mcpu=cortex-m4 -

specs=ewl|_c9x_noio.specs

EAEBRAEN I F K AT Page 3



%TE e MBS 55 F 16 A

0 A T3} B Easy to know Easy to do

4 FhEE DEVELOPMENT BACKGROUND

B, AELMNBEFHASFMBEREEZS, FHEERFENEINL. . MEKL. &
4, RENMAREAELSEERER, REEHHMRERES. ME, ERENED
wEAP, BEMANEKR. £FHR. EENHER. FMMREFTELIRGNERIEE.

Hith, & AXNRGIEFEHNF REREBY,

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex. With the electrification, intelligence, connectivity, and sharing of vehicles, the
proportion of software R&D in automobiles is growing larger. The frequency of software updates
Is also increasing. Moreover, throughout the entire lifecycle of a car, including the R&D phase,
production phase, and after-sales phase, software update functionality is required in each stage.

Therefore, customer demand for software program updates is becoming more urgent.

FEH, BEEEMAES, FREReBREXEN, SHENERNEE, Eit, &k
FHEIRRIPAHEE ., MM B R SecureBoot 2T NXP S32Kixx &, S Bootloader
Security ThBE., BI1ISLIN SecureBoot, #=HIEET] IR A BootLoader FFHN AREFERHE
B, Fpl2E FOTAERES, TRIEEFRIFNZE M.

Furthermore, with the implementation of the Internet of Vehicles, information security is
gaining more attention. As chips serve as carriers of information, data protection within the chips
is particularly important. ZC.Qinglong SecureBoot, based on the NXP S32Kl1xx platform,
implements the security features of the BootLoader. By implementing SecureBoot, the controller
can detect If the BootLoader program and application programs have been tampered with,

ensuring the security of program updates, especially during the FOTA process.
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5 INgEHA FUNCTIONAL DESCRIPTION

5.1 /= %% = Product Features

> BRATZEATIIRBE NEFEFNL
Suitable for the program update specifications of up to a dozen car manufacturers
> PN REFRMEEENERIE
Supports update functions for applications and data
> X #F Bootloader HE #INfE
Supports self-update functionality for BootLoader
> EZHEFHIS HSE
Supports HIS specifications
> X#F CAN/LIN/SPI/UART Filfs
Supports communication via CAN/LIN/SPI/UART, etc.
> BRMNZEEFEFTLE, RUTENEFENBRTE

Adapts to ZC.Xuanwu program update tools, offering a complete solution for program
updates

¥ ZC XuanWu v28 =8 = |
e

LA = . Sy

i8] [ms] FHAID] /g EEbyte] AT ~ || @ pERSFIE @ TEEEE @ fFEEESIE +X4cd" ﬁ,
09:55:38:826 00, 00, 07, 5A, R 4 74, 20, 00, C8, ‘ BEEx wESH  EREDE  SEs ke
08:55:38:878 00, 00, 07, 52, i 200 36,01,02, 74,91, 10,00, || 7 10 DisgnosticSessionContral ~ TRUE FALSE 10,03

0%:55:38:906 00, 00, 07, 5A, R 2 76,01, | ¥ _22_ReadDataByldentifier TRUE FALSE 22,F1,93 B
09:55:38:930 00, 00, 07, 52, T 68 36, 02, DS, FF, A6, C1, DC, (¥ _22_ReadDataByldentifier TRUE FALSE 22F1,80

09:55:38:955 00, 00, 07, 5A, R 2 76,02, [¥] _10_DiagnosticSessionControl TRUE FALSE 10,03 I
99on38h {00, 000752, | TE 1 37, ] _10 DiagnosticSessionControl ~ TRUE FALSE 10,02

D95SBOTs. || 0000407 S R i . | &4 _27 SecurityAccessSeed TRUE FALSE 2711

09:55:38:987  00,00,07,52, T g 31,01,02,02. B8, 77.C2. || &1 27 SecurityAccesskey TRIE FALSE 2712

PRase  M0.o0DTSA. | B 4 TR3L78, ] _2€ WriteDataByldentifier TRUE FALSE  2EF1,98,01,02,03,04,05
ookl MO * 3 7 L8 ] _2€ WriteDataByldentifier TRUE FALSE  2EFL99 =
09:55:39:165  00,00,07,54, R 5 71,01, 02, 02, 04, oo = | T
09:55:39:166  00,00,07,52, T 4 31, 01, FF, 01, - == ——
09:55:39:175 00, 00, 07, SA, R 3 7F, 31, 78, B memE| AN BREE ME-8-=0
09:55:39:298  00,00,07,54, R 5 71, 01, FF, 01, 04, LB EERIEERAS

09:55:39:300  00,00,07,52, T 2 11,01, R i =
09:55:30:31  00,00,07,54 R 2 51,01, ©9:54:14:545  gasm:  0x80010020, ==

09:55:39:320  00,00,07,52, T 2 10,03, ] o e 5E |
08:55:41:321  00,00,07,52, T 2 10,03, Bus: OxBPOFOA4B, £5 3
09:55:43:320  00,00,07,54, R 5 50, 03, 00, 32, 00, C8, Eaui OxBOOFE0GE, ==

09:5543:320  00,00,07,52, T 2 10,01, E R = L
09:55:143:322  00,00,07,54, R 5 50,01,00,32,00,C8, Bau:  BxCBE60EE, -

fG-54-14.545  mew-  oerpasiaas : 2
< i = v « »
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5.2 ¥ {42243 Software Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B{EZ =T/ FOTA TheE, @it
Dem RS2 UDS IRXCBATFIZHIRIS, FiBidIEES Crypto Library 2% OEM FISEHIE B
ZEFEK, UTHESERTHEER

» Bootloader
BootManager #2124 FOTA BB IEINGE, X FFEECEAEM SecureBoot TIgE, @it
F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot BidiHE
L4k Bootloader il Application £ MAC HUTH B IR, RIFHRHZLER.

BasRaEn N E M e Page 6



» Can Com
Can & % #F CAN. CANFD B15Ih8E.

> Spi Com
Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, UXIFSTSPIBERSE
o

» Ethernet Com
DolP #EHE F TCP/IP t/SL TR Ethernet BEULATIRE, #/E ISO 13400 tREE X, Bid
RG], BRAAUE. 12WTE B INAESCIL UDS RIS R, 3L Ethernet OTA Ih%E.

» Dcm
Dem EHE T BERE T HFLIIZHITIGE, HRE 1SO 14229 UK I1SO 15765 FRAE X o

» Crypto., HSM
Ethernet OTA XFrERAFMBEYIRE, XFEXNMRMBE EZMINZZEEZE S LML 2R
5INRE, EEIUEFIANEINEEHE LR IZHITIRE, EE HSM IREE BRI E A
KRR

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.
» Spi Com

The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.

EAEBRAEN I F K AT Page 7



%TE Soe) MBI 5 FITE M

0 M T8 3 Easy to know Easy to do

» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Dcm

The Dcm module realizes the diagnostic function based on the support of the
communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.

» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

5.3 N7 454 Memory Structure

composite structure Memor\r/

PFLASH

Application&Data

FlashBootloader

BootManager

RAM

FlashDriver

Data

EAEBRAEN I F K AT Page 8



® a2k N
QTE oS MBS 55 F 16 A

0 M T8 3 Easy to know Easy to do

ECU KIS 4 PFLASH #1 RAM, PFLASH X434 Application&Data 1 BootLoader X,
RAM [X 43 4 FLASH Driver #1 Data.

The ECU's memory is divided into PFLASH and RAM. PFLASH is further divided into
Application & Data and BootlLoader areas, while RAM is divided into FLASH Driver and Data

areas.

5.4 iB{5 i ¥ Communication Protocol Support

HME # SecureBoot #% CAN/LIN/SPI/UART ZFREMY, HERRHNE AT K.
ZC.Qinglong SecureBoot supports communication protocols such as CAN/LIN/SPI/UART,

meeting the diverse needs of customers.

SWDL | [ VERIFY o
I

Data:01001001100100100101011... Signature:0110101001010100...

Length
ene Public Key !

§

Hash function

Hash value:1011010010...

Hash value:1011010010...

Private Key

i
1 i

| [ N i

Signing | I 1 |

s algori | | 1 i
n H 1 1 |

1 i

1 i

Signature:0110101001010100... ! ! i |

1 ! H Y Software Valid Software Invalid ]
/
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6 ITFEXHY PROCESS DOCUMENTATION

FERRE

Development

Process

XA

Document Description

wRIE
Requirement

Collection

REBRHT

Software
Requirement

Analysis

KRR

Software
Architecture

Design

BRI R
Tt

Software
Detailed Design
and Unit Design

T
Software Unit

Testing

Baengen )R E RS Fan

SRR S =

Customer Requirement Document

BRI

Requirement Analysis
BROITAAE

Requirement Analysis Specification
B4R KRIBERE

Software Requirement Traceability
Matrix

PRSI R

Customer Issue Communication
Form

BRI R

Software Architecture Manual

B RIRNEIRTR

Software Architecture Traceability
Table

BootLoader IR ITEAF
BootLoaderBootLoader Detailed
Design Manual

fcE TR

Configuration Tool Design

B FEMRIHE R

Software Detailed Design
Traceability Table

BootlLoader 1¥4Hi& 1T
BootLoader Detailed Design Review
QAC Mk
QACAnNalysis Report

Tessy MIXIRE
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Process

LN S eilE 309
i

Software
Integration and
Integration

Testing

BHERGMR
Software System

Testing

b &l

Baengen )R E RS Fan

BB ST IE SR
Software Unit Verification Strategy
SEPURIR

Integration Strategy
ST

Integration Manual

5= R SRR

Integration Test Strategy
SRR RS

Integration Test Report
RIRDITIRE

Resource Analysis Report

BootlLoader 24Nz &
BootLoader BootLoader Software
Test Report

BootLoader R4t 1k & ¥ &
BootLoader BootLoader Software

Test Report Review

KA

Release Documentation

Tessy Test Report
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7 IheEZ 4 FUNCTIONAL SAFETY

1. IngeRE£TFEIRE Functional Safety Assessment Report

2. IDhEe&RLUEP Functional Safety Certificate

Tily

SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 11

ZERTIFIKAT NR - SEITE(N)

LICENCE HOLDER & MANUFACTURER

GENEHIMIGUNGSINHABER & HERSTELLER

Shanghai ZC Technology Co., Lid. @
Building C, 888 Huanhu West 2nd Road, a ‘ a—'(—'
Pudong New Area,
iy 2 A T BX
P.R. China
|
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR-ID GENEHMIGTES PRUFZEICHEN ZERTIFIKATSBERICHT NR |
|
T4A8-AUO1 SGS ] T4A80002 |
i inte | part of thi ificate !
T-- ASIL D COMPLIANT ol I;?egergl:fﬁzg‘anzaﬂ 4ol ;grr‘:ﬁkaa(f i !
Functional Safety 4
150 26262
e age i s3sram

SAAR

Certified product(s)  SafetyFrame
Zertfziertags) Frodukifc) Version 2.1.0

Tested accordingto SO 26262-2:2018

iy Gepruft riach I1SO 26262-6:2018
& 1SO 26262-8:2018
VA 1SO 26262-9:2018

Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is "accepted” according to
et Delon o R above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D

Munici?l 2023
2 Vs SO o

Gudrun Neumann

SGS-TUV Saar GmbH, Hofmannstr. 50,
81378 Miinchen, Dewschland | Germany

Sebr S § o
am
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QINGLONG SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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To Be the Global Leading Automotive Basic Software Company &
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