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1 IHEEMEIA FUNCTIONAL OVERVIEW

HMMF X BootLoader ZHFIMNBHE B W A K2 FRIFT 4 (BootLoader), FRHFIMNTE
BootLoader {93z #I88, T IX#@IF CAN. LIN. SPI. UART EBEARLUN AEFNEHINE.
HR], ZMMB T Bootloader B3#F NXP. Infineon. Renesas. STEZ RN, FHFAXEEZR
HE] BEFRFASE, TREEFTRRS.

ZC.QinglLong BootlLoader is a self-developed program refreshing software (BootLoader) by
ZC. Controllers using ZC.QingLong BootLoader can achieve the update function of application
programs through communication methods such as CAN, LIN, SPI, and UART. Currently,
ZC.Qinglong BootlLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of various car manufacturers,

offering customized development services.

HIM BN SecureBoot HTF NXP S32k3 4, SLILXT QSQR #sE Security THEEMI X3, B
BIFIME & SecureBoot E LI #5 CBF XMHRIS . AB X¥0TIRE. £ RSA M SHA AEH
ERAT. BERINEFIER K, HE QSORISEHKEBD IR ST K.,

ZC Qinglong SecureBoot, based on the NXP S32K3 platform, implements support for QSOQR
specification security features. Currently, ZC.Qinglong SecureBoot has realized support for CBF
file flashing, AB partitioning, parsing of multiple RSA and SHA combination algorithms, signature

authentication, and other functional requirements, meeting most of the flashing needs specified

in QSQR.

A~ X QSQR

i

HERY B FHSAEH
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2 [y F%iE APPLICATION FIELDS

HMME R SecureBoot BJ AT S32K3 RIS F MR I FRIF IR . A=
ALK
ZC.Qinglong SecureBoot can be applied to the controller program refreshing functions

that use the S32K3 series chips. The supported controllers include:
> EeEflas
Body Controller
T ES e
Gateway Controller
> EHRRRFEEG R
In-Vehicle Infotainment System Controller
> BTHESHRSE
Electronic Parking Brake System
> BREBNERS
Tire Pressure Monitoring System
> HEERS
Battery Management System
> ZEES RS
Air Conditioning Control System
> FREGRS
Window Control System
> [ERS

Door Control System

EAEBRAEN I F K AT Page 2



%? S MBS 55 F 16 A

0 A T3} B Easy to know Easy to do

3 BCEIFE CONFIGURATION ENVIRONMENT

Bc BIfE Configuration Environment

Hardware (Chip) S32K312

GreenHills v2021.1
S32DS_ARM_v3.4

Lauterbach (Trace32 R.2021.02)
Isystem (IC5700)

Compilers Supported

Debugger

GreenHills fRi¥ 3%

GreenHills Compiler
-cpu=cortexm7 -DS32K312 -thumb -fsingle -DGHS -

DAUTOSAR_OS_NOT_USED -DS32K312 -
DUSE_SW_VECTOR_MODE -C99 -Osize -Wall-G -c --
YRIFIRIN unsigned_fields  --unsigned_chars  -keeptempfiles -
Compilation preprocess_assembly files --no_exceptions -dual_debug --
options prototype_errors -Wundef -noslashcomment -Wimplicit-int -
Wshadow -Wtrigraphs -nostartfile --no_commons --

incorrect_pragma_warnings -list --short_enum --ghstd=last

--gnu_asm
SEIERIN -e Reset_Handler -map -keepmap -Mn -delete -
Linking ignore_debug_references -L thumb2 -Imath_sd -larch -
options Istartup -lind_sd -keep=C40_Ip_AccessCode

S32DS iz
S32DS Compiler

-00 -g3 -Wall -c -fno-short-enums -ffunction-sections -
IR fdata-sections -Wstrict-prototypes -Wsign-compare -
Werror=implicit-function-declaration -Wundef -Wdouble-

Compilation _ , _
) promotion -mcpu=cortex-m7 -mthumb -mlittle-endian -
CELEE mfloat-abi=hard -mfpu=fpv5-sp-d16 -specs=nano.specs -
Specs=nosys.specs
-nostartfiles --entry=Reset_Handler -ggdb3 -T
SEIERIN "linker_flash s32k312.1d" -WI,-
Linking Map,"S32K312_Bootloader.map” -mcpu=cortex-m7 -
Options mthumb -mlittle-endian -mfloat-abi=hard -mfpu=fpv5-sp-

d16 -specs=nano.specs -Specs=nosys.Specs

EAEBRAEN I F K AT Page 3



%YE e MBS 55 F 16 A

%0 A T B2 Easy to know Easy to do

4 FhEE DEVELOPMENT BACKGROUND

B, AELMNBEFHASFMBEREEZS, FHEERFENEINL. . MEKL. &
4, RENMAREAELSEERER, REEHHMRERES. ME, ERENED
wEAP, BEMANEKR. £FHR. EENHER. FMMREFTELIRGNERIEE.

Hith, & AXNRGIEFEHNFREREBY,

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex. With the electrification, intelligence, connectivity, and sharing of vehicles, the
proportion of software R&D in automobiles is growing larger. The frequency of software updates
Is also increasing. Moreover, throughout the entire lifecycle of a car, including the R&D phase,
production phase, and after-sales phase, software update functionality is required in each stage.

Therefore, customer demand for software program updates is becoming more urgent.

FEH, BEEEMAES, FREReBREXEN, SHEAERNEE, Eit, &k
FEIRRIPAHEE . MM B R SecureBoot 2ET NXP S32Kixx &, SLI Bootloader
Security ThBE., BI1I3LIN SecureBoot, #=HIEET] IR A BootLoader FFHN AREFERHE
B, FrARE FOTARRER, TJMRIERFRINREM.

Furthermore, with the implementation of the Internet of Vehicles, information security is
gaining more attention. As chips serve as carriers of information, data protection within the chips
Is particularly important. ZC.Qinglong SecureBoot, based on the NXP S32Kl1xx platform,
implements the security features of the BootLoader. By implementing SecureBoot, the controller
can detect If the BootLoader program and application programs have been tampered with,

ensuring the security of program updates, especially during the FOTA process.

QSQR B FH S 4E# 7 SecureBoot H1, @it SLIL AB 2> X YJ#2. Secure Boot. CBF fnZ&ss
FRIEEIhEE, BRTEMCUEFERETMNZTE N, KB T SecureBoot IR &M INK
BIE

The QSQR electronic and electrical architecture in SecureBoot, by implementing features
such as AB partition switching, Secure Boot, and CBF encryption signature verification, reduces
security risks during the MCU update process and significantly enhances the security and
reliability of SecureBoot.
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5 TheefEiRA FUNCTIONAL DESCRIPTION

5.1 /= 545 = Product Feature

> EAT QSQR F&EHE

Suitable for QSQR platform specifications
> FFAB XU FINEE

Supports features such as AB partition switching
> ZENAEFHEIENEHIE

Supports update functions for applications and data
> EZHEFHIS HSE

Supports HIS specifications
> X#F CAN/LIN/SPI/UART Filfs

Supports communication via CAN/LIN/SPI/UART, etc.
> BEAMNZREFENILIRE RHUHZENEFEFBRTE

Adapts to ZhiCong Xuanwu program update tools, offering a complete solution for
program updates

> TIFLFHRSA F1SHA MISERIE S E L

Supports various combinations of RSA and SHA standard algorithms

> ¥ CBF X

Supports CBF file parsing
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& ZC XuanWu v28 l=la| = |
=i EBE
s s F e E
H1i8] [ms] FREA[D] wE EEbyte] AR » || @ 2ERsiiE § TEIMTE § LEESTE % X 4470
09:55:38:826  00,00,07,54, R 4 74, 20, 00, C8, [ R s o B
ORSESEiTo 10000500 5% | 200 36,0102, F4 91,10,00.1 ||| & 10 DiagnosticSessionControl  TRUE FALSE 1003
09:55:38:906 00,00, 07, 5A, R 2 76,01, ] _22 ReadDataByldentifier TRUE FALSE 22F1,93 E
09:55:38:930  00,00,07,52, T 68 36,02, D9, FF. A6, C1, DC, ¥]_22 ReadDataByldentifier TRUE FALSE 22F1,80
09:35:38:935 00, 00, 07, 3A, R 2 76,02, [ _10_DiagnosticSessionControl ~ TRUE FALSE 10,03 b
08:55:38:956 00, 00, 07, 52, ¥ 1 37, (¥l _10 DiagnosticSessionControl ~ TRUE FALSE 10,02
09:55:38:975 00, 00, 07, 5A, R 1 7., [¥] _27 _SecurityAccessSeed TRUE FALSE 2711
09:55:38987  00,00,07,52, T 8 31,01, 02,02, BE, 77, C2, T TRUE FAISE 712
095558906 | 00.00,07.30, R 2 7R31.78, 7] _2E_WriteDataByldentifier TRUE FALSE 2E,F1,98,01,02,03,04,05
09:5530:30411 200/ 00107, 28 5 e 7F, 31,78, | _2_WriteDataByldentifier TRUE FALSE 2EF1,99 )
09:55:39:165  00,00,07,54, R 5 71,01, 02, 02, 04, oo i | v
09:55:30:166  00,00,07,52, T 4 31, 01, FF, 01, -
00:55:30.075  00,00,07,54 R 3 7F, 31, 78, O EEEwE| - o
09:55:39:209  00,00,07,54, R 5 71, 01, FF, 01, 04,
09:55:39:300  00,00,07,52, T 2 11,01, e e =
00,00,07,54, R 2 51,01, su: Bx38018020,
09:55:39:320 00, 00, 07, 52, Sy 2 10, 03, g:xim: |
09:55:41:321  00,00,07,52, T 2 10,03, oxae0rease, 1
09:55:43:320  00,00,07,54, R 5 50, 03, 00, 32, 00, 8, ©x880F6060,
09:55:43:320  00,00,07,52, T 2 10,01, 3:%:2% -
09:55:43:322  00,00,07,54, R 5 50, 01, 00, 32, 00, C8, exceoonace, Il
« m ] ’ frreneRnes ’

HMNER—EFERLR
ZCXUNWU—Program Update Tool
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5.2 ¥ {4324y Software Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B{EZ =T/ FOTA TheE, @it
Dem RS2 UDS IRXCBATFIZHIRIS, FiBidIEES Crypto Library 2% OEM FISEHIE B
ZEFEK, UTHESERTHEER

» Bootloader
BootManager #2124 FOTA BB IEINGE, X FFEECEAEM SecureBoot TIgE, @it
F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot BidiHE
L4k Bootloader il Application £ MAC HUTH B IR, RIFHRHZLER.

BasRaEn N E M e Page 7



» Can Com
Can & % #F CAN. CANFD B15Ih8E.

> Spi Com
Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, UXIFSTSPIBERSE
o

» Ethernet Com
DolP #EHE F TCP/IP t/SL TR Ethernet BEULATIRE, #/E ISO 13400 tREE X, Bid
RG], BRAAUE. 12WTE B INAESCIL UDS RIS R, 3L Ethernet OTA Ih%E.

» Dcm
Dem EHE T BERE T HFLIIZHITIGE, HRE 1SO 14229 UK I1SO 15765 FRAE X o

» Crypto., HSM
Ethernet OTA XFrERAFMBEYIRE, XFEXNMRMBE EZMINZZEEZE S LML 2R
5INRE, EEIUEFIANEINEEHE LR IZHITIRE, EE HSM IREE BRI E A
KRR

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

» Spi Com

EAEBRAEN I F K AT Page 8
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The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

EAEBRAEN I F K AT Page 9
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5.3 B F451 Memory Structure

composite structure Memor\r/

Application&Data

FlashBootloader

BootManager

FlashDriver

ECU BINTES 4 PFLASH #1 RAM, PFLASH X434 Application&Data. FlashBootloader #
BootManager X, RAM X434 FlashDriver #1 Data.

The ECU's memory is divided into PFLASH and RAM. PFLASH is further divided into
Application & Data and BootlLoader areas, while RAM is divided into FLASH Driver and Data

areas.

5.4 5 QSQR #sE Supports QSQR specifications

FIME H SecureBoot X QSOR MSEAIRI ERIEMINAET K, U TAFIEXIA QSOR
MSeIT KIRE:

ZC Qinglong SecureBoot supports the flashing process and functional requirements of the
QSQR specifications. The following are some of the QSQR specification requirements that have
been implemented:
> ABX:

BasRgEn EEME o Page 10
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AB Partitioning:

atasE MBHE

Power On ECU Reset

e

4 Bootloader 4 Application A 4 Application B

‘Which Application is valid A or B?
A

=

/v
510 501

$10503

510 502

$11 sm-\i $11 smi

M B SecureBoot X 3F AB 4 X IEE, SecureBoot £1RIE AB X B RS AL KM Bk L =
#/589 Application, P TDURISHE XIS EBRMEINTIT AB XTIRINEE, BlINElR. FWMENEE.

ZC Qinglong SecureBoot supports the AB partition feature. SecureBoot determines which

Application to jump to after updating based on the active flag of the AB partitions. Users can
perform AB partition switching functions such as rollback and backup through related command

operations.

> MEEE:
Encryption Algorithms:

HM B SecureBoot ZHFBid Ll RSA M SHA HEEXNITEBEMRL, H40 SHAL,
SHA256 . SHAL512 . RSA1024+RSASS-PKCS1-V1_ 5 . RSA2048+ RSASS-PKCS1-V1.5 .
RSA4096+RSASSA-PSS FH 5%,

ZC Qinglong SecureBoot supports integrity checks through various combinations of RSA and
SHA algorithms, such as SHA1l, SHA256, SHA512, RSA1024+RSASS-PKCS1-V1_5,
RSA2048+RSASS-PKCS1-V1_5, RSA4096+RSASSA-PSS, and other algorithms.

BasRgEn EEME o Page 11
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> 4% CBF X T#H:
Support for CBF File Download:

BITHEERMMNZIREFEHR TR, MME SecureBoot T U f#4r CCBF SUEEKIE, IE403R
T#HZ ECU Fh, FF#ZMR QSQR HStf# A CBF FR#H5Ay Verification Block 1 Signature $#E % 5¢
BT EMHTRE .

By integrating with the ZC . Xuanwu program update tool, ZC.Qinglong SecureBoot can parse
CCBF file data, download the data into the ECU, and verify the integrity and reliability according
to the QSQR specifications using the Verification Block and Signature data carried in the CBF.
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6 ITFEXHY PROCESS DOCUMENTATION
FERE B =135

Development Document Description

Process
RIS

Requirement

iz B9 R Sk 3

Customer Requirement Document

Collection
BRI
Requirement Analysis
BROFROHT BRDITHAE S
Software Requirement Analysis Specification
Requirement B4R KRIBERE
Analysis Software Requirement Traceability Matrix
& PRy E) AR
Customer Issue Communication Form
BAEER TR Hﬁﬁ
Software Software Architecture Manual

RSB R

Software Architecture Traceability Table
BootLoader 4% 1T AH
BootLoaderBootLoader Detailed Design Manual

Architecture Design

f_kl_#ﬁﬁﬂhﬁvl'ﬁﬁmﬁ E TR

Configuration Tool Design
B FEMRIHE R
Software Detailed Design Traceability Table

Software Detailed

Design and Unit

Design T T
BootlLoader AR
BootLoader Detailed Design Review
QAC iR
e QACAnNalysis Report
St BT oo
essy M
Software Unit Y RIS
. Tessy Test Report
Testing TR
B B T IIE SRR
Software Unit Verification Strategy
SEPURIR
TP Integration Strategy
X ) R
’ &S

Integration Manual
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XA

Document Description

Software Integration

and Integration

Testing

KRG

Software System

Testing

&

£ R SRR

Integration Test Strategy

SRR RS

Integration Test Report

TIRDTIRE

Resource Analysis Report

BootLoader Z M R &

BootLoader BootLoader Software Test Report
BootLoader # M ik &1 &

BootLoader BootLoader Software Test Report Review
R0 XA

Release Documentation

Baengen )R E RS Fan
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To Be the Global Leading Automotive Basic Software Company §&
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