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ZC.QINGLONG SPI OTA PRODUCT MANUAL

BASED ON INFINEON TC397

1 IH8EEMEIR FUNCTIONAL OVERVIEW

HM B X BootLoader ;2 MEHL B & B2 R ¥ {4 (BootLoader), EAMME K
BootLoader f93= 88, T IM@ITE CAN. LIN. SPl. UART EBEARLUNAEFNEIHINEE.
HIMB ¥ BootlLoader 3% NXP. Infineon. Renesas. STZZ NN, HFEXEBFZREE &
FrRIFAsE, TTiREEFIFLRS.

ZC.QinglLong BootLoader is a self-developed program refreshing software (BootLoader) by
ZhiCong Technology. Controllers using ZC.QingLong BootLoader can achieve the update
function of the application program through communication methods such as CAN, LIN, SPI,
and UART. ZC.QingLong BootlLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of many car manufacturers,

offering customized development services

MM E K BootLoader FIE A, EIME X SPI OTA E-F Infineon TC397 S &, £ 4 SPI
ZHS SOTA THEESKILY SPI OTA Theg, #=flsz o] R SPI BETT AT OTA R,
AB &4, WrmEE, ERFWRE, RETEFRFHIEMNZEM. MME L SPI OTA B
IR EREE] B OTA HSE, #Tﬂ#\ T ERS -

Based on ZC.QinglLong BootlLoader, ZC.QingLong SPI OTA, built on the Infineon TC397
platform, combines the SPI diagnostic protocol with the SOTA function to implement SPI OTA
capabilities. The controller can perform OTA updates, AB backup, breakpoint resumption,
rollback, and other functions through the SPI communication method, enhancing the efficiency
and security of program updates. ZC.QingLong SPI OTA also supports the OTA specifications of

various car manufacturers and provides customized development services.
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2 [y AWiE APPLICATION DOMAINS

HME R SPIOTA T iz B FH T TC397 BRI Rh M= HSREFRIF It IR tIHeE
1
ZC.QinglLong SPI OTA can be applied to the controller program refreshing function based

on the TC397 series chips. The supported controllers include:

> ZEBZE % Body Systems Vehicle

FHEHR. PR ENERR. NXF

body controllers, air conditioning controllers, door controllers, gateways, etc
>  FNSIE % Power Systems

EpfliEdlsE. BMEERS. BYRGES. BEEds

4

Engine controllers, battery management systems, motor controllers, whole vehicle controllers,

Auxiliary Control Module, etc

>  JRIE AR Y Chassis Systems

BENhEERSG. FHERtRGE. BSRERSGS

Electric power steering systems, anti-lock braking systems, electronic stability systems, etc
» ADAS Z 4t ADAS System

Bk, BRLRGF

Radar, camera systems, etc
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3 BCEIFE CONFIGURATION ENVIRONMENT

BCEINER
Configuration Environment

Hardware (Chip) TC397

Compilers Tasking 6.3r1
Supported

Lauterbach (Trace32 R.2020.02)

Debugger Isystem (IC5700)
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4 FhEE DEVELOPMENT BACKGROUND

BRRUMMEBEAERKAIENKETE., FRAFNRELRE XETHRENNE, #
BERAGRRBRNES, RGRHTERREE, ROEEXREMANTEENESRE . K
HEXRZE (Software Defined Vehicles, f&#k SDV) L EBHER: RERAKRENZMUAT
FREAROHNRERAR, MABRAENSAXNN BEERER. YIMMERFIR, mMiXth
BRARETLERNARES . RETVHN™LEMEETEEESRRMFITLLRS
12, BREEREMS AR A K L 48 MK TS AR R &5 B 58

Intelligent and connected vehicles are the future direction of the automotive industry. The
rapid development of smart cars has changed the value of cars. With the rise of user experience
needs, system software has become increasingly important, and the trend of software-defined
vehicles has become irreversible.The core idea of Software Defined Vehicles (SDV) is that the
future of cars will be determined by software technology centered on artificial intelligence, rather
than the size of the car's horsepower, whether it has genuine leather seats, or the quality of its
mechanical performance. This will become a common development trend in the automotive
industry. The industrial structure of the automotive industry is following the development path
of the computer and mobile phone industries, and the standard for measuring the quality of cars

will shift from the "hardware" level to the level of intelligence and the quality of software services.

EREERCABIESR, RERFMNEZEMR SLLAMIEHN, EEEMZXANANEL
EhgasE, FAtHTHRERESIZAEZRNNEIFEET. BRismAFEFNBERBEE
2R 11217, BNEIZEE CMMI (Capability Maturity Model Integration, 8&/1 a2 E & HitE
&) 5 BMERSRETEHITES), RIBHREEZTIN 0.32%., BERIBNIMEART/NE. 3
BE4, FTEEFE FLEEXNEEMEZEKA.

In the process of automotive intelligence development, although the importance and
proportion of software continue to increase, the research and development cycle of the whole
vehicle is invisibly shortened, so the risk of car recalls caused by software vulnerabilities continues
to rise. At present, the total code amount of high-end cars has exceeded 100 million lines. Even
if controlled according to the highest software standard of CMMI (Capability Maturity Model
Integration) level 5, the code defect rate is still 0.32%o, and the scale of potential problems is not
to be underestimated. Recall events require car manufacturers to pay huge direct and indirect

Costs.

SFFAELXZBTHNTYNES, BXNERIEFLVYEARRES, XUTEHERRN—HNERES
EH G M T oI sk BRI RTIRFIE R, FOTA (Firmware Over-The-Air, &% iR
SHRTHREEFR) oA BERRERE. #TEEREREAINRERAAEZ—.
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For industries in development, facing the major trend of the development of smart cars,
system update functions similar to those of Tesla will inevitably become the premise and
foundation for the sustainable development of the industry. FOTA (Firmware Over-The-Air) has
thus become one of the best solutions for addressing software vulnerabilities and upgrading

smart car components.

FOTA T4F2k, 2B zim AR ENITEMNELRRESREEGARRS, AREH
MENZR. T ROTARMNERLmRGEHARE, B FOTA #TTzmAR, THES
BEFMLA. AEFHEFNERNFEL FOTATYHART R, seITERED KIS E ECU.
RFRAFSRR, RIERZLE. REAL, ILAFPEAEREHRENTRT, AR
BEo

FOTA wireless upgrades refer to providing firmware upgrade services for terminal devices
with networking capabilities through the cloud. Users use the network to obtain smart terminal
system upgrade packages on demand and in an easy-to-expand manner, and upgrade through
FOTA to complete system repairs and optimizations. Car manufacturers and suppliers can quickly
and conveniently achieve iterations of car ECUs, system versions, etc., through professional FOTA
upgrade plans, ensuring system security and rapid upgrades, allowing users to experience new

functions without replacing hardware equipment.

BEl, FOTA EXRM#IAT, HEEBAIEM OEM (Original Equipment Manufacturer,
FiRiR & HIER) #0 TSP (Telematics Service Provider, JRZEIZFZARSIZMR) HRENZETE K
WY, BWERE mRITAPFENEFEHTES L —.

At present, FOTA has gradually been recognized and has developed into a new trend of the
Internet of Vehicles that affects the decisions of OEMs (Original Equipment Manufacturers) and
TSPs (Telematics Service Providers). It is also one of the innovative attempts and trends for car

manufacturers to improve user experience.
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5 INEEHEA FUNCTIONAL DESCRIPTION

5.1 /= %% = Product Features

> £ SPIUER SR, & 15014229 HISE
Uses SPI protocol for data transmission, compliant with the I1ISO 14229 standard.
> ERTEREE] NEFEHIE
Adaptable to the program update specifications of various car manufacturers
> XBZEMEUSE, RIESENZETE
Supports multiple encryption mechanisms to ensure the security and reliability of data
> PN REFREEEN E R
Offers update capabilities for both applications and data
> X#5SOTA AB 7 [X SWAP IfgE, RIEFRIREIERTEM

Supports SOTA AB partition SWAP functionality to ensure the integrity of data during the
upgrade process.

> ZEMRSfE. TRER. YEBNTEIE, RIIEARIELERE

Features safe and stable upgrade processes with mechanisms such as breakpoint resumption,
intelligent restoration, and traceability

> XEFENPEREN, LEEBITREERE 90%

Supports differential restoration technology, which can speed up the upgrade process by 90%
compared to standard upgrades

> IREBOAE, REESZNRERE
Supports full package upgrades for enhanced security
> BEEMMNZEEFEF LR, RETENEFEFBATER

Compatible with ZC.Xuanwu program update tools, providing a comprehensive solution for
program updates
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& ZC XuanWu v28 l=la| = |
=i EBE
s s F e E
H1/8] [ms] FRAD] wE EEbyte] AR » || @ 2wBshs ¥ TEYHIE § SoRESHs +X4o =08
09:55:38:826  00,00,07,54, R 4 74, 20, 00, C8, [ R s o B
O%:5008:479 " | 100,007,527, ||| Y 209 36,01,02,F4,91,10,00.F ||| 57 19 DiagnosticSessionControl ~ TRUE FALSE 10,02
09:55:38:906 00,00, 07, 5A, R 2 76,01, ] _22 ReadDataByldentifier TRUE FALSE 22F1,93 =
09:55:38:930  00,00,07,52, T 68 36,02, D9, FF. A6, C1, DC, ¥]_22 ReadDataByldentifier TRUE FALSE 22F1,80
09:35:38:935 00, 00, 07, 3A, R 2 76,02, [ _10_DiagnosticSessionControl ~ TRUE FALSE 10,03
08:55:38:956 00, 00, 07, 52, ¥ 1 37, (¥l _10 DiagnosticSessionControl ~ TRUE FALSE 10,02
08:55:38:975 00, 00, 07, 5A, R 1 77, ¥l _27_SecurityAccessSeed TRUE FALSE 2711
09:55:38987  00,00,07,52, T 8 31,01, 02,02, BE, 77, C2, T TRUE FAISE 712
095558906 | 00.00,07.30, R 2 7R31.78, 7] _2E_WriteDataByldentifier TRUE FALSE 2E,F1,98,01,02,03,04,05
09:5530:30411 200/ 00107, 28 5 e 7F, 31,78, | _2_WriteDataByldentifier TRUE FALSE 2EF1,99 )
09:55:39:165  00,00,07,54, R 5 71,01, 02, 02, 04, oo i | v
09:55:30:166  00,00,07,52, T 4 31, 01, FF, 01, -
00:55:30.075  00,00,07,54 R 3 7F, 31, 78, O EEEwE| - o
09:55:39:209  00,00,07,54, R 5 71, 01, FF, 01, 04,
09:55:39:300  00,00,07,52, T 2 11,01, e e =
00,00,07,54, R 2 51,01, su: Bx38018020,
09:55:39:320 00, 00, 07, 52, Sy 2 10, 03, g:xim: |
09:55:41:321  00,00,07,52, T 2 10,03, oxae0rease, 1
09:55:43:320  00,00,07,54, R 5 50, 03, 00, 32, 00, 8, ©x880F6060,
09:55:43:320  00,00,07,52, T 2 10,01, S:ﬁ:ﬁ -
09:55:43:322  00,00,07,54, R 5 50,01,00,32,00,C8,  — exceoonace, Il
‘eai1a.cas . uransanas
< L, ] » *

5- 1HMZR--EFEHTR

FIGURE 5 - 2 ZC.XUANWU-- PROGRAM UPDATE TOOL
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5.2 %4244 System Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B{EZ =T/ FOTA TheE, @it
Dem RS2 UDS IRXCBATFIZHIRIS, FiBidIEES Crypto Library 2% OEM FISEHIE B
ZEFEK, UTHESERTHEER

» Bootloader
BootManager #2124 FOTA BB IEINGE, X FFEECEAEM SecureBoot TIgE, @it
F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot BidiHE
L4k Bootloader il Application £ MAC HUTH B IR, RIFHRHZLER.

Haengsni FEEME e Page 8



» Can Com
Can & % #F CAN. CANFD B15Ih8E.

> Spi Com
Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, UXIFSTSPIBERSE
o

» Ethernet Com
DolP #EHE F TCP/IP t/SL TR Ethernet BEULATIRE, #/E ISO 13400 tREE X, Bid
RG], BRAAUE. 12WTE B INAESCIL UDS RIS R, 3L Ethernet OTA Ih%E.

» Dcm
Dem EHE T BERE T HFLIIZHITIGE, HRE 1SO 14229 UK I1SO 15765 FRAE X o

» Crypto., HSM
Ethernet OTA XFrERAFMBEYIRE, XFEXNMRMBE EZMINZZEEZE S LML 2R
5INRE, EEIUEFIANEINEEHE LR IZHITIRE, EE HSM IREE BRI E A
KRR

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

» Spi Com

BasRgEn EEME o Page 9
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The Spi module supports the master-slave programming function. By adapting to the

hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
» Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
» Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
» Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

5.3 Ef24E % Deployment Modes

HMME X SPI OTA FEMT s 235 ABSWAP, AT A SPI OTA F9EBEE
ZC Qinglong SPI OTA requires support for AB SWAP from the node chip. Below is the
deployment mode for SPI OTA.

BasRgEn EEME o Page 10
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Flash

YES I

Bootloader

5- 3SPIOTA /A%
FIGURE 5-3 SPI OTA SOLUTION

¥t Flash F 3 H WBAE R A/ MR, 24 AKX B X, #HAKRFHR APP, {EE—H g
TRE-IKHAPP BEMM . MRS TEE APPEANAK, EFHNE B9 APP S
A BX, 31k AB X APP BB L, Bootloader BiTAREAIHIMTHE N EY APP B, %/
IR APP RYEUIEIBIE SOAT ThRERRST B EF AL, Bootloader Bk#:IFHM1TREIAMEIL A
B9 APP 12Fr. XMITTENFTEEE I APP 48, FHidid th b B St se (RIEZR A &AL AY
G—1t,

Two regions of equal size are partitioned in the Flash, designated as Area A and Area B,
both used to store the APP, but only one area's APP is active at any given time. Initially, the APP
is written to Area A. When updating, the new APP is written to Area B, and the active bit for the
AB areas' APPs is switched. The Bootloader determines which area's APP is active based on a flag
bit, and at startup, it maps the corresponding APP's data to a virtual address through the SOTA
function. The Bootloader then jumps and executes the APP program at the virtual address. This
method avoids the need to duplicate APP data and ensures the uniformity of software data

addresses through address mapping functionality.
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5.4 {77 X Communication Scheme

’ﬂwk # SPI OTA JBIEFRAR) UDS IZHTRENSE, Bid UDS RCIEHIMT =8 FOTA I8
Z17. TEIAET I3F TC397 B9 SPI OTA IZMI R BB HH A
ZC Qinglong SPI OTA adheres to the standard UDS diagnostic communication specification,
controlling the FOTA (Firmware Over-The-Air) functionality of the slave node through UDS
messages. The following diagram illustrates the SPI OTA diagnostic interaction logic based on J3

and TC397:

TC397

ALIER L TR &4
A2:08 57 %4 53 A+

B1:3&f&Pflash >
B2:Ma R R E R

C1. THRAPPEIR
C2:Ia R 5 B 4R

DB TH >
D2:mAPPEBEREER

——— E1:8[e]TC3972F B ArpkTh
E2.TC397m R BRI R

HMME X SPIOTA BIEEAET /M T RACRZEIFEKRRIH .. BEREIE. BISEIE. &
WEE. TEMNIES, TRNMDRRGEIRERNER UL AB XTI#,

ZC Qinglong SPI OTA completes the update of the slave node's software data and the AB
partition switching by sequentially sending instructions to the slave node from the master node,

including requests to refresh, erase data, flash data, verify data, and execute a reset.
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6 ITFEXHY PROCESS DOCUMENTATION
FERE B =135

Development Document Description

Process
RIS

Development

iz B9 R Sk 3

Document Description

Process
RO
Requirement Analysis
BROITAAE
BRAFROHT . . e
. Requirement Analysis Specification
Requirement s
. B4R KRIBERE
Collection , . .
Software Requirement Traceability Matrix
& PRy E) AR
Customer Issue Communication Form
. BRI R
BRI .
Software Architecture Manual
Software

ARG bR

Architecture Design , N
Software Architecture Traceability Table

FOTA F#4m& 15 A+
g o . FOTA Detailed Design Manual
REFMRIR T A TR _—
i fcE TR

Configuration Tool Design
B FEMRIHE R
Software Detailed Design Traceability Table

Software Detailed

Design and Unit

Design S EEE——
FOTA 4% iHiT e
FOTA Detailed Design Review
QAC iR
e QAC Analysis Report
St BT Mo Sl
essy M
Software Unit b
. Tessy Test Report
Testing TR
B B T IIE SRR
Software Unit Verification Strategy
SEPURIR
TP Integration Strategy
X ) R
’ &S

Integration Manual
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TR RIE X
Development Document Description
Process
Software Integration 5 SRAS
and Integration Integration Test Strategy
Testing SRR R E
Integration Test Report
TIRDTIRE

Resource Analysis Report
FOTA BNk &

LN CS NG FOTA Software Test Report
Software System FOTA BRI IR &1 5

Testing FOTA Software Test Report Review
V&l KX

Release Release

Baengen )R E RS Fan
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