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ZC.QINGLONG FOTA PRODUCT

MANUAL BASED ON INFINEON TC387

HIMF M BootLoader
ZC.QinglLong BootlLoader

1 IHEEMEIA FUNCTIONAL OVERVIEW

MMF X BootLoader ZHFIMNBHE B W A T2 FRIFT 4 (BootLoader), FRHFMNTE
BootLoader AY#=#I88, T DUi@iT CAN. LIN, SPI. UART FRBEARIUN BREFHNEIIIEE.
HMEF I BootlLoader 335 NXP. Infineon. Renesas. STEHEZHKOH, HFEXBEZRELE] 2
FrRIFAse, TTiREEFIFLRS.

ZC.QinglLong BootLoader is a self-developed flash programming software (BootLoader) by
ZC. Controllers using ZC.QinglLong BootlLoader can achieve the update function of the
application program through communication methods such as CAN, LIN, SPI, and UART.
ZC.QinglLong BootlLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of many car manufacturers,

offering customized development services.

FEHME K BootLoader FIEF |, FIME X FOTA EF Infineon TC387 F &, 44 SOTA
MEESKIL T OTATHEE, #EFIsro] IAITAB &Y, M ERE, ERFIE, B TEFREFN
Zett, EFXFHEIREE] MOTANSE, HREEHFERS.

Based on ZC.QingLong BootlLoader, ZC.QinglLong FOTA, built on the Infineon TC387
platform, has realized the OTA (Over-The-Air) functionality. The controller can perform A/B
backup, breakpoint resumption, rollback, and other functions, enhancing the security of program
refreshing. It also supports the OTA standards of many car manufacturers and provides
customized development services.
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2 [y F%iE APPLICATION FIELD

¥&:

FME L FOTA T FFETF TC387 RIS MR HIsSREFRIFN6E . TR IRHRE

ZC.QinglLong FOTA can be applied to the controller program refreshing function based on

the TC387 series chips. The supported controllers include:

> ZEBZE % Body Systems Vehicle

>

Baengen )R E R Fan

FoEflas. =iEEGsR. ElEGS. MXE
body controllers, air conditioning controllers, door controllers, gateways, etc

M1 % % Power Systems

REpHIEGIRR. BHEERS. BYEGEE. BEERS

Engine controllers, battery management systems, motor controllers, whole vehicle
controllers, etc

JE#Z A 5t Chassis Systems

BRI N ERZEG. HfHERtRSE. BSRERGH

HE

Electric power steering systems, anti-lock braking systems, electronic stability systems, etc

ADAS & % ADAS System
BL. BIERLRGE

Radar, camera systems, etc
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3 BCEIFE CONFIGURATION ENVIRONMENT

BCEINER
Configuration Environment

Hardware (Chip)

Compilers
Supported

Debugger

Baengen )R E R Fan

TC387

Tasking 6.2r2

HighTec GNU v4.9.4.0
GreenHills 2018.1.4(Multi 7.1.6)
Lauterbach (Trace32 R.2020.02)
Isystem (IC5700)
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4 FhEE DEVELOPMENT BACKGROUND

BRRUMMEBEAERKAIENKETE., FRAFNRELRE XETHRENNE, #
BERAGRRBRNES, RGRHTERREE, ROEEXREMANTEENESRE . K
HEXRZE (Software Defined Vehicles, f&#k SDV) L EBHER: RERAKRENZMUAT
FREAROHNRERAR, MABRAENSAXNN BEERER. YIMMERFIR, mMiXth
BRARETLERNARES . RETVHN™LEMEETEEESRRMFITLLRS
12, BREEREMS AR A K L 48 MK TS AR R &5 B 58

Intelligent and connected vehicles are the future direction of the automotive industry. The
rapid development of smart cars has changed the value of cars. With the rise of user experience
needs, system software has become increasingly important, and the trend of software-defined
vehicles has become irreversible.The core idea of Software Defined Vehicles (SDV) is that the
future of cars will be determined by software technology centered on artificial intelligence, rather
than the size of the car's horsepower, whether it has genuine leather seats, or the quality of its
mechanical performance. This will become a common development trend in the automotive
industry. The industrial structure of the automotive industry is following the development path
of the computer and mobile phone industries, and the standard for measuring the quality of cars

will shift from the "hardware" level to the level of intelligence and the quality of software services.

EREERCABIESR, RERFMNEZMHR SLLAMIEHN, EEEMZXANANEL
EhgasE, FAtHTRERESIZAEZRNNEIFEET. BRismAEFNBERBEE
2R 11217, BNEIZEE CMMI (Capability Maturity Model Integration, 81 ZAE & HitE
&) 5 RMERSRETEHITES, RIBHREEZRTIN 0.32%., EERIBNIMEARST/NE. 3
BE4, FEEF FLEEXNEEMEZEKA.

In the process of automotive intelligence development, although the importance and proportion
of software continue to increase, the research and development cycle of the whole vehicle is
invisibly shortened, so the risk of car recalls caused by software vulnerabilities continues to rise.
At present, the total code amount of high-end cars has exceeded 100 million lines. Even if
controlled according to the highest software standard of CMMI (Capability Maturity Model
Integration) level 5, the code defect rate is still 0.32%o, and the scale of potential problems is not
to be underestimated. Recall events require car manufacturers to pay huge direct and indirect

Costs.

SFAELXZBTHNTYNES, BXNERIEFLVYEARRER, XUTEHERN—HNERES
EHIE G M T oI sk BRI RTIRFIE R, FOTA (Firmware Over-The-Air, 1% iR
SHRTHREEFR) ol ABERRERE. #TEERERGEAEINRERAAEZ—.
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For industries in development, facing the major trend of the development of smart cars,
system update functions similar to those of Tesla will inevitably become the premise and
foundation for the sustainable development of the industry. FOTA (Firmware Over-The-Air) has
thus become one of the best solutions for addressing software vulnerabilities and upgrading

smart car components.

FOTA T4F2k, 2B zim AR ENITEMNELRRESREEGARRS, AREH
MEMNZR. T ROTARMNERLmRGEHARE, i FOTA #TTzmAR, THES
BEFMLA. AEFHEFNERNFEE FOTATYNART R, seITEREM KIS E ECU.
RFRAFSXR, RIERZLE. REAL, ILAPEAEREHRENITRT, AR
BE.

FOTA wireless upgrades refer to providing firmware upgrade services for terminal devices
with networking capabilities through the cloud. Users use the network to obtain smart terminal
system upgrade packages on demand and in an easy-to-expand manner, and upgrade through
FOTA to complete system repairs and optimizations. Car manufacturers and suppliers can quickly
and conveniently achieve iterations of car ECUs, system versions, etc., through professional FOTA
upgrade plans, ensuring system security and rapid upgrades, allowing users to experience new

functions without replacing hardware equipment.

BE], FOTA EXRM#IAT, HEEBAIEM OEM (Original Equipment Manufacturer,
FiRiR & HIER) #0 TSP (Telematics Service Provider, JRZEIZFZARSGIZMR) BB LK
WY, BWERE mRITAPFENFEHES L —.

At present, FOTA has gradually been recognized and has developed into a new trend of the
Internet of Vehicles that affects the decisions of OEMs (Original Equipment Manufacturers) and
TSPs (Telematics Service Providers). It is also one of the innovative attempts and trends for car

manufacturers to improve user experience.
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5 INEEHEA FUNCTIONAL DESCRIPTION

5.1 /= %5 = Product Features

> ¥/ CAN WM EHEIE, 54 15014229 F11SO15765 ¥SE

Utilizes the CAN protocol for data transmission, in compliance with the 1ISO14229 %1
ISO15765 standard

> BERTEREE] NEFEHIE
Adaptable to the program update specifications of various car manufacturers
> IFZEMEBNE, RIESENZETE
Supports multiple encryption mechanisms to ensure the security and reliability of data
> ZENAEFNEIENEHIE
Offers update capabilities for both applications and data
> XFFSOTA AB X SWAP TigE, RIEA BRI REIEMNTEM

Supports SOTA AB partition SWAP functionality to ensure the integrity of data during the
upgrade process.

> XHEMRSE. BEER. TRBRNRENS, RIEAELIELZERE

Features safe and stable upgrade processes with mechanisms such as breakpoint
resumption, intelligent restoration, and traceability

> XBEBENDEEREREAR, LEEBITRESERE 90%

Supports differential restoration technology, which can speed up the upgrade process by
90% compared to standard upgrades

> IREBEAL REEZHNR2RE
Supports full package upgrades for enhanced security
> ERMNZEEFEN LR, RUTENEFENBRTR

Compatible with ZC.Xuanwu program update tools, providing a comprehensive solution
for program updates
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& ZC XuanWu v28 l=la| = |
=i EBE
s s F e E
H1/8] [ms] FRAD] wE EEbyte] AR » || @ 2wBshs ¥ TEYHIE § SoRESHs +X4o =08
09:55:38:826  00,00,07,54, R 4 74, 20, 00, C8, [ R s o B
O%:5008:479 " | 100,007,527, ||| Y 209 36,01,02,F4,91,10,00.F ||| 57 19 DiagnosticSessionControl ~ TRUE FALSE 10,02
09:55:38:906 00,00, 07, 5A, R 2 76,01, ] _22 ReadDataByldentifier TRUE FALSE 22F1,93 =
09:55:38:930  00,00,07,52, T 68 36,02, D9, FF. A6, C1, DC, ¥]_22 ReadDataByldentifier TRUE FALSE 22F1,80
09:35:38:935 00, 00, 07, 3A, R 2 76,02, [ _10_DiagnosticSessionControl ~ TRUE FALSE 10,03 b
08:55:38:956 00, 00, 07, 52, ¥ 1 37, (¥l _10 DiagnosticSessionControl ~ TRUE FALSE 10,02
08:55:38:975 00, 00, 07, 5A, R 1 77, ¥l _27_SecurityAccessSeed TRUE FALSE 2711
09:55:38987  00,00,07,52, T 8 31,01, 02,02, BE, 77, C2, T TRUE FAISE 712
095558906 | 00.00,07.30, R 2 7R31.78, 7] _2E_WriteDataByldentifier TRUE FALSE 2E,F1,98,01,02,03,04,05
09:5530:30411 200/ 00107, 28 5 e 7F, 31,78, | _2_WriteDataByldentifier TRUE FALSE 2EF1,99 )
09:55:39:165  00,00,07,54, R 5 71,01, 02, 02, 04, oo i | v
09:55:30:166  00,00,07,52, T 4 31, 01, FF, 01, -
00:55:30.075  00,00,07,54 R 3 7F, 31, 78, O EEEwE| - o
09:55:39:209  00,00,07,54, R 5 71, 01, FF, 01, 04,
09:55:39:300  00,00,07,52, T 2 11,01, e e =
00,00,07,54, R 2 51,01, su: Bx38018020,
09:55:39:320 00, 00, 07, 52, Sy 2 10, 03, g:xim: |
09:55:41:321  00,00,07,52, T 2 10,03, oxae0rease, 1
09:55:43:320  00,00,07,54, R 5 50, 03, 00, 32, 00, 8, ©x880F6060,
09:55:43:320  00,00,07,52, T 2 10,01, S:ﬁ:ﬁ -
09:55:43:322  00,00,07,54, R 5 50,01,00,32,00,C8,  — exceoonace, Il
‘eai1a.cas . uransanas
< L, ] » *

5- 1ANZK--EFEHRILR
FIGURE 5 - 2 ZCXUANWU-- PROGRAM UPDATE TOOL
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5.2 %4244 System Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

IMME B FOTA RS 284 3 CANL LIN. SPI. Ethernet B{EZ =T/ FOTA TheE, @it
Dem RS2 UDS IRXCBATFIZHIRIS, FiBidIEES Crypto Library 2% OEM FISEHIE B
ZEFEK, UTHESERTHEER

» Bootloader
BootManager #2124 FOTA BB IEINGE, X FFEECEAEM SecureBoot TIgE, @it
F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot BidiHE
L4k Bootloader il Application £ MAC HUTH B IR, RIFHRHZLER.
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» Can Com
Can & % #F CAN. CANFD B15Ih8E.

> Spi Com
Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, UXIFSTSPIBERSE
o

» Ethernet Com
DolP #EHE F TCP/IP t/SL TR Ethernet BEULATIRE, #/E ISO 13400 tREE X, Bid
RG], BRAAUE. 12WTE B INAESCIL UDS RIS R, 3L Ethernet OTA Ih%E.

» Dcm
Dem EHE T BERE T HFLIIZHITIGE, HRE 1SO 14229 UK I1SO 15765 FRAE X o

» Crypto., HSM
Ethernet OTA XFrERARFMEZEEINR, IFENTMBEEMNEELZE S LI LR
SI6E, GEEIEFIMETRBHRELSIZHITIMR, EE HSM RS E ERE IR E A
REEE

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

» Spi Com

BasRasn N E BB e Page 9
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The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
Crypto, HSM

Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It combines

asymmetric encryption algorithms with other encryption algorithms to achieve the secure

flashing function. It adapts to the certificate authentication function to meet the security

diagnostic requirements and adapts to the HSM to improve the stability and verification speed

of the Cybersecurity function.
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5.3 ZF2#E I Deployment Modes

HMME R FOTA XF=M7TREHE, TUARFRBEARNIETR.
ZC.QinglLong FOTA supports three deployment methods, which can provide users with
different implementation schemes.,

> BEHABRPRXITER:

Hardware AB Partition Scheme:

Jump Jump

Application A Application B

Bootloader Bootloader

5- 3WEMHABNIXITR
FIGURE 5-3 HARDWARE AB PARTITION SCHEME

FNE 5-3 Fi7r, 4 Flash KA A AXFB X, AXHMBRRXE—NHEX, —MIEHE
X. BEXBATIETT App 81, FERUEX ATt Bootloader TEHFThRAA App 14, BILHE

T IN8E B VIR BUA X AR AUE X Fs xRz X R4
As shown in Figure 5-3, the Flash area is divided into Area A and Area B, with only one
active area and one inactive area. The active area is used to run the App software, while the
inactive area is used for the Bootloader to download new versions of the App software, and the
active and inactive areas can be freely switched through hardware functionality to run the

corresponding area software.

NELR:

Advantages of the scheme:
® Application A 1 Application B EARNTFH, BESZIRIIzfT

Application A and Application B do not interfere with each other and can run independently.
® [EURTIE, UHRAUEXFFENRIRNT 5E A ER

Rolling back is convenient; simply switch the active area and reset to complete the rollback.

BatRann R E B MR HaT Page 11
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FRES:

Disadvantages of the scheme:
® FEINR IIFHUIRST ThEE

Requires the chip to support address mapping functionality.
® IhiiF o) FC PR T Hb AR 53 TN RE

Address allocation is limited by the address mapping functionality.

> HWEABORIFER:
Software AB Partition Scheme:

Application B

Program Application A

Jump

5-4 B ft AB DX 75
FIGURE 5-4 SOFTWARE AB PARTITION SCHEME

WE 5-4 Fror, ¥ Application KD A AXFMBX, AXMBXNXE—TEEX, —)
ERCEX ., BUEXBATIET App B FEBUEX BT Bootloader T & HThk A~ 83 App B,
MR FAEBCEX T I BB Yk, Boot Manager = 7 /B B I BT Bk MUE X ,

As shown in Figure 5-4, the Application area is divided into Area A and Area B, with only
one active area and one inactive area. The active area is used to run the App software, while
the inactive area is used for the Bootloader to download new versions of the App software, and
the active and inactive areas can be freely switched. The Boot Manager will determine which

active area to jump to at startup

EaERAEN I F B FaT Page 12
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Advantages of the scheme:

Application A F1 Application B E AT, #EOZIRIIzST

Application A and Application B do not interfere with each other and can run
independently.

EIRTE, DIRECEX HE LRI 52 AR

Rolling back is convenient; simply switch the active area and reset to complete the rollback.
NEEFE b AR 5 T RE

No hardware support for address mapping functionality is required.
TTRRR:
Disadvantages of the scheme:

A. B XUt BEA—F, FTEEAREMIUACE AL Application .
The address allocation for partitions A and B is inconsistent, requiring the use of two sets

of address allocations to generate Application software.

K XTR:

Software Backup Partition Scheme:

Back up Data
Roll Back

Application

Bootloader

Back up

Program Jump

Boot Manager

5-5 M Em A XITR
FIGURE 5-5 SOFTWARE BACKUP PARTITION SCHEME
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A 5-5 P, 4 Application R Az TR MEMX, =TXATHERZITH
Application, &4 X B FFHEEFHBIZITHI Application, X App FA4FEEIRAT,
Bootloader @33 ¥ Back up Data X1 AI%XHE T # [2] Application SEAY EIIR.

As shown in Figure 5-5, the Application area is divided into a running area and a backup
area. The running area is used to store the running Application, and the backup area is used to
store the Application that was running before the update. When the App software needs to be
rolled back, the Bootloader completes the rollback by downloading the data from the Back up

Data area back into the Application.

RIS
Advantages of the scheme:
® Application iz fTi#b it E E
The Application running address is fixed.

® Back up Data XigiA/NoJ LB IS EE E A 17E 48
The size of the Back up Data area can be reduced through compression algorithms.

E 3=
Disadvantages of the scheme:

® [ERFTE—EME
Rolling back requires a certain amount of time.
® {XHEI Application BIR A IBARA, JE7E R IR kR A Y [ #7 bk A
Only the Application can be rolled back to an older version; it is not possible to switch an

old version back to a new version.
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6 ITFEXHY PROCESS DOCUMENTATION
FERE B =135

Development Document Description

Process
RIS

Development

iz B9 R Sk 3

Document Description

Process
RO
Requirement Analysis
BROITAAE
BRAFROHT . . .
. Requirement Analysis Specification
Requirement s
. B4R KRIBERE
Collection , . .
Software Requirement Traceability Matrix
& PRy E) AR
Customer Issue Communication Form
. BRI R
BRI .
Software Architecture Manual
Software

ARG bR

Architecture Design , N
Software Architecture Traceability Table

FOTA F#4m& 15 A+
g o . FOTA Detailed Design Manual
REFMRIR T A TR _—
i fcE TR

Configuration Tool Design
B FEMRIHE R
Software Detailed Design Traceability Table

Software Detailed

Design and Unit

Design S EEE——
FOTA 4% iHiT e
FOTA Detailed Design Review
QAC iR
e QAC Analysis Report
St BT Mo Sl
essy M
Software Unit b
. Tessy Test Report
Testing TR
B B T IIE SRR
Software Unit Verification Strategy
SEPURIR
TP Integration Strategy
X ) R
’ &S

Integration Manual
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TR RIE X
Development Document Description
Process
Software Integration 5 SRAS
and Integration Integration Test Strategy
Testing SRR R E
Integration Test Report
TIRDTIRE

Resource Analysis Report
FOTA BNk &

LN CS NG FOTA Software Test Report
Software System FOTA BRI IR &1 5

Testing FOTA Software Test Report Review
V&l KX

Release Release

;B &SR EREME AT

i To Be the Global Leading Automotive Basic Software Company
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