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HMAL SAFETYLIBRARY FER FC7300
= an T

ZC.MUNIU SAFETYFRAME PRODUCT
MANUAL BASED ON FLAGCHIP FC7300

HMMAREEMREEERTEE
ZC.MuNiu Basic Software Platform Safety Library

1 TheeMEiA FUNCTIONAL OVERVIEW

FC7300 Safety Library FA-F# Bh& P SCILE T FlagChip FC7300 F &M NRER & E K.
Safety Library RS ¥ B, TTRREBEAEMNZ FIE ZERHFTRENBALR, REHRER
PRI REH K.

The FC7300 Safety Library is designed to assist customers in achieving functional safety
requirements based on the FC7300 platform. The Safety Library is highly scalable and can be

configured and redeveloped according to different customer project requirements, ultimately

meeting the customers' functional safety requirements.

FC7300 Safety Library F§F 323 FC7300 RFMHAERZEHLE , B35 MCU NERELR AN
RAFEG LY H RS,

The FC7300 Safety Library is used to implement the software safety mechanisms of the FC7300,
including the testing of internal MCU modules and the driving of hardware safety mechanisms.

EAEBRAEN I F K AT Page 1
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2 Ry FA%niE APPLICATION FIELD

FC7300 Safety Library A& i TR N L 2 FRF KM= HIF. Hla0:
The FC7300 Safety Library can be applied to controllers that require functional safety levels.

For example:

> HBHEIERLE(BMS)
Battery Management System
> BB iEHIER(ADAS)
Advanced Driver Assistance System
> RN K IR HIE%(Gateway)
Intelligent Gateway Controller
> HEENZE RS (iBooster)
Intelligent Braking System
> ZF B E=HI(ESC/Onebox)
Vehicle Stability Control
> EEIBIEE(EPS)
Electric Power Steering
> E5EHS8(BCM)
Body Control Module
> KB RL(EMS)
Engine Management System
> REBZERRENHE

Chassis Domain Line Control System Applications

BITHK Safety Library SR EI & F FC7300 B93= |88, TJiAF| 1ISO26262 ASIL-D HIERE

By integrating the Safety Library into the control based on FC7300, it is possible to meet the
ISO 26262 ASIL-D level requirements.

EAEBRAEN I F K AT Page 2
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3 ECEINE CONFIGURATION ENVIRONMENT

Bt & 2R 18 Configuration Environment

Hardware (Chip)
Compilers Supported
Evaluation Hardware
Debugger

Configuration Tools

Configuration Environment

Baengen )R E RS Fan

FLAGCHIP FC7300F8MDT

IAR v8.22

FC7300 Demoboard

Lauterbach (Trace32 R.2018.02)
Isystem (IC5700)

ZCMuNiu v4.4.0

Win10 64bit
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4 FFA &= DEVELOPMENT BACKGROUND

BRI, AELMNBFHESEMEREES, WRFERFNLEMHRERBEXNS, BT H
BRENREMER, AEIRLEERUZINEN, REELE, KREELEEINE
BE LS HIARAE 15026262, H 1, 1SO 26262-5(2018) Clause 8 M4BT 2 MEE: Single-point
fault metric(8 SRR E 2) Latent-fault metricCBEREERE 2). IRIBARH ASIL FHREK,
BRiEEENERMEEEFERIEENFR.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

T HIEFIERMCU, AT EFRMCU), EEFHESRSGT, 1EA SEooC(safety element out
of context)#fTIRITH L. MCU AT HEULIREIN 2 MNEEEKRK, FEXWHENHZEA
#l. MZEy e o R RE SR P, MCU (Y Safety Frame REERE LI A EE
B LR 2,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.
The Safety Frame safety library for MCUs is the implementation of safety mechanisms allocated

to software.

ASIL EPEM LFM PMHF

A Not Relevant Mot Relevant Not Relevant
5] == 9% >=0% =107 fhour

C ==07% ==B0% =107 fhour

D == ==00% =10 fhour

EAEBRAEN I F K AT Page 4
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5 IhREdEIAR FUNCTIONAL DESCRIPTION

5.1 &%= Product Feature

composite structure SAFETYFRAME /

Application

RTE

Test Manager | Wdg Manager |

Test Module Driver Module E2E Lib wWdglf
Plausibility Test ExtWdgDri| IntwdgDr

Microcontroller(MCU)

e 1

> AEARZRIRENERRLE] AUTOSAR H
Can be integrated as a complex driver into AUTOSAR .
> TTEREIIE AUTOSAR M, RIFEER
Can be integrated into non-AUTOSAR software architectures.
> XFEZENARNR
Support multi-core testing and applications.
> Safety Library BH AR F RS
Safety Frame has internal program flow monitoring.
> BRel FZEARNE, EERMMBIE TLF35584Lib LI SIA ASIL-D &
High security: Supports multi-core self-testing, and can achieve up to ASIL-D requirements

when paired with ZC 's TLF35584Lib.
> BV RN SRBROIREFREAEEFANNAT

Baemdsn I E R e Page 5
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High scalability: Each module can be configured to meet the application requirements of

different customers.

5.2 % {4%E44 Software Architecture

compasite structure SAFETYLIBRARYR 5 TFC7300 /

ZC Standard Software 3rd Party Software

LR A

software architecture

Baemdsn I E R e Page 6
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b i |
Q?E % M T B

KA TN REARER

Realized functional modules:

IR TRk iR
Module Sub-module Description
- ISR T RE

Adc Test PMCE it 32 jjﬁb. : ,
PMC Voltage Monitoring Function
Logic & Memory BISTHC & 145 R 46

Bist Test Logic & Memory BIST Configuration and Result
Detection
CRC Checker£#E#&

Crc Test :

sk e CRC Checker Data Detection
fl'est Librar Ecc Test ECC Checker& 441l
J ECC Checker Data Detection
. BN R IRTSAS

EimErm Test . .
Fault Injection and Fault Status Detection

ReqCrmo Test 25 fran B HIAN

g-mp Register Periodic Detection

ADCRIHE I #=1a

Tmu Test . L :
ADC Sampling Value Monitoring and Detection
CRC Checker##E+6 M Bt & IX

Crc Driver CRC Checker Data Detection Configuration
Driver
ECC Checker##z+a W B & IRz

Ecc Driver ECC Checker Data Detection Configuration

Lle)=3
Driver Library

SCST Lib

Wdg Bz E

Wdg Driver Library

Test Manager

FcSmu Driver

Fregm Driver

Intm Driver

Mam Driver

SCST

SBCDrv

Test Manager

Baengen )R E RS Fan

Driver

H R R ZS A BT B R B

Fault State Detection Configuration Driver

B $ih s 2 ThEE AL B IR 7

Clock Monitoring Function Configuration Driver
i S = FC B IR &)

Interrupt Monitoring Configuration Driver
MANi [ 17 (5] 45 12 Fe B 3K 51

MAN Port Access Monitoring Configuration
Driver

CM7TR% B
CM7 Kernel Self-Check

SBCitx F IR &)
SBC Chip Driver

M EIRAE SR
Test Management Module

Page 7
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# 2R FC7300 Safety Manual A1 f ESM:

SM1.ADC.PWR_CHK

SM3.SBC

SM1.PMC_MON

SM1.8CG.CRC

SM3.CLOCK_JITTER

SM1.FC.ECC

SM1.FC.ECC_MON

SM1.EIM.Flash

SM1.ERM.Flash

SM1.FC.PGMON

SM1.Flash_IFR.RDT

SM1.ROM.ECC

SM1.EIM.ROM

SM1.ERM.ROM

SM1.EIM.SYSRAM

SM1.ERM.SYSRAM

SM1.CM7.LOCKSTEP_MON_RDT

SM1.EIM.LOCKSTEP

SM1.ITCM.ECC

SM1.EIM.ITCM

SM1.ERM.ITCM

SM1.DTCM.ECC

SM1.EIM.DTCM

SM1.ERM.DTCM

SM1.CM7.CACHE_ECC

SM1.EIM.CACHE

SM1.ERM.CACHE

SM2.CM7.SELFTEST

SM1.MAM.EDC

SM1.MAM.RDT

SM1.EIM.MAM

SM1.MAM.WDOG

SM1.MAM.MPU

SM1.FMC.EDC

SM1.EIM.FMC

SM4.CPM.SWCHK

SM4.MB.SWCHK

SM1.INTM

SM1.TMU.ADC

SM1.TMU.CMP

SM1.SCM.CRC

SM1.ISM

SM3.EXT_WDOG

SM1.FCSMU

SM1.FCSMU.MON

SM1.FCSMU.CRC

SM3.FCSMU_MON

SM1.STCU

SM1.STCU.WDOG

Baengen )R E RS Fan
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SM1.DMA_CFG.ECC

SM1.EIM.DMA

SM1.ERM.DMA

SM1.DMA.MON

SM1.FCSPI.MON

SM1.FCUART.MON

SM1.FlexCAN.ECC

SM1.EIM.FlexCAN

SM1.ERM.FlexCAN

SM1.ERM.ENET

SM1.ADC_SelfTest

SM1.FREQM

SM4.PMC.SWCHECK

SM4.SCG.SWCHECK

SM4.CMU.SWCHECK

SM4.PCC.SWCHECK

SM4.MAM.SWCHECK

SM4.CM7.MPU_SWCHECK

SM1.FMC.ENC

SM1.ERM.FMC

SM4.FMC.SWCHECK

SM4. WDG.SWCHECK

SM4.INTM.SWCHECK

SM4.1SM.SWCHECK

SM4.RGM.SWCHECK

SM4.DMA.SWCHECK

SM4.FCPIT.SWCHECK

SM4.ADC.SWCHECK

SM4.COMM _SAFEPROT

SM1.ERM.ENET

SM1.ADC_SelfTest

SM1.FREQM

SM4.PMC.SWCHECK

SM4.5CG.SWCHECK

SM4.CMU.SWCHECK

SM4.PCC.SWCHECK

SM4.MAM.SWCHECK

SM4.CM7.MPU_SWCHECK

SM1.FMC.ENC

SM1.ERM.FMC

SM4.FMC.SWCHECK

SM4.CRC_SWCHECK

Baengen )R E RS Fan
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5.3 EZE T A Configuration Tool

% runtime-studio.product(1) - Classic Designer - ZCMuNiu4.4
File Edit Navigate Search Project Model Form Editor Validate Run Window Help
(mif SEE Q- -

[# Configuration Editors = O  [@BasicEditor 57

text to fiter. L0 [AU
Models
Base Services v W aderst
Communication ¥ W AdcTst (5 Name
. . . ~ B AdcTstGeneral [1..1]
Diagnostics B2
& AdcTstGeneral 0 B Bandgapvalue
I BistTst
W Creomy [ RefVoltage
i CreTst
SARADC
i EeeDrv
EccTst
aamwm ADC_12bit_0_channel
% FeSmuDry
ADC_12bit 1_channel
s Freqmbry ~126i 1S
& IntmDrv
ADC_12bit 2_channel
% MamDrv -
RegCrmpTst
asbfm“ ADC_12bit 3_channel
e scst ADCTST_SARBIST ADC_RESULT_0
I TestManager
 Basic Editor muTs: :
[ sasic editor 1 Tmast ADCTST_SARBIST ADC_RESULT_1
Sl m v =
D Properties ¢ B> L0 = ADCTST_SARBIST ADC_RESULT 2
Property  Value
v Info
derived false 8 AUTOSAR Validation ] Tasks [2] Problems [ Console % Navigator 32 |(2) BSW Parameter Help

editable true v 2 ENFGCOT
last mo. 20238H258 T. i
linked ~ false

locatior DAWork\MiuNiuy.
name  ENFGCOT

path  /ENFGCO1

FMER ZAEM
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[adcTstaeneral 0

122

[33

SAR_ADC_12BIT_1ICOR(12]

SAR_ADC_12BIT 0.ICDR[28]

SAR_ADC_12BIT 1.ICDR[16]

SAR_ADC_12BIT 2.ICDRI5]

SAR_ADC_12BIT_3.ICDR[62]

B

[10

[

AT HBERFHARIIBER, 125 Safety Library B33 B M, FC7300 Safety Library 23R
TEMNEROEEMY, FHESLI T Safety Library WECETH ., B OREABEZ R, EELE

T B 55 Safety Library & MESRIIECE T1E, o4 KEE R,

FE| TR,

G VECE X5

To meet the diverse project requirements of customers and enhance the scalability of the
Safety Library, the FC7300 Safety Library has implemented the configurability of each module

and has developed a configuration tool for the Safety Library. Customers can complete the

configuration of various modules of the Safety Library using the configuration tool according

to different needs. They can generate configuration code files, and integrate the generated

configuration files into the project.

Baengen )R E RS Fan

Page 10



ok
%YE 0 M B

FMER ZAEM

Easy to know Easy to do

6 1IFEX4H PROCESS DOCUMENTATION

FERRE

Development

Process

mREE

Requirement

Collection

HRUUER R
Software
Requirement

Analysis

BGREET
Software

Architecture

Design
AR
BIiTiRit
Detailed

Software Design

and Unit Design

AT
Software Unit

Testing

LR I EIE 354
A

Baengen )R E RS Fan

XA

Document Description

B R

Customer Requirements Document

BT KA

Software Requirements Analysis
BRDITHAE B

Requirements Analysis Specification
BHRREBIRE

Software Requirements Traceability Matrix
& P RYjE) AR

Customer Issue Communication Form
BRI B

Software Architecture Specification
RG-SR AIB BRTR

Software Architecture Traceability Matrix
BRI AT

Software Module Detailed Design Document
& TRzt

Configuration Tool Design

B FEMRIHE R

Software Detailed Design Traceability Matrix
Safety Library T 21

SafetyLib Engineering Review

QAC Ttk

QAC Analysis Report

BB IR SRR

Software Unit Verification Strategy
R4 B ST IE SRR

Software Unit Verification Strategy
E 5%

Integration Strategy

ST pdf

Integration Manual (PDF)

Page 11
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FERRE

Development

Process
Software
Integration and
Integration

Testing

BAA T
Software
Qualification
Testing

&l

Release

Baengen )R E RS Fan
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D& =t pu

Document Description

& P SRS
Integration Test Strategy
SRR IRE
Integration Test Report
RIRDITIRE

Resource Analysis Report

A& Safetylibrary B & TEERESH
MuNiu.SafetyLibrary Configuration Tool User Guide

Kk Safetylibrary R & T R4 E SIE XY
MuNiu.SafetyLibrary Configuration Tool Software

Configuration Management Document
BN RE

Software Test Report

AN SR

Software Test Strategy

RS

Release documentation

Page 12
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7 IhREZ 4 FUNCTIONAL SAFETY

7.1 IhEERE£TEHIRE Functional Safety Assessment Report

7.2 ThEEREUEP Functional Safety Certificate

FIMBL 5 FITE A
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SGS

Tiiv
=1 SAAR
CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

LICENCE HOLDER & MANUFACTURER
GEMEHMIGUNGSINHABER & HERSTELLER

Shanghai ZC Technology Co., Ltd.

Building C, 888 Huanhu West 2nd Road,
Pudong New Area,

2 )®

Shanghai,
P.R. China

PROJECT NO/-ID

PROJEKT-NR/D

T4A8-AUO1

LICENSED TEST MARK

GENEHMIGTES PRUFZEICHEN

ASIL D COMPLIANT

W amme

CERT. REPORT NO.

ZERTIFIKATSBERICHT NR.

T4A80002

is an integral part of this certificate.
ist ein integraler Bestandteil dieses Zertiflkats.

FlJ nvtln nnl Safety

—wwm n-ov-oanr com

SAA
Certified product(s) SafetyFrame
Zerlifiziente(s) Produikt(s) Version 2.1.0

ISC 26262-2:2018
ISO 26262-6:2018
IS0 26262-8:2018
18O 26262-9:2018

Tested according to
Geprifl tach

Technical Data and

Parameter
Technische Daten und Parameter

The judgement of the achieved functional safety for the above-
mentioned SafetyFrame Software is "accepted” according to
above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

ng cemhcate m ‘based on voluntary tests. The compliance of the cerlified product against the requirements of above listed functional safety
b standsrds was evalueted Any changes to the design. components or processing may require repetition of some parls of the certificalion to retain
h quirements of me |es|mg and certification regutations of SGS-TUV Saar GmbH have to be complied, see vraw.5gs-

\Certlflcatlnn Body
for Funcﬂonal Safety &

" Cy‘ner\ Seeurlty
SGS-TUV Saar GmbH

Zemﬁzﬂpmngssrsﬂs fur Fi unkﬂbnaf
Cyhsr Sicherhai

\\\\ §\§
Roference to- \\\\\

BGS Certitication

Munich, Feb 22, 2023

Gudrun Neumann

SGS-TUV Saar GmbH, Hofmanastr. 50,
B1279 Miinchen, Detitschland | Germany

BasRaEn N E M e
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ML 7 H & A
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1iFE CERTIFICATE

¥

8

e L e s

e

et

S

CiE$

1

g

BAFEER

A4

ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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