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ZC.QINGLONG SECUREBOOT PRODUCT
MANUAL BASED ON INFINEON TC2XX

FIMF & BootLoader
ZC.QingLong BootLoader

1 THEEMEA FUNCTIONAL OVERVIEW

MBI BootLoader £ HFIMNBHEE B W A W2 FRIFT 4 (BootLoader), FRHFMNTE
BootLoader H9#=#I3%, T @it CAN. LIN. SPI. UART EBEARNSLUN AREFHEI I,
BEl. Z1ME & BootLoader E 33 NXP. Infineon. Renesas. STEZxNAE, HHEZEHEZR
BRE] BEFRFASe, TREESFLXRS.

ZC.QinglLong BootLoader is a self-developed program refreshing software (BootLoader) by
ZC. Controllers using ZC.QinglLong BootlLoader can achieve the update function of the
application program through communication methods such as CAN, LIN, SPI, and UART.
ZC.QinglLong BootlLoader supports chips from NXP, Infineon, Renesas, ST, and other
manufacturers, and also supports the program refreshing standards of many car manufacturers,

offering customized development services.

HIMB . SecureBoot B2ETF IFX TC2xx 4, LI BootLoader B Security gt ., @it LR
SecureBoot, =g 0] IXIRA Bootloader BFHIN ARFEEHWE N, HFilEE FOTA 12
B, TRIEREFRF RS M,

The ZC.Qinglong SecureBoot is based on the Infineon TC2xx platform, implementing the
security features of the BootLoader. With the implementation of SecureBoot, the controller can
detect whether the BootlLoader program and application program have been tampered with,

especially during the FOTA process, ensuring the security of the program update.

BasRgEn EEME o Page 1



%? S MBS 55 F 16 A

0 A T3} B Easy to know Easy to do

2 [y F%iE APPLICATION FIELD

HMME R SecureBoot BT AT TC2xx RIS MEFIZE FRIF I,
ALK
The ZC.QinglLong SecureBoot can be applied to the controller program update function

using the TC2xx series chips. The supported controllers include:
> EHEflas
Body Controller
T ES e
Gateway Controller
> EHRRRFEGE
In-Vehicle Infotainment System Controller
> BTHEFHRSE
Electronic Parking Brake System
> BREBNERS
Tire Pressure Monitoring System
> HEERS
Battery Management System
> ZEES RS
Air Conditioning Control System
> FREGRS
Window Control System
> [ERS

Door Control System
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3 BCEIFE CONFIGURATION ENVIRONMENT

BCEIfR
Configuration Environment

_ TC213
Hardware (Chip) e
Compilers Tasking v4.2r2
Supported Tasking v6.2r2

Lauterbach (Trace32 R.2018.02)

Debugger Isystem (IC5700)

Tasking ZRi¥ss
Tasking Compiler

-Ctc23x --Isl-core=vtc -t --is0=99 --

language=-gcc,-volatile,+strings --

YRiFIEIN switch=auto  --align=0 --default-near-
Compile Options size=8 --default-a0-size=0 --default-al-

size=0 -0O2 --tradeoff=4 --compact-max-

size=200 -g --source

-Ctc23x --lsl-core=vtc -t -WI-
. 0"${PROJ}.hex":IHEX:4 --hex-format=s
TR " "
) ) /FTDAS01_TC234.IsI" -WI-OtxycL -WI--
Link Options _
map-file="${PROJ}.mapxml":XML -WI-

mcrfiklSmNOduQ -WI--error-limit=42 -g
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4 FhEE DEVELOPMENT BACKGROUND

B, AELMNBEFHASFMBEREEZS, FHEERFENEINL. . MEKL. &
4, RENMAREAELSEERER, REEHHMRERES. ME, ERENED
wEAP, BEMANEKR. £FHR. EENHER. FMMREFTELIRGNERIEE.

Hith, & AXNRGIEFEHNF REREBY,

Currently, the electronic and electrical architecture of vehicles is becoming increasingly
complex. Along with the trends of electrification, intelligence, connectivity, and sharing in the
automotive industry, the proportion of software development in vehicles is growing larger. The
frequency of software updates is also increasing. Moreover, throughout the entire lifecycle of a
vehicle, including the research and development phase, production phase, and after-sales phase,
the capability to update software is required at each stage. Therefore, the demand from

customers for software program updates is becoming more urgent.

FEH, BEEEMAES, FREReBREXEN, SRENERNEE, Eit, &k
HEEERRIPLHEE, MM EF L SecureBoot T Infineon TC2xx 4, 523 BootLoader
89 Security IhgE, @I SLIL SecureBoot, 1=EHIFFTI IMIR%!] Bootloader BN AREFEGHK
Hl, BrRE FOTAERES, TRRIEEFRFNZE M.

Furthermore, with the implementation of the Internet of Vehicles, information security is
gaining more attention. As chips serve as carriers of information, the protection of data within
the chips is particularly important. ZC.QinglLong SecureBoot, based on the Infineon TC2xx
platform, implements the security features of the BootLoader. By implementing SecureBoot, the
controller can detect whether the BootLoader program and application program have been

tampered with, especially during the FOTA process, ensuring the security of the program update.
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5 INEEHEA FUNCTIONAL DESCRIPTION

5.1 /= %% = Product Features

> BRATZEATIIRBE NEFEFNL
Suitable for the program update specifications of up to a dozen car manufacturers
> PN REFRMEEENERIE
Supports update functions for applications and data
> X #F BootlLoader BE #IN#E
Supports self-update functionality for BootLoader
> XFEFHIS HSE
Supports HIS specifications
> XFF CAN/LIN/SPI/UART Si&E 15
Supports communication via CAN/LIN/SPI/UART, etc.
> BEAMNZEEFENILIRE RHUHZENEFEFMBRTE
Adapts to ZC.Xuanwu program update tools, offering a complete solution for program updates
> XEFWHRINE SHA256 1 AES128 H ik
Supports symmetric encryption algorithms SHA256 and AES128
> IHFIEXFRINE ECC F RSA Bk

Supports asymmetric encryption algorithms ECC and RSA
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& ZC XuanWu v28 l=la| = |
=i EBE
s s F e E
H1i8] [ms] FREA[D] wE EEbyte] AR » || @ 2ERsiiE § TEIMTE § LEESTE % X 4470
09:55:38:826  00,00,07,54, R 4 74, 20, 00, C8, [ R s o B
ORSESEiTo 10000500 5% | 200 36,0102, F4 91,10,00.1 ||| & 10 DiagnosticSessionControl  TRUE FALSE 1003
09:55:38:906 00,00, 07, 5A, R 2 76,01, ] _22 ReadDataByldentifier TRUE FALSE 22F1,93 E
09:55:38:930  00,00,07,52, T 68 36,02, D9, FF. A6, C1, DC, ¥]_22 ReadDataByldentifier TRUE FALSE 22F1,80
09:35:38:935 00, 00, 07, 3A, R 2 76,02, [ _10_DiagnosticSessionControl ~ TRUE FALSE 10,03 b
08:55:38:956 00, 00, 07, 52, ¥ 1 37, (¥l _10 DiagnosticSessionControl ~ TRUE FALSE 10,02
09:55:38:975 00, 00, 07, 5A, R 1 7., [¥] _27 _SecurityAccessSeed TRUE FALSE 2711
09:55:38987  00,00,07,52, T 8 31,01, 02,02, BE, 77, C2, T TRUE FAISE 712
095558906 | 00.00,07.30, R 2 7R31.78, 7] _2E_WriteDataByldentifier TRUE FALSE 2E,F1,98,01,02,03,04,05
09:5530:30411 200/ 00107, 28 5 e 7F, 31,78, | _2_WriteDataByldentifier TRUE FALSE 2EF1,99 )
09:55:39:165  00,00,07,54, R 5 71,01, 02, 02, 04, oo i | v
09:55:30:166  00,00,07,52, T 4 31, 01, FF, 01, -
00:55:30.075  00,00,07,54 R 3 7F, 31, 78, O EEEwE| - o
09:55:39:209  00,00,07,54, R 5 71, 01, FF, 01, 04,
09:55:39:300  00,00,07,52, T 2 11,01, e e =
00,00,07,54, R 2 51,01, su: Bx38018020,
09:55:39:320 00, 00, 07, 52, Sy 2 10, 03, g:xim: |
09:55:41:321  00,00,07,52, T 2 10,03, oxae0rease, 1
09:55:43:320  00,00,07,54, R 5 50, 03, 00, 32, 00, 8, ©x880F6060,
09:55:43:320  00,00,07,52, T 2 10,01, 3:%:2% -
09:55:43:322  00,00,07,54, R 5 50, 01, 00, 32, 00, C8, exceoonace, Il
« m ] ’ frreneRnes ’

HMNER—EFERLR
ZC XuanWu—Software Update Tool
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5.2 ¥ {4324y Software Architecture

composite structure FOTA Software/

Application

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrecv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Spi DRV

Microcontroller(MCU)
ZC Software _l Tier 1 Software 3rd Party Software !l

Chip Software

FOTA RG24
FOTA SYSTEM ARCHITECTURE

HME B FOTA RG M CANL LIN. SPI. Ethernet B853S THI FOTA TheE, @i
Dem #RERSLIE UDS #RCEFIZUIRIS, FFBEIER Crypto Library SKIE% OEM #SEMER
ZEF K. T ARERIIIEERR !

» Bootloader

BootManager #2124 FOTA BB IEINGE, X FFEECEAEM SecureBoot TIgE, @it

F RIS 774% Bootloader 1 Application FIHAE MAC &, BEIHER SecureBoot BidiHE

k8 Bootloader #1 Application # MAC #1784 R EMRR, RIERAREER.

Baengen )R E RS Fan Page 7
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» Can Com

Can 1853 ¥ CAN. CANFD B{5I4E.
> Spi Com

Spi R EMRISINEE, BITEER 5. 6. 7 KEAHEE, UXIFSTSPIBERSE
o
» Ethernet Com
DolP #EHE F TCP/IP t/SL TR Ethernet BEULATIRE, #/E ISO 13400 tREE X, Bid
ZEamiRal. BRHBCE. 12WE RIS UDS RIS R, IR Ethernet OTA TEE.
» Dcm
Dem RSB TRERRIFLIIZHITIEE, HE 1ISO 14229 MK I1SO 15765 trAEE X .
» Crypto., HSM
Ethernet OTA XFrERAFMBEYIRE, XFEXNMRMBE EZMINZZEEZE S LML 2R
5INRE, EEIUEFIANEINEEHE LR IZHITIRE, EE HSM IREE BRI E A
KRR

\

The Qinglong Ethernet FOTA system architecture supports the FOTA function in
communication scenarios such as CAN, LIN, SPI, and Ethernet. It realizes the parsing of UDS
messages and diagnostic programming through the Dcm module, and meets the information
security requirements of various OEM specifications by adapting to the Crypto Library. The
following are the functional descriptions of each module:

> Bootloader

The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security

requirements.
» Can Com

The Can module supports CAN and CANFD communication functions.

» Spi Com

BasRgEn EEME o Page 8
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The Spi module supports the master-slave programming function. By adapting to the
hardware configurations of 5, 6, and 7 wires, it can support multiple SPI communication

programming modes.
Ethernet Com

The DolP module realizes the Ethernet communication sending and receiving functions
based on the TCP/IP protocol, meeting the definition of the ISO 13400 standard. It
implements the UDS flashing process through vehicle identification, routing activation, and

diagnostic message functions, thereby achieving the Ethernet OTA function.
Dcm

The Dcm module realizes the diagnostic function based on the support of the

communication module, meeting the definitions of ISO 14229 and ISO 15765 standards.
Crypto, HSM

The Ethernet OTA supports the adaptation of the Muniu Crypto Library functions. It
combines asymmetric encryption algorithms with other encryption algorithms to achieve the
secure flashing function. It adapts to the certificate authentication function to meet the
security diagnostic requirements and adapts to the HSM to improve the stability and

verification speed of the Cybersecurity function.

Page 9
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5.3 W E4E4 Memory Structure

composite structure Memory /

Application&Data

FlashBootloader

BootManager

FlashDriver

ECU FNTE4> 4 PFLASH #1 RAM, PFLASH X434 Application&Data #1 BootLoader X,
RAM X4 -4 FLASH Driver #1 Data.,

The ECU's memory is divided into PFLASH and RAM. PFLASH is further divided into
Application & Data and BootLoader areas, while RAM is divided into FLASH Driver and Data

areas.

Baengen )R E RS Fan Page 10
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5.4 RS 5% £ B35 Secure Flashing and Secure Boot

FMB  SecureBoot THLZEME SLE BEITIEE.

ZC.QinglLong SecureBoot supports the functions of secure flashing and secure booting
> Z&RE Secure Flashing:

HIME A SecureBoot 1RIBFMETEIE 5 K M FFfE=RHY Root Public Key, BIFIEXNFRINE H %
ECC = RSA, MEHEMEILMRE. HREMINNEI NFRINERE SHA256 5 AES128 Xf#X
BEEBMHATRE, RIIRERSRE.

ZC.Qinglong SecureBoot uses the Root Public Key stored in non-volatile memory, and
verifies the authenticity of the data through asymmetric encryption algorithms such as ECC or
RSA. If the verification is successful, it then checks the integrity of the data through symmetric

encryption algorithms like SHA256 or AES128, ensuring the secure flashing process.
> 2% B35 Secure Boot:

SR LB EHEIBEAN Application BYZFEH, MM E L SecureBoot XHL e BaTIEE,
EXFRINBRE K SHA256 5 AES128 X Boot F1 Application ¥ B2 F#H TR & WIF, RIFE
ZERE.

During the process from power-on to jumping into the Application, ZC.QingLong

18
|52

SecureBoot supports the secure boot function. It verifies the security of the Boot and Application
programs through symmetric encryption algorithms like SHA256 or AES128, ensuring the

program starts securely.

ROM Code l Root Public Key I

Asymmetric cryptography
ECC or RSA

Symmetric-key algorithm
SHA256 or AES128

Bootloader

SUCCESS  [Calibration value
| Verify only

FBL_SecureProgrammingr

— Calc_SHA256==Boot_VerificationData
NO or

Calc_AES128==Boot_VerificationData

Application

YES

AP_SecureStart

BasRgEn EEME o Page 11
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6 ITFEXHY PROCESS DOCUMENTATION
FERE B =135

Development Document Description

Process
RIS

Requirement

iz B9 R Sk 3

Customer Requirement Document

Collection
BRI
Requirement Analysis
BROFROHT BRDITHAE S
Software Requirement Analysis Specification
Requirement B4R KRIBERE
Analysis Software Requirement Traceability Matrix
& PRy E) AR
Customer Issue Communication Form
BAEER TR Hﬁﬁ
Software Software Architecture Manual

RSB R

Software Architecture Traceability Table
BootLoader 4% 1T AH
BootLoaderBootLoader Detailed Design Manual

Architecture Design

f_kl_#ﬁﬁﬂhﬁvl'ﬁﬁmﬁ E TR

Configuration Tool Design
B FEMRIHE R
Software Detailed Design Traceability Table

Software Detailed

Design and Unit

Design T T
BootlLoader AR
BootLoader Detailed Design Review
QAC iR
e QACAnNalysis Report
St BT oo
essy M
Software Unit Y RIS
. Tessy Test Report
Testing TR
B B T IIE SRR
Software Unit Verification Strategy
SEPURIR
TP Integration Strategy
X ) R
’ &S

Integration Manual

BasRgEn EEME o Page 12
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FRRE D& =t pu
Development Document Description
Process
Software Integration 5 SRAS
and Integration Integration Test Strategy
Testing SRR IR
Integration Test Report
TIRDTIRE

Resource Analysis Report
BootLoader Z M R &

YRR BootLoader BootLoader Software Test Report
Software System BootLoader NI ik & 1F &=

Testing BootLoader BootLoader Software Test Report Review
Ll R

Release Release Documentation
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7 IhBEZ 4 FUNCTIONAL SAFETY
1. IngeRE£TFEIRE Functional Safety Assessment Report

2. IDhEe&R£UEP Functional Safety Certificate

SGS

TiiV

SAAR

CERTIFICATE NO FS/71/220/23/1031 PAGE 1/1

ZERTIFIKAT NR.- SEITE(N) .

LICENCE HOLDER & MANUFACTURER |

GENEHMIGUNGSINHABER & HERSTELLER

Shanghai ZC Technology Co., Lid. ®
Building C, 888 Huanhu West 2nd Road, a—l(J
Pudong New Area, a n M ﬁgl ﬁ
Shanghai,
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO. i
PROJEKT-NR-ID GENEHMIGTES PRUFZEICHEN ZERTIFIKATSBERICHT NR, 3
i
T4A8-AUO == 1 T4A80002 L
SGS is an integral part of this certificate i
i 1] ASIL D COMPLIANT ist ein integrater Bestandtell dieses Zertifikats. L
Functlonal Safety it |
50 268262
SAAR

Certified product(s) SafetyFrame
Zertifizierte(s) Prooukt(e) Version 2.1.0

. Tested according to  1SO 26262-2:2018
4 Geprift nach ISO 26262-6:2018
ISO 26262-8:2018
ISO 26262-9:2018

Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is "accepted” according to
oo SahE Qate A NG R Etcs above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D,

¥, \\\The oemhcalé xs based on voluntary tests. The compliance of ihe certified product against the requirements of above listed functional safety

\slannards Was ‘evalyated. Any changes to the design, components or processing may reguire repetilion of some parts of the certification to retain

the. cerufcslnon- Al appllcable requwremenls of the tastmg and certification regulations of SGS-TUV Saar GmbH have to be complied, see www.sgs-
m/te

for Functlonal Safety & Munich, Feb 22, 2023
- Cyber. Secuﬂty
SGS TUV Saar Gth A 2 =
Zerttizier Gudrun Neumann

SGS-TUV Saar GmbH, Hofmanastr. 50,
21379 Miinchen, Devtschland | Garmany

Website ww
E-Meail. f2

trives aar £ onl
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8 JEH CERTIFICATE

L I T
)

IE$H

EENEIL

LSS

V2

QINGLONG SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE

=
B
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4 o
: 5% 7 R E :
: 2
4 o T i o b
‘ i, P MR LD He (—EmEs |
) P RIS AL B R RS FEOR) T (R~ SIRERE) (T/SIA003 2017) E9 !
4 b
] HEAE, THEHGEE R, BRI, t
) HEp Y, LERAREAERAR ¢
] kg, RO-2019-3315 :

Ehpe, WAUNRKE VEN /

H % 1. O Wiy, IR .
) B, “O—LYE At !
4 o b Y }
b >
1vrv" NN N PN PN N e DN SN N N N o e T W e W q

BRRM = RELCIEB
QINGLONG SOFTWARE PRODUCT REGISTRATION CERTIFICATE

B ASRFE R EREMEP AT

To Be the Global Leading Automotive Basic Software Company
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