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知从木牛 SAFETY FRAME产品手册  
ZC.MUNIU SAFETY FRAME PRODUCT MANUAL 
 

1 功能概述 FUNCTIONAL OVERVIEW 

知从.木牛（ ZC.MuNiu ）为汽车电子控制器产品开发，提供完整的基础软件平台解决方

案。知从 Safety Frame 是通过知从.木牛平台上位机配置工具进行界面化配置的芯片功能安全

库软件包，它依据 ISO 26262-10 做独立安全单元（SEooC）研发完成关键器件 Module 基于

AoU 诊断覆盖度需求的内置安全机制设计，针对汽车控制器中 MCU、SBC 汽车控制器中进行

功能安全库及软件架构的定制开发。 

ZC.MuNiu provides a comprehensive basic software platform solution for the development 

of automotive electronic control unit (ECU) products. Safety Frame is a chip functional safety 

library software package that is graphically configured through ZC.MuNiu platform's upper 

computer configuration tool. It is developed as an independent safety element (SEooC) in 

accordance with ISO 26262-10, with critical device Modules designed based on the built-in 

safety mechanism requirements for AoU diagnostic coverage, and is customized for the 

development of functional safety libraries and software architecture in MCUs and SBC 

automotive controllers. 

知从木牛 Safety Frame 产品包含三大组件： 

ZC.MuNiu Safety Frame product includes three major components: 

Safety Frame 组件 
Safety Frame 
Component 

功能描述 
Function Overview 

架构角色说明 
Architecture Role 

Description 

SF.SBC 

配置各半导体厂商 System Basis Chip 驱
动包  
Configure driver packages for System 
Basis Chips from different semiconductor 
manufacturers 

Monitoring 
Controller 

SF.MCU 

配置各半导体厂商 MCU Safety Library 软
件包 
Configure Safety Library software 
packages for Microcontroller Units 

Function Controller  

知从木牛基础软件平台功能安全库 

ZC.MuNiu Basic Software Platform Functional Safety Library 
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(MCUs) from different semiconductor 
manufacturers 

SF.Architecture  

按组件各模块部署 Level 分层调度及管理
Deploy modules based on components 
with Level-based hierarchical scheduling 
and management 

参考 EGAS 三层架
构 
Reference EGAS 
three-layer 
architecture 

 

本产品现已适配开发的半导体芯片厂商的系列型号： 

The product has now been adapted and developed for a series of models from 

semiconductor chip manufacturers： 

Controller Chip Type Semiconductor manufacturer Component 

Function 

S32K NXP SF.MCU 

5748G NXP SF.MCU 

5746C NXP SF.MCU 

MPC5744P NXP SF.MCU 

TC397 Infineon SF.MCU 

TC387 Infineon SF.MCU 

TC377 Infineon SF.MCU 

TC364 Infineon SF.MCU 

TC275 Infineon SF.MCU 

TC264 Infineon SF.MCU 

TC234 Infineon SF.MCU 

SPC58NH ST SF.MCU 

SPC58NN ST SF.MCU 

Monitoring 

FS6500 NXP SF.SBC 

FS4503 NXP SF.SBC 

TLF35584 Infineon SF.SBC 
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2 应用领域 APPLICATION FIELD 

知从木牛 Safety Frame 产品可应用于针对功能安全 ASIL 等级有需求的汽车控制器。例

如： 

ZC.MuNiu Safety Frame product can be applied to automotive controllers that require 

functional safety ASIL levels. For example： 

 智能驾驶控制器 Advanced Driver-Assistance Systems controllers (ADAS) 

 智能网关控制器 Intelligent Gateway controllers (Gateway) 

 智能刹车系统 Intelligent Braking Systems (iBooster) 

 车身稳定控制 Electronic Stability Control (ESC/Onebox) 

 电动助力转向 Electric Power Steering (EPS) 

 电子驻车系统 Electronic Parking Brake System (EPB) 

 电池管理系统 Battery Management System (BMS) 

 车身控制器 Body Control Module (BCM) 

 发动机管理系统 Engine Management System (EMS) 

 DC/DC 控制器 DC/DC converters 

 

本安全手册是为有经验的硬件、基础软件工程师和功能安全工程师编写的，以说明 Safety 

Frame 功能安全软件库分别将 MCU&SBC 相关安全机制集成到客户应用产品的(子)系统中的产

品概况。我们的软件集成工程师可支持和确保该平台产品功能安全库程序的集成服务，并符

合适当的应用程序标准，协助客户实现上述汽车控制器达到 ISO26262 ASIL-D 的等级要求。 

This safety manual is designed for experienced hardware, basic software engineers, and 

functional safety engineers to illustrate the product overview of how the Safety Frame 

functional safety software library integrates MCU & SBC-related safety mechanisms into the 

(sub)systems of customer application products. Our software integration engineers can support 

and ensure the integration services of the platform product's functional safety library program, 

comply with the appropriate application standards, and assist customers in achieving the 

ISO26262 ASIL-D level requirements for the aforementioned automotive controllers. 
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3 配置环境 CONFIGURATION ENVIRONMENT 

i. Safety Frame 产品的 NXP S32K 系列芯片软件配置： 

Software Configuration for Safety Frame Product Based on NXP S32K Series Chips: 

配置环境 Configuration Environment 

Hardware (Chip) S32K144/S32K146/S32K148 

Compilers Supported S32 Design Studio for ARM(2018.R1) 

Evaluation Hardware  S32K144 EVB 

Debugger 
Lauterbach (Trace32 R.2018.02) 
Isystem (IC5700) 

Configuration Tools Muniu_v5.0.5 

Configuration Environment  Win7 64bit 

 

ii. Safety Frame 产品的 NXP PowerPC 系列芯片软件配置： 

Software Configuration for Safety Frame Product Based on NXP PowerPC Series Chips: 

配置环境 Configuration Environment 

Hardware (Chip) MPC 5748G / MPC5744P/ MPC5746C 

Compilers Supported WindRiver Diab V5.9.4.0 

Evaluation Hardware  SPC5748GSMKU6 1N81M 

Debugger 
Lauterbach (Trace32 R.2018.02) 
Isystem (IC5700) 

Configuration Tools Muniu_v5.2.2 

Configuration Environment  Win7 64bit 

 

iii. Safety Frame 产品的英飞凌 AURIX 2G TC3xx 软件配置： 

Software Configuration for Safety Frame Product Based on Infineon AURIX 2G TC3xx Series Chips: 

配置环境 Configuration Environment 

Hardware (Chip) INFINEON SAK-TC397T-64F300W 

Compilers Supported Tasking TriCore v6.2r2 

Evaluation Hardware  TriBoard TC3X7 

Debugger 
Lauterbach (Trace32 R.2018.02) 
Isystem (IC5700) 
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Configuration Tools Muniu_v5.1.3 

Configuration Environment  Win7 64bit 

 

iv. Safety Frame 产品的英飞凌 AURIX 1G TC2xx 软件配置： 

Software Configuration for Safety Frame Product Based on Infineon AURIX 1G TC2xx Series Chips: 

配置环境 Configuration Environment 

Hardware (Chip) INFINEON SAK-TC275T-64F200W CA 

Compilers Supported Tasking TriCore v4.2r2/ HighTec 4.6.6.1 

Evaluation Hardware  TriBoard TC2X5 

Debugger 
Lauterbach (Trace32 R.2018.02) 
Isystem (IC5700) 

Configuration Tools Muniu_v5.1.1 

Configuration Environment  Win7 64bit 

 

v. Safety Frame 产品的意法 SPC58NH 软件配置： 

Software Configuration for Safety Frame Product Based on Infineon ST SPC58NH Series Chips: 

配置环境 Configuration Environment 

Hardware (Chip) SPC58NH 

Compilers Supported Green Hills v7.1.4 

Evaluation Hardware  SPC58NH 

Debugger 
Lauterbach (Trace32 R.2018.02) 
Isystem (IC5700，IC5000) 

Configuration Tools Muniu_v4.4.0 

Configuration Environment  Win10 64bit 

 

vi. Safety Frame 产品的意法 SPC58NN 软件配置： 

Software Configuration for Safety Frame Product Based on Infineon ST SPC58NN Series Chips: 

配置环境 Configuration Environment 

Hardware (Chip) SPC58NN (SPC58NN84E7RMHBY) 

Compilers Supported Green Hills v7.1.4 
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Evaluation Hardware  SPC58NN84E7RMHBY 

Debugger 
Lauterbach (Trace32 R.2018.02) 
Isystem (IC5700) 

Configuration Tools Muniu_v4.4.0 

Configuration Environment  Win10 64bit 
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4 开发背景 DEVELOPMENT BACKGROUND 

汽车电控系统的电气化、智能化发展日趋复杂，对于电子电气架构的安全性要求也越来越

高。通过对道路车辆应用场景的HARA分析，为了使安全目标被降级分解、保持危害发生可能

性低于风险的受限值，汽车功能安全越来越受到重视。近年来，在功能安全标准上参考 ISO 

26262；在软件架安全架构上参考 E-GAS 分层。在电子电气系统中，应用 SEooC(safety element 

out of context)进行设计开发。 

The electrification and intelligent development of automotive electronic control systems are 

becoming increasingly complex, leading to higher demands for the safety of electronic and 

electrical architectures. Through the Hazard and Risk Assessment (HARA) analysis of road vehicle 

application scenarios, to ensure that safety goals are downgraded and decomposed, and the 

likelihood of hazards occurring is kept below the restricted values of risk, the importance of 

automotive functional safety is increasingly recognized. In recent years, the functional safety 

standard ISO 26262 has been referred to; and in terms of software architecture safety, the E-

GAS (Electrical-Electronic Architecture Safety) layered approach has been referenced. In the 

electronic and electrical systems, the design and development are conducted using SEooC 

(Safety Element out of Context). 

 

ECU 产品的功能安全工程师，根据半导体供应商提供的 Safety Manual 中列出的大量应用

安全机制结合自身产品需求来查漏补缺，进一步筛选出需要根据开发的 FMEDA 配置来确定具

体需要使用哪些模块的诊断软件开发。一般来说，ASIL 级别越高，需要实现的安全措施就越

多，而这需要付出相当大的工作量和落地门槛： 

Functional safety engineers of ECU products often refer to the Safety Manual provided by 

semiconductor suppliers, which lists a vast array of application safety mechanisms. They 

combine these with their own product requirements to identify gaps and further select which 

modules require diagnostic software development based on the FMEDA (Failure Modes, 

Effects, and Diagnostic Analysis) configuration. Generally, the higher the ASIL (Automotive 
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Safety Integrity Level), the more safety measures need to be implemented, which requires a 

significant amount of work and has a high threshold for implementation: 

 昂贵成本（较多未用模块冗余）、芯片内置安全机制开发对半导体厂商依赖度极高； 

High costs (redundancy of many unused modules), and development of chip-built-in 

safety mechanisms is highly dependent on semiconductor manufacturers. 

 软件团队的开发精力集中在 ECU 级而非 MCU 级，多芯片搭配较难落地安全机制。 

The software team's development focus is at the ECU level rather than the MCU level, 

making it difficult to implement safety mechanisms with multiple chip combinations. 

应对客户上述困扰，知从木牛 Safety Frame 产品不仅适配 MCU 芯片，也为特定 ASIL-x 等

级 SBC 的供电系统、时序监控系统，甚至集成外设 SOC 专用芯片驱动，按照 ISO 26262-

5(2011) Clause 8 中介绍的 2 个度量：Single-point fault metric(单点故障度量)和 Latent-fault 

metric(潜伏故障度量)做安全分析，针对不同的 ASIL 等级要求和故障失效分析方法均要求其达

到单点故障度量和潜伏故障度量提供基础软件平台功能安全库的保障。 

To address the above customer concerns, ZC.MuNiu Safety Frame product not only adapts 

to MCU chips but also provides safety analysis for the power supply system, timing monitoring 

system, and even integrated peripheral SOC-specific chip drivers of SBCs (Safety-Critical Base 

Control) for specific ASIL-x levels. It follows the two metrics introduced in Clause 8 of ISO 

26262-5(2011): Single-point fault metric and Latent-fault metric, ensuring that the basic 

software platform's functional safety library meets the requirements of different ASIL levels and 

fault analysis methods. 

 

 
知从科技推出 SAFETY FRAME 为各车载控制器客户提供诚挚的 ASIL 等级分解咨询、

FMEDA 分析过程支持、芯片级自检安全机制开发、SafetyFrame 配置与软件集成等全流程功

能安全服务。 

ZC Technology has launched SAFETY FRAME, offering automotive control unit customers a 

sincere full-process functional safety service with ASIL level decomposition consulting, FMEDA 

analysis process support, chip-level self-test safety mechanism development, SafetyFrame 

configuration and software integration, and other full-process functional safety services. 
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5 功能描述 FUNCTIONAL DESCRIPTION 

5.1 产品特点 Product Feature 

 

AUTOSAR 架构 

AUTOSAR Architecture 

知从科技推出 SAFETY FRAME 产品的功能和特性如下： 

The functions and features of the SAFETY FRAME product launched by ZC Technology are 

as follows: 

 知从木牛配置工具支持 AUTOSAR 4.2.2 和 AUTOSAR 4.4 标准； 

ZC.MuNiu configuration tool supports AUTOSAR 4.2.2 and AUTOSAR 4.4 standards; 

 Safety Frame 安全等级 ASIL-B，额外安全机制可支持最高 ASIL-D 安全等级应用需求； 
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Safety Frame has a safety level of ASIL-B, with additional safety mechanisms to support the 

application requirements of the highest ASIL-D safety level; 

 按照 ASPICE 软件开发流程，实现从客户需求、MCU Safety Manual、安全库代码、测试报

告的可追溯性； 

Following the A SPICE software development process, it achieves traceability from 

customer requirements, MCU Safety Manual, safety library code, to test reports; 

 Safety Frame 安全软件架构自主设计中，结合了 EGAS Monitoring Controller 监控机制； 

The safety software architecture of Safety Frame is independently designed, incorporating 

the EGAS Monitoring Controller monitoring mechanism; 

 SwLib 自检库 Safety Mechanism 实现软件程序流监控并包含 E2E 功能，调用接口灵活，分

担客户重新开发工作量； 

The SwLib self-inspection library's Safety Mechanism implements software program flow 

monitoring and includes E2E (End-to-End) functionality, with flexible interface calls, 

reducing the customer's re-development workload; 

 该产品做为 AUTOSAR Complex Driver 组件集成，兼容半导体供应商 MCAL 驱动包； 

The product, as an AUTOSAR Complex Driver component, is integrated and compatible 

with the MCAL driver package from semiconductor suppliers; 

 管理内部看门狗系统，可选配集成知从 SBC 产品库，实现完整 Safety WdgM 功能； 

It manages the internal watchdog system and can be optionally integrated with the ZC SBC 

product library to achieve a complete Safety WdgM function; 

 Test Manager 集成 MCU 故障收集 Driver（eg.SMU/FCCU）可支持客户产品 Safety Goal 对

FTTI 时间需求的安全关断监控设计； 

The Test Manager integrates MCU fault collection drivers (e.g., SMU/FCCU) to support the 

customer's product Safety Goal with respect to FTTI (Fault Tree Time Interval) time 

requirements for safe shutdown monitoring design; 

 芯片自检库 TestLib 支持各模块按需可裁剪的定制化开发，适应开发周期较短项目，代码

精简且缩减软件容量； 

The chip self-inspection library TestLib supports customized development that can be 

tailored to the needs of each module, suitable for projects with a shorter development 

cycle, with streamlined code and reduced software capacity; 
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 针对某些客户 ECU 产品的非 AUTOSAR 软件架构，知从 SafetyFrame 具有良好的软件集成

兼容性。 

For some customer ECU products with non-AUTOSAR software architecture, ZC 

SafetyFrame has good software integration compatibility. 
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5.2 软件架构 Software Architecture 

    

 

软件架构 

software architecture 
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SAFETY FRAME 包括 MCU 内部模块自检测试（即 SF.MCU）和 SBC 硬件安全机制的驱动

（即 SF.SBC），SF.Architecture 的核心模块为 Test Manager，用于 MCU&SBC 的 Safety 

Library 调度管理，包括 Safety Wdgm、Safety SBC/ASIC 驱动模块调度、与应用层

PFC(Program Flow Check)接口等，其包含 3 个库接口模块： 

SAFETY FRAME includes the internal module self-test of the MCU (i.e., SF.MCU) and the 

driver for the SBC hardware safety mechanism (i.e., SF.SBC). The core module of SF.Architecture 

is the Test Manager, which is used for the scheduling and management of the Safety Library 

for MCU & SBC. This includes the Safety Wdgm, the Safety SBC/ASIC driver module scheduling, 

and the application layer PFC (Program Flow Check) interface, etc. It includes three library 

interface modules: 

 TestLib--实现 MCU 芯片模块的检测。 

TestLib - Implement the testing of the MCU chip modules. 

 DriverLib--实现 MCU 芯片模块的驱动。 

DriverLib - Implements the driving of the MCU chip modules. 

 SwLib--用户常用的数字签名库、端到端保护库等接口。 

SwLib - Commonly used by users for digital signature libraries, end-to-end protection libraries, 

and other interfaces. 

SAFETY FRAME 在软件模块化分层原则上，将 Function Controller 和 Monitoring Controller

分别由 SF.MCU 和 SF.SBC 实现，并部署在 EGAS Level2 和 Level3 层级，充分考虑了程序流监

控和关断路径设计的应用需求。 

On the principle of software modularization and layering, SAFETY FRAME implements the 

Function Controller and Monitoring Controller respectively by SF.MCU and SF.SBC, and deploys 

them at the EGAS Level 2 and Level 3 levels, fully considering the application requirements for 

program flow monitoring and shutdown path design. 
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5.3 配置工具 Configuration Tool 

i. 知从木牛工具实现对 Safety Frame 产品的 MCU 芯片配置： 

ZC.MuNiu tool achieves the configuration of the MCU chip for the Safety Frame product: 

 

ii. 知从木牛工具实现对 Safety Frame 产品的 SBC 芯片配置： 

ZC.MuNiu tool achieves the configuration of the SBC chip for the Safety Frame product: 
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5.4 软件测试 Software Testing 

测试环境 Testing Environment 

静态代码 QAC  

Static Code QAC 

7.2 R 

MISRA-C：2004 

动态 Tessy  

Dynamic Tessy 
4.2.8 

Evaluation Hardware  Evaluation Board 

Configuration Environment  Win7 64bit 
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6 过程文档 PROCESS DOCUMENTATION 

开发流程 

Development 

Process 

文档描述 

Document Description 

需求收集 

Requirement 

Collection  

客户的需求文档 
Customer's requirement document 

软件需求分析 

Software 

Requirement 

Analysis  

软件架构设计 

Software 

Architecture 

Design  

需求分析规格书 

Requirement analysis specification 

软件需求追踪表 

Software requirement traceability matrix 

客户问题沟通表 

Customer issue communication form 

客户的需求文档 
Customer's requirement document 

软件架构设计 

软件详细设计和单

元设计 

Detailed Software 

Design and Unit 

Design  

软件架构说明书 

Software architecture manual 

软件架构的追踪表 

Software architecture traceability matrix 

软件详细设计和单

元设计 

软件单元测试 

Software Unit 

Testing  

SAFETY FRAME 详细设计说明书 

SAFTY FRAME Detailed Design Specification 

Muniu 配置工具设计 

Muniu Configuration Tool Design 

软件详细设计追踪表 

Software Detailed Design Traceability Matrix 

SAFETY FRAME 详细设计评审 

SAFTY FRAME Detailed Design Review 

软件单元测试 

软件集成和集成测

试 

Software 

Integration and 

Integration Testing

  

QAC 分析报告 

QAC analysis report 

Tessy 测试报告 

Tessy test report 

软件单元验证策略 

Software unit verification strategy 

软件集成和集成测

试 

集成策略 

Integration strategy 
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开发流程 

Development 

Process 

文档描述 

Document Description 

集成手册 pdf 

Integration manual (PDF) 

集成测试策略 

Integration test strategy 

集成测试报告 

Integration test report 

资源分析报告 

Resource analysis report 

软件认可测试 

软件认可测试 

Software 

Qualification 

Testing  

SAFETY FRAME 软件测试报告 

SAFETY FRAME Software Test Report 

SAFETY FRAME 软件测试报告评审 

SAFETY FRAME Software Test Report Review 

发布 发布文档 

Release documentation 
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7 功能安全 FUNCTIONAL SAFETY 

7.1 功能安全评估报告 Functional Safety Assessment Report 
 

申请评估中。 

Application in progress for evaluation 

 

7.2 功能安全证书 Functional Safety Certificate 
 

申请认证中。 

Application in progress for certification. 
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8 证书 CERTIFICATE 

 

木牛软件著作权登记证书 
ZC.MUNIU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE 
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知从木牛 SAFETYFRAME 产品证书 
ZC.MUNIU SAFETYFRAME PRODUCT CERTIFICATE 
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