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1 IHEEHLIA FUNCTIONAL OVERVIEW

MAGEREREELAR—RETHWAETIEEREAANGEURNFEIREENF, R
FERUTMBEUREZRNETRT, EFHRAFENERLXEERNAFETHARNRORE
Ao RLESAZEECUBMINESERRIE. FHRELXEEAEE. 76 AUTOSAR #7E
MBBAREFIRNAGR, AAEEETEIEIMRE T XN BRBARIETS.

ZC Xiaotian Cyber Security Algorithm Tool is a comprehensive cryptographic tool suite
developed specifically for Cyber Security in the automotive industry.Against the backdrop of the
rapid development of automotive intelligentization and connectivity, Cyber Security of in-vehicle
systems has become a core focus in automotive electronics development.Targeting practical
application scenarios such as automotive ECU firmware encryption and signature verification, in-
vehicle communication security key management, and cryptographic operations compliant with
the AUTOSAR standard, this tool provides automotive Cyber Security engineers with a one-stop

cryptographic operation platform.
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2 s APPLICATION FIELD

HMMRREERE2EZTIAREEREEEZIEMER, TUATHR. Mk %.

Xiaotian Cyber Security Algorithm Tools is designed for Cyber Security algorithm engineers

and applicable to development, testing, and production lines.
> Wtk BTEEEQERSRIE
R&D: Used for algorithm interface debugging and verification.
> W RIEFE APHEQ SSHEE BN
Testing: Provides rich APl interfaces to enable automated algorithm testing.
> P I EAAER api A KR FEE 22 ARE LU LBHL

Production Lines: Supports API interface calls by production line host computers, enabling

functions such as key injection and secure upgrades to achieve production line automation.

& ANEBFEZTE - ZC XiaoTian V1.0.0 = X

SHE Sym Encrypt MAC RSA HASH Random CRC32 KeyExchange Misc About

IR AR IME R

Preferences

Algorithm Chaining Mode Padding Mode

« AES & ECB & NoPadding

€ SM4 ¢ CBC € 1S09797_1_M1
 CTR € 1509797_1_M2
C CFB € PKCS7/PKCS5
C OF8

Input Parameters
Key
v

Data

Result

Encrypt Decrypt
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3 BZEIRE CONFIGURATION ENVIRONMENT

Bt B ¥R1% Configuration Environment

Configuration Environment Win10/11 64bit
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4 FFkE= DEVELOPMENT BACKGROUND

BEEAES WS, MERAERENMEER, EFRRGABENINBE FEFETE
&, MEXRIRLTASELK. SETENEEL R, XI—TEERIBRER S HITHER
MR, BEFHRGAERNEEZENEEEINE —ECU BHHENR. FRBEEIER
DI, BREERISFZERE, TMNULSEERIERE FEEAMERARNES
Mree. A, FHERLXEENTEFTREZTAREB T ARV OEMIER, MATT
VRFEFSEIFHIREE.,

With the accelerated transformation of the automotive industry towards intelligentization
and connectivity, in-vehicle systems are no longer a collection of isolated electronic control units
(ECUs) but have gradually evolved into highly interconnected and data-intensive intelligent
terminals. While this transformation enhances driving experience and travel efficiency, it also
significantly intensifies the Cyber Security risks faced by in-vehicle systems — security hazards
such as tampering with ECU firmware, theft of in-vehicle communication data, and chaotic key
management may not only cause abnormal vehicle functions but also directly threaten the life
and property safety of drivers and passengers. Therefore, in-vehicle Cyber Security has shifted
from an optional requirement to a core mandatory indicator in automotive electronics
development, becoming a key consideration for industry competition and compliance

implementation.

Af, SRR ENBEEFTRZABAES R, REXNIETIVN RSSO HER
BATERE ECU BHMESERRIE. FHBERATEGTAREEFHERK, B4R
RE AUTOSAR FRETWROEAINE, SBERXEIEMFRBEZRIRZRITRAIIE,
FHEFREDH. RIEED. REAUZFOH, FEXWALNESZEHPN—EM.

However, most cryptographic tools currently available on the market are general-purpose
products, lacking targeted adaptation to the application scenarios of the automotive industry:
either they fail to meet specific needs such as ECU firmware encryption and signature verification,
or full-lifecycle key management for in-vehicle communications, or they are incompatible with
core automotive industry technical standards like AUTOSAR. This forces Cyber Security engineers
to integrate multiple tools to complete development work, leading to issues such as dispersed
operations, cumbersome processes, and poor compatibility. These problems seriously affect

development efficiency and the consistency of security protection.

AR ERTER, SXNMHHEMNIETLEAZEFEIANTA, WREEREEET
ANiEmE, FRREAERERZEROTR, W THETTLHEK. %*ﬁw%ﬁ\mﬂiﬁ
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To address the aforementioned industry pain points and specifically fill the gap in dedicated
cryptographic tools for the automotive industry, Xiaotian Cyber Security Algorithm Tools has
emerged. Focusing on core scenarios of automotive Cyber Security, the product is built with the
core objectives of "aligning with industry needs, complying with industry standards, and
simplifying operational processes,” creating a one-stop comprehensive cryptographic tool suite.
It provides engineers with end-to-end cryptographic operation support from firmware security
to communication security, helping automotive enterprises effectively implement Cyber Security
compliance requirements and ensure the safe and stable operation of intelligent connected

vehicles.
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5 If aﬂmi?ﬁ FUNCTIONAL DESCRIPTION

DIREARIR 4R

Introduction to Functional Modules

TIREHRIR MR

Introduction to Functional Modules

1R ZFR Module Name

B {A#iR Detailed Description

SRR B2
Symmetric Encryption & Decryption

X AES. SM4 FHEL, K ECB. CBC. CFB. OFB.
CTR. XTS E & T {E4& 5, Supports algorithms such as
AES and SM4, covering multiple operation modes
including ECB, CBC, CFB, OFB, CTR, and XTS.

JHEINERE(MAC)
Message Authentication Code (MAC)

e fit CMAC. HMAC FeBMRI TR, =¥ AES-
CMAC. SM4-CMAC &

Provides integrity verification schemes such as CMAC and
HMAC, supporting AES-CMAC, SM4-CMAC, etc.

FEXSFRANE(RSA)
Asymmetric Encryption (RSA)

X5 RSA BAERL. MMEMBBREFER, FAE PKCSH#HL
1 PSS IEFEAER

Supports RSA key generation, encryption/decryption, and
digital signatures, compatible with PKCS#1 and PSS
padding modes.

IEHRITE

Hash Calculation

£, SHA-256/384/512. SM3 &£ RIBFHE X
Integrates mainstream hash algorithms such as SHA-
256/384/512 and SM3.

HFERESRIT
Digital Signature & Verification

% 3% ECDSA(secp256r1/SM2P256V1).
EADSA(Curve25519)%# [F #h £ %5 & Bk

Supports elliptic curve signature algorithms including
ECDSA (secp256r1/SM2P256V1) and EADSA
(Curve25519).

A STHRIL

Key Exchange Protocol

SC3 DH. ECDH. ECDH-SM2 ZEZ4BihmHl
Implements key agreement mechanisms such as DH,
ECDH, and ECDH-SM2.

SHE R &R
SHE Security Module

% 378 % SHE(Secure Hardware Extension) 1R ITH %
PEFINH

Designed specifically for the automotive SHE (Secure
Hardware Extension) standard, providing support for key
update protocols.

HWHPIH

Auxiliary Tools

BERENEAERL . CRC32 &% . 7 ISR,
Base64 ZRfEHL. ASCIl/Hex #ik%st FTNRE

Includes practical functions such as Random Number
Generation, CRC32 Check, Hex File Processing, Base64
Encoding & Decoding, and ASCIl/Hex Conversion.
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6 =m4Fs PRODUCT FEATURE
> 11Ef4 5 Easy to operate
B ERASRE, HEERE
Graphical interface for convenient configuration
B FREGUVERGERLEEE
Supports commonly used Cyber Security algorithms in the automotive industry
B HEX hex X 1TiR1E, WMBENITE MAC/CRC F
Supports operations on hex files, such as automatic calculation of MAC/CRC and other
values.
> HBAITNEE Auxiliary functions
B EYLEAE R
Random Number Generation
W AT
Hex File Processing
B Base64 ZRRHD
Base64 Encoding & Decoding
B ASCII/Hex 3515 188
ASCII/Hex Conversion
B A T E A RD

BLAEBRAE MBI A S

To Be the Global Leading Automotive Basic Software Company
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