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MM I BootLoader

ZC.QinglLong BootLoader
1 INBEMEIA FUNCTIONAL OVERVIEW

HMME K BootLoader & HFIMBEIE B T A MR FRIF K 4 (BootLoader), ERHMME R
BootLoader H#= 28, TTIUi@IE CAN. LIN, SPI. UART FBEARIUN ARFNEHRINEE.
HIMEFH BootLoader 2% 3#%F NXP. Infineon. Renesas. ST. TI HZ5:iH, HEXFHEZRE
I REFRIFASE, TREEHFERS

ZC.QinglLong BootlLoader is a program flashing software (BootLoader) independently
developed by ZC Technology. For controllers using the ZC.QingLong BootLoader, the update
function of application programs can be achieved through communication methods such as CAN,
LIN, SPI, UART, and Uart. The ZC.QingLong BootlLoader already supports chips from multiple
manufacturers including NXP, Infineon, Renesas, ST and TI. Moreover, it is compatible with the
program flashing specifications of multiple vehicle manufacturers and can provide customized

development services.

EFM B BootLoader BIEA E, SMEJ L Uart BootLoader EF TMS570 &, &4
Uart &8 DBEMYEIM T Vart RIS IheE, 21880 DUBIE Uart BEARIITEIERNS, H#&E
b EA R FIRI S h8E, REREFRFNSCEMZEMN.

Building upon the ZC.QingLong BootLoader, the QingLong UART BootLoader is based on
the TMS570 platform. It implements UART flashing functionality by integrating the UART serial
communication protocol. The controller can execute data flashing via UART communication and
supports forced flashing capabillities, thereby enhancing the efficiency and security of program

updates.
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2 N B APPLICATION FIELD

HIMEZ T Uart BootlLoader o ¥ AT TMS570 RFIE A MIEHIREFRIFIeE . 3
=l asEE:

The ZC.Qinglong Uart BootLoader can be applied to the program flashing function of

controllers using the TMS570 series of chips. The supported controllers include:

> ZBZ % Body Systems Vehicle
EHindes. AR, (1R HE 8. MX% Domain controllers, zone controllers,
gateways, etc.

>  NJ1E S Power Systems
35t B 18 R % % Battery management systems, etc

> JE#ZZE %5 Chassis Systems
BRI NERARG. GRS, BRIRERSLSF Electric power steering systems,
anti-lock braking systems, electronic stability systems, etc
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3 BZEIRE CONFIGURATION ENVIRONMENT

Bt B ¥R/1% Configuration Environment

Hardware (Chip) TMS570
Compilers Supported CCS12.8.0.00012
Debugger Lauterbach TRACE32
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4  F%& 55 DEVELOPMENT BACKGROUND

BRAMMBRURRKAEFNERTE. SRAFNRERXR, HETAENNE, HFHE
ERFERRFERNET, FERHEERAER, RHEECREMAINTERES,

Intelligent and connected vehicles are the future direction of the automotive industry. The
rapid development of smart cars has changed the value of cars. With the rise of user experience
needs, system software has become increasingly important, and the trend of software-defined

vehicles has become irreversible.

BMHENXRE (Software Defined Vehicles, &#R SDV) LB RBE: RERFKAEMZEIU
ATERERAZLOCHBRERAR, MABRARAENDTHXRN. EEERER. VIMMHETIR, T
XML ARETIVEBNARES ., AETUVN~VEMHEEEEBRMNFNITIYAL
REEE, BREERENSNIRER N EH KT A B R KENSRMRARS TR,

The core idea of Software Defined Vehicles (SDV) is that the future of cars will be determined
by software technology centered on artificial intelligence, rather than the size of the car's
horsepower, whether it has genuine leather seats, or the quality of its mechanical performance.
This will become a common development trend in the automotive industry. The industrial
structure of the automotive industry is following the development path of the computer and
mobile phone industries, and the standard for measuring the quality of cars will shift from the

"hardware" level to the level of intelligence and the quality of software services.

ERETRAREIREY, RERGNEEMRSLANEF, BEEMEBPNAELE
PR, ABETRERESIZAEBEMARFELEEZEN., BRism AENEFRBEDSR
=R 11247, BNFEIZER CMMI (Capability Maturity Model Integration, &1 B E &£ mIEEY)
5 RIS GIERITIES], RABEEERNA 0.32%0, BERBMAMIERT/E., MBEE
#, BEELF] FHERNEZEMEZEMA.

In the process of automotive intelligence development, although the importance and
proportion of software continue to increase, the research and development cycle of the whole
vehicle is invisibly shortened, so the risk of car recalls caused by software vulnerabilities continues
to rise. At present, the total code amount of high-end cars has exceeded 100 million lines. Even
if controlled according to the highest software standard of CMMI (Capability Maturity Model
Integration) level 5, the code defect rate is still 0.32%o, and the scale of potential problems is not
to be underestimated. Recall events require car manufacturers to pay huge direct and indirect

costs.

Faenaxn S EEMRFan Page 4



Eannn HMEHE 550 M

ﬂ”"\ﬂﬂ Easy to know Easy to do

UART EA—FERMNBTRETR, AREBTIREBLLE —F2ih, HiubmMEx
TREAEERARE, REXE (TX)  #FK (Rx) FH% (GND) =ARELREITLIEN
THPBE EHREANEHETES. IMEUNDEEETR T STEENEAANE
ENE, FEHFEINEERENDBMAGR A EZROEFER BT (ECU) ZE, HHF
ECU SR ERkat. MITRZEHATRER, /iR, RELGSEHMERAL
[ CAN FD. FlexRay J3Z& Automotive Ethernet 5% B4 B, 1B UART AIEMMNEGE, &
BESUMARBRNER, EFENERNALRTHEEREE.

UART, as a fundamental serial communication method, continues to hold a significant place
in the automotive electronics field. Its core value lies in its extremely simple hardware connection,
requiring only three cables for transmission (Tx), reception (Rx), and ground (GND) to achieve
full-duplex asynchronous communication, without the need for complex clock synchronization
signals. This simplified physical structure offers significant advantages of high reliability and low
cost, making it particularly suitable for low-speed, point-to-point data exchange between cost-
sensitive and space-constrained Electronic Control Units (ECUs) within the automotive interior,
or between ECUs and simple sensors/actuators. Although modern in-vehicle network
technologies are evolving towards high-speed buses like CAN FD, FlexRay, and even Automotive
Ethernet, UART remains an ideal choice for specific automotive application scenarios due to its

simple protocol and very low hardware/software implementation costs .

EREHTRGENAR. £FBEBEMBERET, UART REESTXRRIER. T4
TEFBER, UART#EOEHWINE A2 SEMESF (ISP) MBE, TEMYMNEE K
BEXER, KI5 ECUREEN A . AFEHEEREFRSE (V) F, #EWT-Box (ZFE
ERLER) HANBRFIEFISRFIMNIER, WEBT UART 5EN R ELHEFIESH
WEEIE, Mo EXRERFESRMEEEFHMXEESREILNES, UART KARBAER

. Bl ATERERZEZREMEA, WHRBIT MCU-Less"FHARM, LK
T, P& TR UART over CAN" XY BIFTHOR, (R1GEI=HI=REESH A CAN B YIER
kZRET UART 150MEUEE, MM TmE RN ERES, 28X 7TXEH b
S ERIESRE, KT BRAERL.

Within the development, production, and even the overall vehicle network architecture of
automotive electronic systems, UART plays several key roles. During the development and
production stages, UART interfaces are often reserved as channels for diagnostics and firmware
programming (ISP). Engineers can use them to output low-level debug logs, enabling the most
direct "dialogue” with the ECU . In In-Vehicle Infotainment (IVI) systems, peripheral modules such
as T-Boxes (Telematics Boxes) or autonomous driving domain controllers often exchange simple

control commands and status data with the host system via UART . Furthermore, facing the trend

Faenaxn S EEMRFan Page 5



Eannn HMEHE 550 M

A1 A B B Easy to know Easy to do
towards domain control and zonal architectures in automotive E/E architecture, UART

technology continues to evolve. For instance, to reduce system complexity and cost, new
architectures like "MCU-Less" have emerged in the industry. Under such architectures, innovative
technologies like "UART over CAN" have been derived. This allows domain controllers to utilize
the CAN bus physical layer to transmit UART-based instruction packets, enabling direct control
of remote simple devices and eliminating the need for separate microcontrollers at those nodes,

achieving cost reduction and efficiency improvement .
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IheeE A FUNCTIONAL DESCRIPTION

5.1 =M%= Product Features

£/ Uart & Q@S E R AR

Uses UART Serial Communication Protocol for data transmission

ERTEREE NEFEHAE

Adaptable to the program update specifications of various car manufacturers.

XFZEMENG, RIEBENRETE

Supports multiple encryption mechanisms to ensure the security and reliability of data.

XN AR FNERRN E I
Offers update capabilities for both applications and data.

MR FRER. TEBANZENE, RIEARIEZERE
Features safe and stable upgrade processes with mechanisms such as breakpoint
resumption, intelligent restoration, and traceability.

XFEENE, RHEZHNRERE

Supports full package upgrades for enhanced security.

ERANZEREFENTR, RUETENEFENBRAR
Compatible with ZC.Xuanwu program update tools, providing a comprehensive solution
for program updates.

| &
i File Edit MNavigate Search Project Run Window Help
Wil S F A e W Qi i - s - - Quick A : a
& Wi s 2 PR [ e 29| s 8
8718 [ms] #FAD] /e w=Ebyte] AT P osEsE D TRaEiE & SEERSiE + %|3 =0
BEEr R R N
[0 10 DiagnosticSessionControl 10,03 50,03
& EnES x FunctionalAddress 10,83 50,83
FunctionalAddress 3E,80 7E80
fik 27 SecurityAccessSeed 27,01 67,01
CANEEERES SR E _27_SecurityAccessKey 27,02 67,02

_31_RoutineContral 31,01,FD,02 71,01,FD,02,00
FunctionalAddress 85,82 C5,82
FunctionalAddress 3E.80 7E.BO
FunctionalAddress 28,83,01 68,83
FunctionalAddress 3E,80 7E.B0

CAN-EFEZ | PCANPT32 v | EEEE 0
weEeE | mERRE BESOd[EA |
mEE0a [FPEFFFE |IDEB [canon v

SIREERERRERE

CROEE | CRC32 .| srEemD _10_DiagnosticSessionControl 10,02 50,02
. 27_S ity A Seed 27,35 67,35
s [ 70F | smmsmgD | 764 | LT SecuriyAccessSee
_27_SecurityAccessKey 27,36 67,36
EY - T SR e 34 AN A4 1ECC 93 AN AN AN N4 50 7490 ncee e
Bl Console :Ell‘:ﬂ"# ~g~-=08
AR IR S
15:18:86. WBSTIERT -
15:18:86. Biht:  exiFrrezes, #HEKE: exeseessss F
< >

HMMEXR—EFEH LR
ZC XuanWu—Program Update Tool
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5.2 ¥ {43243 Software Architecture

composite structure FOTA Software /

Crypto
Library

Base DRV Can DRV Crypto DRV
CanTrcv EthTrcv LinTrev
Fee DRV Fls DRV Flash DRV
Gpt DRV Lin DRV Mcu DRV
Port DRV Uart DRV

Microcontroller{(MCU)
ZC Software _ Tier 1 Software Chip Software 3rd Party Software _

FOTA R4t 554
FOTA SYSTEM ARCHITECTURE

SIME R Uart Bootloader RG2S Uart BEHETH FOTA T, B Uantr
Uart_Dcm #&RERSLHL Uart & DBERIS, FFBILER Crypto Library K& OEM HSEAIE AR
TR, LT HBERMTIEEHR !

The Qinglong Uart BootLoader system architecture supports the FOTA function in Uart
communication scenarios. It realizes the UART Serial Communication Flashing through the Uartlf,
Uart_Dcm modules, and meets the Cybersecurity requirements of various OEM specifications by

adapting to the Crypto Library. The following are the function descriptions of each module:
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» Bootloader

BootManager 1&E3R1Z2 fif FOTA B EIRINEE, IFHEEEAE M SecureBoot ThRE, BT AR
XM E %7 % Bootloader 1 Application BJHAEE MAC 1B, BN ER SecureBoot @ITiTE
Eb3K Bootloader #1 Application 9 MAC $i{TE R B MR, RIERHFLREHE K,

» Bootloader
The BootManager module provides FOTA startup management functions and supports the
adaptation of hardware and software SecureBoot functions. It stores the expected MAC
values of the Bootloader and Application through programming and flashing. During the
startup phase, SecureBoot performs software integrity verification by calculating and
comparing the MACs of the Bootloader and Application to ensure software security
requirements.

» Uart Com
£ Vart B ABEMEREIE. BIRESIHEY. BEXESIRRERE, KI;
Uart OTA IhgE.

» Uart Com
Use Uart serial communication protocol to transfer data. Brush-write process through

specific pin levels, custom commands to implement Uart OTA function.
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5.3 @15 /#%FE Communication Sequence

SNERIR % Master i 5% A Slave i, BId4FESIHEFE. BEXIESLURERE,
Uart OTA TgE,

CI

\l’-’}

The Master side of the external device and the Slave side of the car, through the specific pin
level, custom commands to achieve the process of brushing and writing, to achieve the Uart OTA

function.

UART B{=X B CRC8 #%% ., BMIRCAY CRC (FCS) MFiiE, RUSCEBIEREET.
HIEKE. Ij]ﬁb ID MFFEEIRFE (A& FCS) . &iXimiTE CRC FiEAN FCS; EWUREH
TEHFES FCS tb3t, A—HMHIE AR KK, EFiZhi. CRC AFRNZEHEBIR, =@
EEIE AR

UART communication employs CRC8 checksum verification. The CRC (FCS) for each frame is
located at the end of the frame. The verification scope includes the start byte, data length,
function ID, and all data fields (excluding the FCS). The sender calculates the CRC and fills it into
the FCS field. The receiver recalculates the CRC and compares it with the FCS. If they do not
match, the verification is deemed failed, and the frame is discarded. CRC is used to detect

transmission errors and enhance communication reliability.

SNERIR & Master i 5% Slave i E X BEAREN TR

The process of establishing communication between the Master side of the external device

and the Slave side of the car is shown in the following figure.
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sd Sequence with Class Creation /

Slave

Master

68 04 01 CRC(INIT)

59 04 07 CRC(2h I INIT& £, 1% BiPendinglf 75)

68 OC 02 CRC(ERASE)

69 04 07 CRC{ 2 IBERASERN %)

68 10 03 CRC(TRANSMITINFO)

69 04 07 CRC{#b IETRANSMITINFORE %)

68 Len+4 04 CRC{Len A 214E 2 3 K1 &, TRANSMITDAA)

69 04 07 CRC{ A IBTRANSMITDAIAE %)

68 08 05 CRC32 CRC(CHECK CRC)

69 04 07 CRC(#h B CHECK & %)

68 04 06 CRC(RESET)

69 04 07 CRC()

68 04 07 CRC(EXITPROG)

690407 CRC(IR L R IE1E =)

UART RIE %2

UART FLASHING PROCESS
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5.4 MM ZERBE AR 5% ZC.Xuanwu Programming Sequence
MMZERIE TRE Z#F Uart & DBEVMUA Uart RISTheE. EAMMZXRRIS T Ei#
FTRISE, SEERBEREAXA. BEIPHt. wOS. R SA. BAHIE TA S,

The ZC.Xuanwu Flashing Tool already supports the Uart serial communication protocol Uart
brushing function. Before using the ZC.Xuanwu Flashing Tool for flashing, it is necessary to
configure the communication interface type, communication IP address, port number, source
address (SA), destination address (TA), etc.

RISHATRISRI R ESAIRA xml XM, HAXNK OEM RISHEMRSRE, AT
EERSRERS

Before performing the flashing operation, you need to import a preset XML file to load the
flashing process corresponding to the OEM's flashing specifications, or configure the flashing

process services by yourself.

O PERSIE D TRIANE o cemsiE R[4 LE=0
e ST B e | wESH WA ~
_22 ReadDataByldentifier - 22,F1,93 62,F1,93 TRUE FALSE
_22 ReadDataByldentifier - 22,F1,95 62,F1,95 TRUE FALSE
_22 ReadDataByldentifier - 22 F1.87 62,F1,87 TRUE FALSE
_22 ReadDataByldentifier - 22F1,75 62,F1,75 TRUE FALSE
_10 DiagnosticSessionCont.. 03_ExtendedSession 10,03 50,03 FALSE FALSE
_27_SecurityAccessSeed - 27,01 67,01 TRUE FALSE
_27_SecurityAccessKey - 27,02 67,02 TRUE FALSE
_31_RoutineControl - 31,01,F0,02 71,01 TRUE FALSE
_BS5_ControlDTCSetting - 85,02 €5,02 FALSE FALSE
_28 CommunicationControl - 28,0303 68,03 FALSE FALSE
_10_DiagnosticSessionCont... 02_ProgrammingSession 10,02 50,02 TRUE FALSE
DelayTimer 01_DefaultSession 70,00 50,02 TRUE FALSE
_27 SecurityAccessSeed - 27,03 67,03 TRUE FALSE
_27 SecurityAccessKey - 27,04 67,04 TRUE FALSE
[J _22 ReadDataByldentifier - 22F1,84 62,F1,84 TRUE FALSE
O _22 ReadDataByldentifier - 22,F1,80 62,F1,80 TRUE FALSE
O _22_RaadDataByldentiﬁer’ - 22,F1,86 62,F1,86 TRUE FALSE
[0 _22 ReadDataByldentifier - 22,F1,70 62,F1,70 TRUE FALSE
_2E_WriteDataByldentifier 01_DefaultSession 2E,F1,84,20,25,01,20,39,2E,31,2E,30,20,20  BE,F1,84 TRUE FALSE
_34 RequestDownload - 34,00,44,FD,C0,10,00,00,00,0E,F6 74 TRUE FALSE
_36_TransferData path 36,01 76 TRUE FALSE
_37 TransferExit - 37 77 TRUE FALSE
31 RoutineControl - 31,01,F1,A0,BA 00,07 46 71,01,F1,A0 TRUE FALSE v

ZRAE LAERMSRELESRE

FLASHING PROCESS CONFIGURATION INTERFACE OF THE XUANWU FLASHING TOOL

RISREFRE, AATMNBERERXEEFRENERSHE R SEES HINAIHE

=o

After the flashing process starts, users can observe the flashing progress and any errors that

occur during the flashing process through the process message monitoring interface.
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318 [ms]

09:33:49:841
09:33:49:892
09:33:49:921
09:33:49:944
09:33:49:971
09:33:49:972
09:33:49:990
09:33:50:003
09:33:50:012
09:33:50:160
09:33:50:180
09:33:50:181
09:33:50:189
09:33:50:315
09:33:50:315
09:33:50:335
09:33:50:335
09:33:52:338
09:33:54:337
09:33:54:337
09:33:54:338

#RAD]
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 5A,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 52,
00, 00, 07, 5A,
00, 00, 07, 52,
00, 00, 07, 5A,

W&  EElbyte]

RN =HDA A DDA DDA DDA DDA DDA DD AD

<

m

4
200
2

(=]
oo

N NN NN W R W W N

=]

74, 20, 00, C8,

36, 01, 02, F4, 91, 10, 00, |
76, 01,

36, 02, D9, FF, A, C1, DC,
76, 02,

37,

7,

31, 01, 02, 02, BB, 77, C2,
7F, 31, 78,

7F, 31, 78,

71, 01, 02, 02, 04,

31, 01, FF, 01,

7F, 31, 78,

71, 01, FF, 01, 04,

11, 01,

51, 01,

10, 03,

10, 03,

50, 03, 00, 32, 00, C8,

10, 01,

50, 01, 00, 32, 00, C8,

ZHRE TRERERERERE

»~

m |

1

XUANWU FLASHING TOOL PROCESS MESSAGE MONITORING INTERFACE
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% acky
%?E X A T3 EX

6 1L FEX4H PROCESS DOCUMENTATION

FERE

Development

Process

XAk

Document Description

mRIE
Requirement

Gathering

BUYRRIT
Software
Requirements

Analysis

ORI

Software

Architecture Design

BT R ITIR
it

Software Detailed
Design and Unit
Design

T
Software Unit

Testing

LES S0 EiE 309N

R Y T8 R 30

Document Description

BRDA

Requirement Analysis

BRATHAE S

Requirement Analysis Specification
BB RERE

Software Requirement Traceability Matrix
& AR R E TR

Customer Issue Communication Form
AR AR

Software Architecture Manual
BRARMIEERR

Software Architecture Traceability Table
BootLoader ¥ 40115 B

BootLoader Detailed Design Manual
FEE TRzt

Configuration Tool Design
BAFEMRITE R R

Software Detailed Design Traceability Table
BootLoader 4% i+

BootLoader Detailed Design Review
QAC ik &

QAC Analysis Report

Tessy MR IR &

Tessy Test Report

AR TR R

Software Unit Verification Strategy
AR I

Integration Strategy

ST

Integration Manual
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FRRE Xt

Development Document Description

Process

Software Integration SR KA
and Integration Integration Test Strategy
Testing RN IR &
Integration Test Report
RIRDITIRE

Resource Analysis Report
BootLoader # MK IR &

AT BootLoader Software Test Report
Software System BootLoader #4E MR IR & =

Testing BootLoader Software Test Report Review
%% R XY

Release Release
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7 EE CERTIFICATE

PR R AR R RERRRIR R N R PR R R R R RRR R R R R R R R R RIRIE

(e

o |

&

B AR R O
SRR SR
t ERS KERFRI40707% '?j
& o
| K & % MAWRBootLoader ik o
3 (%K. SAWR] 5
S F R A ERRANEARAT
& 3
% 5
R =3
| mARATR AR
| o mAwE awEA :
E: B & B: 20245R1631834 :3
[{v RE GHEAKARP &I B GHOKAFERBRAE B i
| MR SHERRAFEORR, HUEERTURE. 5
[ 2
.
-
: %

Eele

|

BRICEEEPRE

"J

yelfelfie

2iRIiGIRIRIRIRIRIRIRIGIRIRIRIRIRIRIRIGIRIRIRIRIRIRIRIRIRIRIRIRIRIRIRIRIRI pIGI pIpI piRiRIRIRIIRIRI ) (Jlrl‘

M E BOOTLOADER R {HIEH

ZC.QINGLONG BOOTLOADER SOFTWARE CERTIFICATE
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