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1 #EiA OVERVIEW

ZR MR FEAREEFIEFRP N AREFFEIE, M PC B THEIEFIEFRE L,
3% UDSonCAN. UDSonEth, UDSonK-Line. UDSonLINWMY. REZAIMUERIER, iz
AR FIEHSR~RAENE, WK, SEREMER.

ZC.XuanWu upper computer software is used to download application programs and data
from the PC to the electronic controller. It supports UDS on CAN, UDS on Eth, UDS on K-Line,
and UDS on LIN protocols. It offers customized integration of customer-specific protocols and
is widely used in the development, testing, and after-sales service stages of electronic controller

products.

MNZHRBFRFSIZENK TRETR AT OEM M Terl ZMNAZHET. APTUGE
MAXEE, KEREWNUELE ETENHTRERRSIE,

ZCXuanWu program refresh and diagnostic testing tools can be applied in various
application scenarios for OEMs and Tier 1 suppliers. Users can conveniently perform program

flashing work in laboratories, test vehicles, and actual vehicles.
ZH NV HERN AT KB FEFRNEFRNS:

ZC XuanWu upper computer software is currently used for program flashing of various

electronic controllers:

% 542188 Body Control Module (BCM)

=R # 2§ Air Conditioning Controller

DC/DC #2288 DC/DC Converter

B 7 By /1 ¥ @32 8§ Electric Power Steering Controller
RN 12 %188 Engine Management System (EMS)

LR FE1 2§ Transmission Control Module (TCM)

B3 5th B T8 & 4 Battery Management System (BMS)
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FZ 42488 Vehicle Control Unit (VCU)

B 4132 %88 Motor Control Unit (MCU)

B 5B /1 %% [5) & 4% Electric Power Steering System (EPS)

BA# 3L I 50 2 St Anti-lock Braking System (ABS)

B FFaE M2 72 F Electronic Stability Program (ESP)
FZBH#E R S Active Collision Avoidance System (ACC)

25 5| 1132 %I & 4 Traction Control System (TCS)

ADAS 3z 28 Advanced Driver Assistance Systems Controller
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Bc B ¥/ 1% Configuration Environment

PCAN .
Hardware USBCAN

Mongoose . Kvaser .
(ZLG ) . VN1640 .

TC1016. OBD-RJ45

Configuration Environment Win7/10 64bit

USBCAN (ZLG) -

S ‘ = \\‘.
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OBD-RJ45
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2 EZEERNTE INFORMATION SECURITY FEATURES INTRODUCTION

AEREMEREREARMERERT, EHETFRGEHRESR, EFHE0NBEEEE
BREK., BERENINLESZHNEEMNEST RMFETRRE N T IRk, £
=1, BERERAEARABRSY. UEBENXEFERZ— I, EREFEELRSE
T, ERFHFEASMERAER T hEFRIPER. BEXR TEEEINE NLERE,
EXARNER S BEMBNEEE, RENESENE, fHERErTesM —RAERRE
IR TTRERR, SIHFIEREE, FEEOIE ENREME,

Against the backdrop of the rapid development of intelligent and connected vehicles, in-
vehicle electronic systems are becoming increasingly complex, and the amount of data
generated by vehicles is growing exponentially. Real-time processing and transmission of
massive amounts of data pose severe challenges to vehicle network bandwidth and storage
resources. Against this background, data compression and transmission technology has become
one of the key means to ensure efficient and reliable communication. In addition, in the field of
automotive information security, compression and transmission technology and encryption
technology have formed a collaborative protection system. Usually, a processing flow of
"compress first, then encrypt” is adopted, which not only reduces the amount of data to be
encrypted, improves the efficiency of encryption operations, but also enhances overall security—
because the redundancy of compressed data is reduced, statistical characteristics are weakened,

making cryptanalysis attacks more difficult.

EHEFRRA, ®ilE ZSS Bk, HAENEELESEETMREANTLRNABE.
EfamAR T UBEEREIE LR, ERILEETEMNFIRT EZRREHEES,
MNP EHEERR. BIEENE, FREARZEDE, RS TREBEINYE, EES5ER
ZEFHMEILE, AMESWH. TH. TENTEXBETSRGRE T RBEAZE.

Compression transmission technology, especially the LZSS algorithm, plays an indispensable
role in data processing and communication in the automotive industry. Compression
transmission technology can significantly reduce the amount of transmitted data by eliminating
data redundancy while ensuring information integrity, thereby saving bandwidth resources,
improving transmission efficiency, reducing system power consumption, enhancing system
response real-time performance, and collaborating with information security mechanisms to
provide key technical support for building an efficient, reliable, and secure intelligent

transportation ecosystem.
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2.1LZSS EEAMN4B Introduction to the LZSS Algorithm

LZSS R—METEHE A FREONTREIEE LT E, B 1277 BEMALmk. Hixd
BREBIALCAENEETELFSIRERERIAMNRE, SINEIENERERD.

LZSS is a lossless data compression algorithm based on sliding window dictionary encoding,
optimized from the LZ77 algorithm. Its core idea is to compress and encode data by searching

for and referencing repeated patterns in previously processed data.

BERHEP—PEEXNESNELD, ZEOBBHIAEM: BEREZHX (search buffer)
FERIEERBINEERE, BIEZMX (look-ahead buffer) ZEFFF4HIDEIE. EH/IER, B
AREENESIXANERERRTENFNENTRKFH, YEEKEBITRRER,
FA—MIBE-KEN (BEESLERRMNENKERSR) BREHEE SUEEHEER
BT, XTASBRNFEBSIUEREELER LA LTRERIR, ~ROT:

The algorithm maintains a fixed-size sliding window, which consists of two parts: the search
buffer stores recently encoded data, and the look-ahead buffer caches data to be encoded.
During the compression process, the algorithm continuously searches for the longest matching
substring in the look-ahead buffer within the search buffer. When the match length exceeds a
preset threshold, a position-length pair (usually containing information about the match start
position and length) is used to replace the original data; otherwise, the original characters are
directly output. This dynamic replacement mechanism can efficiently eliminate data redundancy

and achieve lossless compression, as shown below:

sliding window

ot | i
REENE |
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2.2 [E4gafEHiia s N4 Compressed Transmission Scenarios

ETF UDS il (ISO 14229-1) H, EHFEWMEANNAARARSHERE T —FE
BARAE, BITEHIBERTHRS (SID=0x34) HHEXEE, TEXREESE. MEEIH
iR, FISTETINEM ECU HFEANHIEEE AT R40I1E, MNMAERIEEIET B ENRE
=RT, BEEROKRERNEIES, R SHE.

In the UDS protocol (ISO 14229-1), the application of compressed transmission technology
provides an effective solution for improving the efficiency of flashing. By modifying the relevant
configuration of the Request Download service (SID=0x34), it is possible to define the data
format for compressed and encrypted flashing. The flashing tool can inform the ECU whether
the data to be transmitted has been compressed, thereby significantly reducing the actual

amount of data transmitted and shortening the flashing time while ensuring data integrity.

ISO 14229-1 AEX 34 FRSIRAE T AR Fror:

The format of Service 34 message defined in ISO 14229-1 is shown in the figure below:

A_Data byte |Parameter Name Cvt Byte Value |Mnemonic
#1 RequestDownload Request SID M 0x34 RD
#2 dataFormatidentifier M | 0x00 — OxFF |DFI_
#3 addressAndLengthFormatidentifier M | Ox00 — OxFF |ALFID
memoryAddress|] = [ MA_
#4 byte#1 (MSB) M 0x00 — OxFF | B1
#m-1)+4 byte#m ] C: | 0Ox00 - OxFF |Bm
memorySize[] = [ MS_
#n-(k-1) byte#1 (MSB) M 0x00 — OxFF |B1
#n byte#k | C. |0x00- OXFF |Bk

Ci: The presence of this parameter depends on address length information parameter of the
addressAndLengthFormatidentifier

Czx: The presence of this parameter depends on the memory size length information of the
addressAndLengthFormatidentifier.

AERAELIA, dataFormatidentifier ZEME MM B TR TEETT X, S BRERERR,
HE] FWHHPILF memorySize ZEETRRNE X —_IEE A ENEIER/NEZ R IAETE
Ko X—RITFIEFEIZEF I ECU RW3E Bootloader AYIZHELI: & memorySize RRERE
KN, ECU B BIEN B #ETF UL, FESA Flash FILwBE#RE &XRTERESR
FAEAN, W ECU BEXMITERERNEERRE, F5RSEHTRERR.,

In the specific implementation, the high four bits of the dataFormatldentifier parameter are
used to indicate the compression method. When compressed transmission is enabled, the
vehicle manufacturer needs to clarify the meaning represented by the memorySize parameter in
the protocol - whether it refers to the size of the compressed data or the size of the original

data. This design choice directly affects the logical implementation of the internal Bootloader of
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the ECU: if memorySize represents the compressed size, the ECU directly performs byte count

comparison when receiving data and implements decompression operations before writing to
Flash; if it represents the original data size, the ECU needs to calculate the cumulative amount of

decompressed data in real time and perform a final verification with this parameter.

XM RAEMRITEFSERERHEEGEARE ECU WRIFEAR, XEHRIUEEHNTE
i, AEEMNEKAENSRGEIRM T XERAZE.

This flexible design enables compressed transmission to adapt to the resource constraints of
different ECUs while ensuring the integrity and reliability of data transmission, providing key

technical support for the efficient software updates of intelligent connected vehicles.
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3 ZHREHZETHINENZ XUANWU INFORMATION COMPRESSED

TRANSMISSION

3.1 E4E{E%BECE Compressed Transmission

ZRXFALE ECU REBEXHZEZIZHIRX, HNEREH, XRIFEHE UDS
Ox34 FRE RS #HITECE, 1%E3% 34 _RequestDownload_LZSS, i Path-File E4F X4, ®id LZSS
HEENTRENR S XH#TES, BEI2MRSHTHE T,

ZC XuanWu supports users to send single or multiple diagnostic messages to the ECU. For
compressed transmission, Xuanwu supports configuration when creating a new UDS 0x34 service.
Select _34 RequestDownload_LZSS, click Path-File to select a file, compress the configured
flashing file using the LZSS algorithm, and perform the flashing operation through the diagnostic

service.
Z R EIA dataFormatldentifier 4 0x10, AP FEEERS XFemitbit. BS54 Size,

ZC XuanWu's default dataFormatldentifier is 0x10, and users need to configure the starting

address and size of the flash file.

® Flelmlale (Quick Accese] | 39 | [0

i 0] a/E ERibye] BE A P EFRENE O TIANE © e o ok V) x|¢LE=o
4204967205 00,00,01,07, T 48 09,00,00,00. 00, 00, 00; 00, 09, 00, 00, 00, 00, 00, €0, 00, 57,01, 00,00 [mmzm [ErE—— e waET [ ——
3058594 00,00, 06, 17, T 2 10,01, [=] 01_DefaultSession 00,00,00,00,00,00,00,00,00,00.00.00,00,..  30,00,00,01,07 TRUE TRUE
258054 on, 00, 05, 7, R @ 50, 01, 00, 32, 00, C3, 01_DefahtSassion 10,01 50,01 TRUE FALSE
2059596 monos0n T 2w o e ey i [FasE
1081041 00,00,05,97, R 6 50,03.00,32.00,8,

o zAs 62F1.95 TRUE FALSE
o el I W ededitlic =] 03 Extendedsession 1003 5008 FASE  FALSE
2064034 00000597, R 2 e =
Consre swen | T : |moto =] B5.02FFFFF cso FASE  FALSE
Loeramn 00w | ® 2 |amo [=pEE o101 [ FALSE FALSE
3067985 00,00,0617, T 51,01,02,03, Py — By nm TRUE | FALE
2070007 00, 00, 06, 97, R B 71,01,02, 03, o0 TRUE FALSE
3071083 00,00.0617. T 2 10,02 L L TRUE | FASE
3072007 00,00,0597, R & 50,02.0032,00,C8, RS ERSSIRREENT 708 TRUE  FAISE
2074080 0,00, 08,17, 2 mor 01.290431.3253,34.35.30,..  6EF154 TRUE  RaLsE
3075983 0.00.0697. R [ 67.07.6A. 24, 24,00, SRS I s
1128593 00, 00,06, 7. 6 27.08.453C 560D 34 RequestDownlosd L2755 & 00,50,00,00,00,01 5 n TRUE  FaisE
125784 00,00,0597, R 3 mam = 7 TRUE  FaLsE
2230003 00,000697, & 2 e L TRUE  FaLSE
ey 0000517 T 15 26F,5A23.01,29,04,31. 32,33, 14,35, 30,30, 30 DAUsarAI LNCYRHTOTBoot Cance\02 LibrarDs.{ ~ 7101 TRUE  RaisE
3231359 00,00.06,97, R 3 72,78, fid §48007,00200018FF08 71,00 TRUE FaLSE
1335681 00,00,0597, R 3 eEFLSA TRUE ~ 07.00.20.00.18.F5,08 74 TRUE  FALSE
1y 00,000617, T 11 24,00,44, 00,00 80, 00, 00,00, 01, €8 = . U RALE
2838913 0000597 R 4 TnmonE n TRUE  FASE
3840218 00,00.0617. T 490 36,01,01, 80, 09,00, 31, 50,45, 58,09, 03, 01, 00, 1. 80, 00, D0, 2 A€ ha 9 T T
»aamen Mmoo | R : s TR el #45006,0000,00008180 71,01 TRUE  FALSE
1846879 00000597, R 2 mo 54,10,44.D1,00,80,00,00,00,01,£8
3847473 00,00.0817. T 5, o— o a-=o
1848875 00000597, R TR ) B
1850705 00000617, T 75 31,01,02,02 30,45, 02 21, 00, £3.0C, 9, E2. 45, A7, 7F, 72, 49.9)
1853855 00,00,0597, R 3w 3 -
4103420 00,00,0597, R s oo 0em
4110638 000517, T 13 31,01, FF, 00, 44,80, 07,00 20, 0D, 18, FF, 08
410826 00000697, R 3w
Frem 00,00,0597, R 1 wam
620073 00,00,0697, & S 710060000
sannesT 00000517, T 1 34,00,42, 80,07, 00, 20, 00, 09,00, 04,
63817 00000697, R 74,20, 0F, €2,
5333815 00,000517, T s 0011225548
6333819 00,00,0697, & s mam
6334873 0000597 R 2 o
6336001 00000617, T 7,
337850 00,00,0597, R vom
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£ ECU RHAREXMNERT, B, UENREENENERNAVRERFRENKE
TR, TREA—FERMRMAE TR, BidBEXRELINFKEBK Bootloader FE.
X CAN FRELZ &R, TEIFEREHURARTIEERSHE, BN, AHIHE.
EFERERSRTHNREER, RUNREXHHITMER, ZﬁtxﬁﬁﬁﬁT%‘(?&%ﬁﬁE’\]
REMEREM, FRREXLRRSISTRERENNE RS, RAIEEFREL0ET
BEMEETH,

Against the backdrop of increasingly complex ECU software, efficient and reliable software
updating capabilities have become a critical requirement for automotive electronic systems.
Xuanwu, as a highly adaptable flashing tool, achieves compatibility with various Bootloader
specifications through customizable configurations. For low-speed bus scenarios such as CAN,
the tool supports compressed transmission to enhance flashing efficiency for large data volumes.
Simultaneously, to meet the security requirements across R&D, production, and after-sales
stages, it also enables encryption of flashing files to prevent data tampering and unauthorized
usage. Xuanwu not only ensures the stability and security of data transmission but also provides
flexible functional support tailored to actual flashing specifications, establishing itself as a vital

tool for managing the entire vehicle software lifecycle.
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4 JEH CERTIFICATE

ZRRHZENEICIES
XUANWU SOFTWARE COPYRIGHT REGISTRATION CERTIFICATE
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