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1 AL = TECHNICAL BACKGROUND

FEZ%H Bootloader BIEREF, FIETH (Download) S5#IEHE (Program) =™
HREYEBRTHITEI. Bootloader HMFHF—BHEIE (FHla0— /) TEH Flash BXEHE) @i
CAN. MAMEFLZETLERIFREILIRE, 48B3 Flash FEBNERIIEANREE. &
IhHAE), SEMNEELLESFHEXNREN Flash BIEZHI LT = RIRAS, M Flash 1EfEss
AEFTHHEZERNBLTRERS, XM FF- IR TENRINESR T EAEREF A
FRT, BERSEREHEEZENK, A T7TREANENEZRI

In the traditional bootloader flashing process, data download and data programming follow
a strictly serial execution model: the bootloader must wait for an entire data block (e.g., a
complete Flash sector) to be fully received and verified via buses like CAN or Ethernet before
initiating erase and write operations on the Flash memory. During this period, the high-speed
data bus remains idle while waiting for the relatively slow Flash operation to complete, and the
Flash memory also sits idle awaiting the next data block. This alternating “wait-busy” pattern
results in low hardware resource utilization and significantly extends the overall programming

time, becoming a major bottleneck for efficiency improvement.

BEE ECU et H:mE &, HEFHFHESNETEN/LE KB BUEEH MB EEH+ MB, X
METEXTHREN DEELEFE TENERARITFETTARE . ATRRRERE
VEREMFIERE . RAEEARISRE, IS KANEmE., ERUERBBESIA -1
BEMXAS (BEEREAXHLIEENX) , BEUNETESERHFTHAIIEL,
B{KE, Bootloader MENEIRML DA B DELNEIELR (Block) . HE—HIEHRE
Wpfa, FAFFEHEIE, MR BasIXZERE Flash RIEHRE, SHER, £
EROEEEREIRNALREHR, SH—MUERRNERRIEFTEHT. WRBEAXREE,
BT “HEBUR N+1" 5 RIER N EREH ENES, NG RASORTE N B %= W [E
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Flash F 4509 (8] B2 Ak, EEEEREE &SRR Flash MBRERBEENEBD B, &
KXW T N BE—RHRBSEEAERERML, XAELEREFE Flash SEMRENRERERED
MHERNNERELARE . XIMRARZHRAR Bootloader RitH—MEZ A, WU=E (%
M) #rESE (RISFER) AITLILRES.

As ECU functionality grows increasingly complex, program memory capacity has surged from
hundreds of kilobytes to several megabytes or even tens of megabytes. This time-consuming
serial approach has become increasingly problematic in production line-off and aftermarket
upgrade scenarios. To maximize hardware performance and minimize overall programming time,
“pipeline programming” technology emerged. Its core concept involves introducing a data buffer
queue (typically a double-ended buffer or circular buffer) to transform linear serial tasks into
parallel pipeline operations. Specifically, the Bootloader divides the entire data stream into
multiple contiguous data blocks. Upon completing reception of the first block, it immediately
initiates Flash programming for that block without waiting for all data. Simultaneously, the
background reception process for the second block utilizes bus bandwidth to run in parallel with
the programming operation of the previous block. This iterative process creates temporal overlap
between “receiving block N+1" and “programming block N.” Consequently, the previously
wasted bus idle time and Flash wait time are effectively utilized, partially offsetting the data bus
transfer time and Flash programming time. Ultimately, this achieves speed optimization for the
single-controller flashing process, yielding particularly significant time savings when handling
large-capacity Flash or using relatively low-speed communication interfaces. This technigue
represents a classic optimization strategy in embedded bootloader design, trading space (buffer)

for time (programming duration).
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2 FTENY SOLUTION INTRODUCTION

BAFIRIS 2 —ME N E— ECU EFBHNSUEHEHRTR. Ko BEZITRERMNS
REIEE RS Flash RIENHRITRE, BESIABIEZ A FMESEEMTIE, K =FIF
7, N EZEEFEBERI SR8, 1271 RAREZITENER G A S AR AR
SUENEANAE, BT UEE%RRE (B2 RAM 1EAZHRX) RERUF A B %
55 Flash wF2RS (8. TEINAERATIRIS X & EMABRIIR S FEFE!

Queue-based flashing constitutes an efficient firmware update solution for individual ECU
controllers. Its core principle lies in breaking the serial dependency between data transmission
and Flash programming inherent in conventional flashing methods. By introducing data
buffering queues and task overlapping execution mechanisms, both processes are parallelised,
thereby significantly reducing overall flashing duration. This approach essentially applies the
‘queue” concept from computer architecture to the embedded programming domain. It
maximises utilisation of bus bandwidth and Flash programming time by trading space for time
(sacrificing a small amount of RAM as buffer space). The diagram below illustrates the timing

difference between non-queued and queued programming:
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RKERS A RS TRANYGRLEE SERETE. ERESHRE TENEHRSK
WIER D A—FRFESEN. KDEENEER, RXNOREFTLEEEE Flash BXAIYIE
. BEMAEMAE RN BFR ECU BT RAM RIR, PUARMZEHNES NEFH
ME&EFXE., SILER, 7E£ ECU 8 Bootloader Hf, FEFBEE /D HNIRIA RAM X, B
ZBOWENEN, FRIT—DABORSNKEEBIMRESEG AL, BEHETEHRTT
HNY R, EfRESETHRSMEM L, BB THhEXESEEDEARIESVLS,

The implementation of the pipeline flashing solution begins with meticulous initial
configuration and preparatory work. On the server side, the complete firmware image is pre-
partitioned into a series of contiguous, fixed-size data blocks. The block size must be determined
by comprehensively considering the physical characteristics of Flash sectors, the single-frame
payload limit of the communication protocol, and the available RAM resources within the target
ECU, to achieve an optimal balance between transmission efficiency and memory overhead.
Simultaneously, within the ECU's Bootloader, at least two independent RAM buffers must be
allocated—forming a classic dual-buffer structure—alongside a dedicated state machine to
manage the entire flashing lifecycle. The communication protocol requires corresponding
enhancements, adding a flow control mechanism to coordinate transmission and reception

rhythms on top of standard data download services.

REARISRERSE, FHEEERE —TEIER, Bootloader ¥ HATEHFANZEHRX A I
HTENRE ., —EZAHAK A #HENSIEEREREBEY, BN ENROIHTEEEILZ
A& Bootloader #E[m) EW A EHHINFIHR T —HIRRNEN, JIFRIHENBEEHIX AR
BURRIEE Flash FFHE=RAVIRIE. MILZIE, RRHFANSHARKEELWRTS: HENEAERE
BB _MNEURREZMX B S, Flash IXzh= EIRHALIEZ MK A BIEIRERE, ’*?ﬁ}EPIZ B
BEREEEZAX A RRETHAN, —EREREVIHR—E AKX B HR4 Flash #1THIE,
RN X A UERZERE = 80ER, MILEE, HRMERS Flash E’]ﬁ&fﬁﬁ/\
SZMXzE"EERYIH, ERTRENENRER, EFBESLS Flash F#ERSMUCHEF
TIE, RBEFHERARHERL,

Upon initiating the specific flashing process, the host first transmits the initial data block. The
Bootloader stores this data in Buffer A and performs real-time verification. Once Buffer A is filled
with valid data and verification succeeds, the core parallel logic of the entire solution activates
immediately: The Bootloader sends an acknowledgment to the host and requests the next data
block while simultaneously initiating the programming of Buffer A's data into Flash memory.
From this point, the system enters a highly efficient pipeline operation: while the host transmits

the second data block to Buffer B, the Flash driver independently processes the programming of
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Buffer A's data. Upon Buffer B's reception completion and Buffer A's programming finish, their
roles instantly switch—Buffer B is handed over to Flash for programming, while the newly freed
Buffer A prepares to receive the third data block. This cycle repeats, with data reception and
Flash programming “ping-ponging” between the two buffers to form a stable relay loop. This
enables the communication bus and Flash memory to operate in parallel for extended periods,

maximizing resource utilization.

RENRENRTERILE., SERIAER—I8ERE RKEEZHAHER
- RIE IR . BB/, Bootloader Tﬁm*#ﬁéﬂ& B0 %% E-ﬂ%?ﬂ%ﬂ’\]ﬁﬁsﬁ
EMRT . e, RERTRENERRIE, AIMTERZINERSEXEAN CRC KEM, I
SENmRENNERBEHRTHES, NEBHEREIEGEGOTEESERHE. RERTL
ZARWIE, Bootloader A X EHMRAFEEFLEIE, MREBWRRKEREESLTE. I
HER

The final phase requires special handling. Upon receiving the last data block, the pipeline
completes its final “receive-program” cycle. The Bootloader then ceases requesting new data but
must wait for the programming of this final block to fully conclude. Following this, the system
performs a final global verification. This includes calculating the CRC checksum for the entire
programmed region and comparing it against the authoritative digest provided by the host. This
ensures the integrity and correctness of the entire firmware image. Only upon passing this
ultimate verification does the Bootloader update metadata such as version information,

signifying the safe and successful completion of the pipeline programming task.
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3 FZREITEEZEI PRECAUTIONS FOR PLAN IMPLEMENTATION

HTHREHER ARMETNERAIREARTRSEIMARNFERIRR, B EAS
SR SBAIIRE XM E LKL AR DORERENEN, UTAEANRIIRE TR
o ReB R Ay R A R IEFRIBRTTR:

Due to variations in hardware and software configurations, employing queue-based write
optimisation schemes may vyield differing outcomes across environments. Certain usage
scenarios may result in failed queue writes or failure to achieve the intended reduction in write
latency. The following outlines potential issues encountered when implementing queue -based

write optimisation, alongside recommended solutions:
® [AFI{ZiH:

BAFIRI S 77 & R B EUERE RIS i (8] 2/ N T BURF RN Ee, BEEEXREASLRT,
HEERI SR E R HIIZ K THIEAHNENEL, XSSBEPXRREIER, EVLR
F5, TR MET. EHENBRTENT:

1. f£1¥ Flash IKsh: {FHEHRMRIS1E,
2BAZNX: AFERESHFIEBRNBEERELR,
3 ALK BUNEK), FREAZERTH, EMEBRERENX.

sd PipelineProgramintroductionErrorStatePipelineProgramintroductionErrorState /

UL

NoRecw

MsgRecvTask with PipelineProgram

oot

ProgramTask with PipelineProgram
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® Queue Stagnation:

In queue-based flash programming schemes, the expected data write time is typically
shorter than the expected data transfer time. However, in practical scenarios, the data write time
may significantly exceed the data transfer time. This can rapidly fill the buffer, forcing the host to

wait and resulting in poor parallel efficiency. Recommended solutions are as follows:
1. Optimise the Flash driver: Employ a faster write mode.

2. Increase buffer size: Allow reception of more data blocks to compensate for programming

delays.

3. Adjust block size: Reduce block size to accelerate programming tasks and enable more

frequent buffer clearance.
® KIERRS

BAFIRI Sid12 0 & ZAKIRLIE, Tl TRARKTIMREBRRITTMNTFSEEIER
BEYRETHRNEE REASERISXARRBAM. HHENBRITRAT:

1 eI X R (AKX E Fl.

2 RZSHERIE: AVIRBIATSEFMHRE.

3BMFFSS: AGNEERRINFSS, RERHITZI.
® Data asynchrony

The queue flashing process involves multiple data handling operations. Errors in buffer
switching logic or flag contention may cause data overwriting or incorrect programming,

ultimately resulting in failed file verification. Recommended solutions are as follows:
1. Strict critical section protection: Employ interrupt disabling or mutual exclusion locks.

2. State machine validation: Implement multi-condition checks prior to switching.
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3. Sequence number incrementation: Append a sequence number to each data block and

verify it prior to programming.
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