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ZC.MuNiu Basic Software Platform Safety Frame
1 INREHEIR FUNCTIONAL OVERVIEW
TLE9954 Safety Frame AT #HEEFALIMET Infineon TLE9954 FEMINEELEE K.
Safety Frame EBE¥ &M, TMURBEAENEFAMEERATRENBTAL, REAHBEREF
TR F K.

The TLE9954 Safety Frame is designed to assist customers in achieving functional safety
requirements based on the TLE9954 platform. The Safety Frame is highly scalable and can be
configured and redeveloped according to different customer project requirements, ultimately

meeting the customers' functional safety requirements.

TLEQ954 Safety Frame FAF3LIR TLEQ954 R EMLE , EFE MCU REPELRAIN
RANEFLZ Y H IS,

The TLE9954 Safety Frame is used to implement the software safety mechanisms of the
TLE9954, including the testing of internal MCU modules and the driving of hardware safety

mechanisms.

e AL E B AT Page 1



e MR BN

Easy to know Easy to do

2 N F%niE APPLICATION FIELD
TLE9954 Safety Frame o] Y B T HIMRE L FR T KRHIEHI2E. Hlan:

The TLE9954 Safety Frame can be applied to controllers that require functional safety levels.

For example:

> ARIERBAN
Brushed DC Motors
> TRIERBEN
Brushless DC Motors
> RENSKLE

Automotive Cybersecurity

BIT¥ Safety Frame &epLE|E T TLE9954 Y= HIaR T, TIAZ] 1SO26262 ASIL-D HIFRE

By integrating the Safety Frame into the control based on TLE9954, it is possible to meet the
ISO 26262 ASIL-D level requirements.
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3 ECEINE CONFIGURATION ENVIRONMENT

‘ Bt B ¥/ 1E Configuration Environment

Hardware (Chip)
Compilers Supported
Evaluation Hardware
Debugger
Configuration Tools

Configuration Environment

Baerasn S E R e

INFINEON TLE9954EQA40

IAR v9.50.1

TLE9954

Jlink VV8.76

ZCMuNiu v4.4.0

Win10 64bit
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4 FFkE= DEVELOPMENT BACKGROUND

Bel, AELMNBEFESEMBERBEZS, XEFEFRNTEMHERDMEHS, AT H
EARENREMER, AERRLEXREZIEN. RIERE, AXHLEEZNED
BE L & HIFRAE 15026262, H e, SO 26262-5(2018) Clause 8 N T 2 MEE: Single-point
fault metric(# R E2)H Latent-fault metric(EREEE). RIBAEH ASIL FREXK,
BoHEEENERNNEEEFTELIENNER.

Currently, the electronic and electrical architecture of automobiles is becoming increasingly
complex, and the safety requirements for automotive electronics are also rising. To meet the
safety requirements of automobiles, functional safety is gaining more attention. When it comes
to functional safety, the first thing that comes to mind is the functional safety standard ISO 26262.
In particular, 1ISO 26262-5(2018) Clause 8 introduces two metrics: Single-point fault metric
(single-point fault metric) and Latent-fault metric (latent fault metric). Depending on the
required ASIL level, the single-point fault metric and latent fault metric must meet the

corresponding levels.

NFHIEHERMCU, IXTEIFRMCU), EEFESREFR, {EH SEooC(safety element out
of context)#H{TRITH %L, MCU ATHEMLERZIN 2 MNEEER, TELUWHENHNZEY
Fl, MREMH T AP EERFEFERGAELRF, MCU BIhER SELRMELM A B E 24
= EHLHl,

For microcontrollers (MCU, referred to as MCU below), within the electronic and electrical
system, they are designed and developed as SEooC (safety element out of context). To meet the
aforementioned metric requirements, MCUs need to implement corresponding safety
mechanisms. These safety mechanisms can be allocated to both hardware and software modules.

The Safety Frame for MCUs is the implementation of safety mechanisms allocated to software.

ASIL SPFM LFM PMHF

A Not Relevant Not Relevant Mot Relevant
B == O0% >=H0% =107 fhour

C =>=07% ==0% <107 fhour

D ==000y ==0(% =<10* hour

Baenasn R EEME Gas
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5 IheEH A FUNCTIONAL DESCRIPTION

5.1 =4S Product Feature

COmOELE SIS ARSTIS ATUCHAR Bast Bofwass

Applicaticn

Service Layer Complex Drivers(CDD)

Safety Library

ECU Abstraction Layer

Micracontroller Abstraction Layer[MCAL)

s | v |

> TEAE IR EAME] AUTOSAR H
Can be integrated as a complex driver into AUTOSAR .
> T[EREIIE AUTOSAR B F-Z2Hrh, RIAERD
Can be integrated into non-AUTOSAR software architectures.
> Safety Frame BB RN EEFRKE
Safety Frame has internal program flow monitoring.
> BY RN JERTEEHREARE PN ARK
High scalability: Each module can be configured to meet the application requirements of

different customers.
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5.2 E{4ZR449 Software Architecture

pkg StaticArchitecture /l

_
SWC-1

(from RTE)

os
MCAL
Startup Software

Hardware;:Register/FLASH/SRAM/MPU/Clock/Core/FSU/PMU

Customer
Hardware
Implement

ERAFERA

software architecture
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KA TN REARBR !

Realized functional modules:

REYLHF

RRBFR

Module Name

FMER ZAEM
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DIREMER

Safety Mechanism

SA 11

SA 12 Fsu Test
SA 17

SA_16 Mpu Drv
SA 10 OverVolTst

ESM_regulation_check_validation EsmTst

Baenasn R EEME Gas

Function Description

ARTXFSU (BMfEZEHT) BT
TR, BEMEE, RPURAFSU
M. BN REREER. BE
RN A 2 2 RS I 1= T 6E

Used for testing, monitoring, and
managing the FSU (Fail-Safe Unit)
hardware. The module provides FSU
initialization, safe state clearance
during startup, latent fault detection,
and safe state monitoring functions.
FF3FARM Cortex-M4hIE 28 FIMPU
WHHTEEMEE, ZEREH
MPUHISE{L . fFRE/EEA. XIBRE
EoeE, BEERBEMPURE ST &
SRBREMEEENAFRF, BL
RERLREIFMEIMER

Used for configuring and managing
the MPU hardware of the ARM
Cortex-M processor. The module
provides functions such as MPU
initialization, enable/disable, and
region configuration. By configuring
MPU regions, it implements memory
protection for safety-critical code and
data, preventing unauthorized access
and unintended modifications.
HERZSNER, BEBETA
F e RIS HIMT E T A HIMT S B A
T TFEEIRES,

The overvoltage detection module
determines whether the current chip
IS in an overvoltage state through
methods such as fault injection and
register status judgment.
BEEREGEIT: B — N ERAY
ERXFHERAMYT BN ERES
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AFFRERSEREIA
Motor speed control unit: judges
whether the current motor speed is
within the expected range through a
stage of speed sampling values.
NiZBRES—METHRHENEER
iE, EUhgR iR tlsz
FTRTAE M CPU R AZ HR Y7k A MERE {4
&, MUXFRGHEELEIEDN
2K, BEBETIUE X 89N 5 23U
MCURZHI &N FIER (NEARIZHE
BT, S8R, BFITEEE. FEE
TEF) | FUEMEEEEmR,
MTIZHT B S iR SRR
The kernel self-test library is a critical
security mechanism based on
software, with its core function being
the detection of permanent hardware
faults in the CPU core during
microcontroller operation to ensure
the system meets functional safety
standards. It diagnoses single-point
or potential faults by applying
predefined test vectors to stimulate
various submodules of the MCU core
(such as the arithmetic logic unit,
registers, program counter, memory
units, etc.) and observing and
evaluating their logical responses.

Page 8
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5.3 EZE T A Configuration Tool

% workspace - Classic Designer - ke BETEVS1.0 - o X
file Edit Navigate Project Model Form Editor Window Help
HBa:ve:w® AR
& | [ SEE Basic Editor 2
&
[mE text o fiker.. i Tsth b4 TestpreRuns 1] P4 TestpreRun0 P4 cores (11 P4 coren P TestbreRunitems (1] 4 TestoreRunitem0
Models
v e Tstv
v I TtM [ &% Name [TestPreRunitemd | -
© TstMGeneral
& TstM_FunctionList [0..15] ParamsetindexDec] [o |~
v P TestPreRun [0.1]
v © TestPreRund © Test ‘ JE ~
v & core [0.3]
v 8 cored
v & TestPreRunltem [0.*]
& TestPreRunitemd
& TestGroupRuntime [0..1]
< >
[ Properties = o v= 0 M= Ta Pro a =8
Test [EcucReferenceDef] Configure Filters... ~
e — AB Multiplicty  [1-» 1] ] 0 warnings, 0 inf
SSCHIPHON | 2 Definition  /AUTOSAR/TstM/TestPreRun/core/TestPreRunltem/Test Description Object
FENX Definition 268 Type Reference
R Status 5 Range JAUTOSAR/TstM/TstM_Functionlist
[RFA(E Origin
B3 Source DyMUNIUTEITRANASEBETRVS.1.0 /workspace/cfg/.lib/TstM.arxml
< >

HEEANARMBE SR, RS Safety Frame F9¥ B M, TLE9954 Safety Frame S23)
7‘1/\*7%5%—@5%[@ FEFLI T Safety Frame WECETH ., B UREARFT K, HEEE L
B F5Ef Safety Frame & MNMERAEE T 1, A ME BRI, BAERL : (E
THRFET,

To meet the diverse project requirements of customers and enhance the scalability of the
Safety Frame, the TLE9954 Safety Frame has implemented the configurability of each module
and has developed a configuration tool for the Safety Frame. Customers can complete the
configuration of various modules of the Safety Frame using the configuration tool according to
different needs. They can generate configuration code files, and integrate the generated

configuration files into the project.

MBI E B o Page 9
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6 1IFEXHY PROCESS DOCUMENTATION

TR WA TLE9954 kR &= mEF L ATBET MY =1, HPFRH. SRFM
FOMHABR XTI RN RA B YIREBLE S, BITHEXNXHOEFTETUMENHE—D
:ppzap]

The following are the deliverables of the Infineon TLE9954 functional safety product in the
development process. The requirements document, integration manual, and test-related
documents can be provided to customers as product deliverables. Design-related documents

can be further discussed with us if needed.

FRRE Xt

Development Document Description

Process

ERME

Requirement

B PR R
Customer Requirements Document
Collection

BB KRDT

Software Requirements Analysis
BARR I FTRDATHAE S
Software Requirements Analysis Specification
Requirement BB KREBIRR
Analysis Software Requirements Traceability Matrix

PR REAER

Customer Issue Communication Form

A SR AR

Software Architecture Specification

R RRART B ZE R R

Software Software Architecture Traceability Matrix

Architecture LN

Design Software Failure Mode and Effect Analysis
BAARR MR

Software Dependent Failure Analysis
BRI IT IR R
B FMERITM Software Module Detailed Design Document

Bigit B THIEIT
Detailed Configuration Tool Design

Software Design RFFMIZITERR
and Unit Design Software Detailed Design Traceability Matrix

Safety Frame T f&i¥ &

MBI E B o Page 10
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Development
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D& =fi:pu

Document Description

BB IT
Software Unit
Testing
BRUEER LR
i

Software

Integration and
Integration

Testing

AN T
Software
Qualification
Testing

v &l

Release

Baenasn R EEME Gas

SafetyFrame Engineering Review

BAURSOTiRE

Software Unit Analysis Report
BRSNS

Software Unit Dynamic Test Report

A BT SRR

Software Unit Verification Strategy
BB IT I I R

Software Unit Verification Strategy

SRS

Integration Strategy

ST pdf

Integration Manual (PDF)

LT

Software Safety Manual

& PR SR

Integration Test Strategy

SRR E

Integration Test Report

TR IR E

Resource Analysis Report

A4 SafetyFrame B E T B AHIESH
MuNiu.SafetyFrame Configuration Tool User Guide
K& SafetyFrame EC & T Rk 4-ECE BIE RS
MuNiu.SafetyFrame Configuration Tool Software
Configuration Management Document
BRI &

Software Test Report

BRI SR

Software Test Strategy

&0 XA

Release documentation
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7  IhEEZ4 FUNCTIONAL SAFETY

7.1 IThEEL £ TELIRE Functional Safety Assessment Report

7.2 IhEEZREUEB Functional Safety Certificate

CERTIFICATE NO FS/71/220/23/1031 PAGE 11

ZERTIFIKAT NR.: SEITE(N

LICENCE HOLDER & MANUFACTURER

GENEHMIGUNGSINHABER & HERSTELLER |

Shanghai ZC Technology Co., Ltd.
Building C, 888 Huanhu West 2nd Road, aﬁ"c"
Pudong New Area, i ‘ m M H
Shanghai,
P.R. China
PROJECT NO/-ID LICENSED TEST MARK CERT. REPORT NO.
PROJEKT-NR/-1D GENEHMIGTES PRUFZEICHEN ZERTIFIKATSBERICHT NR.
T4A8-AUO1 s G s T4A80002 |
isani f this certificate. .
J asicocomeiaNe | 580 nteoral partof s cerifate L
F\mﬂlu nll Safety

SAAR

Certified product(s)  SafetyFrame
Zertifizierte(s) Produkt(e) Version 2.1.0

Tested according to  1SO 26262-2:2018
Geprih nach 1ISO 26262-6:2018
1SO 26262-8:2018
1ISO 26262-9:2018

Technical Data and The judgement of the achieved functional safety for the above-
Parameter mentioned SafetyFrame Software is “accepted” according to
Teghnische Dalen und Carameter above mentioned standards ASIL D requirements.

The SafetyFrame Software is suitable for integration into
systems up to ASIL D.

\\The ceruhca(e is based on voluntary tests. The compliance of the certified product against the requirements of above listed functional safety
siandards was evalualed Any changes 10 the design, components or processing may require repetition of some parls of the certification to retain
! ts of the testing and certification regulations of SGS-TUV Saar GmbH have to be complied, see www.5gs-

8 [ lfSafety& Mumch Feb 22, 2023
R Cyber Security
bl

SGS-TUV Saar Gn
Gudrun Neumann

SGS-TUV Saar GmbH, Hofmannstr. 50,
81279 Miinchen. Detitschland | Germany

Wel
E-N:
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8 u‘H% CERTIFICATE
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ZC. MUNIU SOFTWARE PRODUCT REGISTRATION CERTIFICATE
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To Be the Global Leading Automotive Basic Software Company
B2
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